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LOI NOI PAU

Nhan Quyén dugc bao dam boi luat phap qudc té, nhung viéc bao dam nhan quyén va thu thap
nhiing vi pham nhan quyén c6 thé 1a mot viéc 1am nguy hiém ¢ nhiéu qudc gia trén thé gioi.
Nhimg Nha P4u Tranh cho Nhan Quyen thuong la mot luc luwong dung gitra nhu’ng nguoi dan
thudng va sirc manh vo bién cta qudc gia. Ho 13 yéu té cho sy phat trién cac tién trinh va co ché
dan chu nham chdm dut tinh trang dan lanh bi ghép t6i vo ¢, ciing nhu ¢d v va bao vé nhan
quyen Nhu’ng Nha Dau Tranh cho Nhan Quyen thudng phai dbi dién v6i nhiéu sach nhidu, giam
cam, tra tan, vu khdng, mét viéc 1am, mat quyén tu do di 1a1 va kho khan trong viéc c6 dugc sy
cong nhan phap 1y cho nhitng hoi doan ciia ho. O mét vai qudc gia ho tham chi co thé bi giét chét
hay bdng dung “mat tich”.

Front Line dugc thanh 1ap ndm 2001 & Dublin v6i muc dich chuyén biét 1a bao v¢ nhitng Nha
Pau Tranh cho Nhan Quyén, nhitng ngudi hanh dong bat bao dong cho mot hay tit ca nhiing
quyén duoc liét ké trong ban Tuyén Ngon Quéc Té Nhan Quyén. Front Line dap mg nhiing
nhu cau dua ra boi chinh nhung nha dau tranh, gdbm c6 bao vé, hoat dong mang luéi (1am viée
chung) huén luyén va trao doi vé cc van dé lién quan dén co ché cac qudc gia cia Lién Hiép
Qudc va cac co quan khu vuc khac.

Trong tdm ciia Front Line 1 bao vé nhitng nha d4u tranh cho nhan quyén dang bi de doa, du 1a
trong tam thoi hay trong 1au dai boi vi ho 1am nhiing viéc nhan danh dong bao ciia ho. Front
Line thuc hién mot chuong trinh tai trg nhé dé cung cép cho nhu cau an ninh ctia nhitng nha dau
tranh. Front Line phat dong chién dich van dong chinh gi6i nhan danh nhiing nha dau tranh dang
bi truc tiép de doa. Trong nhitng truong hop khan cap, Front Line c6 thé gitup d& noi tam trd.

Front Line thuc hién viéc suu tim va cong bd céac ban phuc trinh v& tinh hinh cu thé cia nhiing
nha dau tranh nhan quyén & mot sé nude. T6 chire ciing phd bién nhing tai liéu tham khao va
thuc hién nhitng chwong trinh huan luyén nhén danh nhitng nha du tranh cho nhan quyén ciing
nhu tao diéu kién thuén loi cho viéc hoat dong mang ludi va trao doi (thong tin) gilra nhitng
nha d4u tranh & cac noi trén thé giéi. Nhitng du 4n ciia Front Line thudng dugc thyuc hién trong
khuon kho hop téc véi cac to chirc nhan quyén cap qudc gia.

Front Line ¢4 v& sy hiéu biét vé Ban Tuyén Ngon Qudc Té Nhan Quyén va dang hoat dong dé
bao dam rang nhimg nguyén tic va tiéu chuan dua ra trong Ban Tuyén Ngon vé Quyén va Trach
Nhiém ciia Nhimg Ca Nhan, Nhom va T Chue va cac Co Quan Xa Hoi, dé C6 Vo va Bao Vé
nhitng Nhan Quyén Ph6 Quat Pugc Cong Nhan va cac quyén Ty Do Can Ban (duoc biét toi qua
ban Tuyén Ngon vé Nhitng Nha Dau Tranh Cho Nhan Quyén) duge biét dén, duoc ton trong va
dugc tuan thu trén khap thé gioi.

Front Line c6 Vi Thé Phap Ly Tu Van Dic Biét bén canh Hoi Pong Kinh Té va Xa Hoi cua Lién
Hiép Quoc.

Dé hd tro cho viée 1am nay, Front Line tity thudc hoan toan vao sy dong gop rong luong cia
nhiing c4 nhan va t6 chuec.

Front Line da may mén, tir khi khéi ddu vao nam 2001, nhan duoc tai trg tir nhiéu nguén khac
nhau va ghi on nhitng cong hién va quyén gop trén can ban ca nhan.

Front Line 12 mét t6 chirc nhan dao, bat vu loi (sb dang ky CHY NO 14029), doc lap va khong
thién vi.
m



Thén giri quy ban dang tranh dau cho nhdn quyén va xdy ddp cho nén dan chii Viét Nam
Thua quy ban,

Hién nay chung ta dang wdc mong dan Viét Nam minh c6 duoc diéu ma hang tram triéu
ngudi trén thé gidi da c6 tir hon thé ky nay, d6 la quyén tu do thong tin va trao d6i y kién.
Nguoi dan Viét Nam da khong co nhung quyén nay vi dat nude chung ta dé lién tiép bi
thue dan Phéap roi doc tai cong san thong tri. May mén 1a ching ta sdng trong ky nguyen
tin hoc, nho phuong tién dién toan, chiing ta c6 thé vuot qua dugc nhitng rao can ma ché
dd doc tai hom nay da dung Ién dé kiém soat ngudi dan.

La nhitng ngudi ddu tranh cho 18 phai, chic chan nhiéu ban di va dang gip van dé véi
nha cam quyén. Khi mot nguoi bi gan cho toi chéng ddi chinh quyén thi viéc dau tién
ma todn cong an tdi kham nha s€ lam 1a luc loi trong may di¢n todn ctia nan nhan xem
c6 chira tai liéu gi phé phan chinh quyén hodc cac thu lién lac véi nhitng ngudi bi chinh
quyén tinh nghi. Do d6 ta phai 1am sao biét x6a bo trong may dién toan ctia minh vét tich
nhirng thong tin hay tai liéu ma cong an cta ché do co6 thé dung 1am 1y ¢6 budc toi. Tap
tai liéu nay s€ chi cho ban cach thuc hién diéu nay.

Lam sao trong may dién toan ctia minh khong chtra nhitng bang cé dé cong an co thé
buéc to1 chi la mot trong nhiéu nhu cu ciia ngudi mudn tranh déu cho dan chi. Con vo
s6 nhu cau khac ma cudn sach nay c6 thé giup ban, thi du nhu gt tai heu ¢ dang nguoi
khac doc khong du’oc Day la diéu ngay nhu ca mot ngum dan thuong séng trong xa hoi
tu do d6i khi ciing cén t&i, hudng chi 1a ngudi tranh dau cho dan chu dudi mot chinh thé
ddc tai.

Méi de doa thudng xuyén cho anh chi em dan chu 13 bi céng an cai dit vi rat vao may.
Muc dich cta cong an 1a kiém soat cac thong tin va tai liéu trong may dé tim hiéu thém
vé hoat dong va té chuc cta anh chi em dan chii. Cang ngay ho cang ap dung nhiéu ky
thuat tinh vi dé theo ddi lién lac cta cac anh chi em dan chu qua mang internet.

Boi nhitng 1y do néu trén, va con vi nhiéu loi ich khac nita, Pang Viét Tan ching t6i xin
gii thiéu voi quy ban cudn sach: “An Ninh Dién Tir va Bao Vé Doi Tu cho nhirg Nha
DPéu Tranh Nhan Quyén” ma chung toi dd dich sang Viét ngir. Tap sach ndy do Dmitri
Vitaliev thuc hién cho Front Line, mot td chirc phi chinh phu bao vé cho cac nha dau
tranh nhan quyén.

Mong rang tai liéu ndy sé& hitu ich cho quy ban va dugc quy ban tiép tay phd bién t6i hét

ca nhirng ai dang tim cach phat huy nhan quyén va xay dung dan chu cho Viét Nam.

Viét Nam Canh Tan Cach Mang Dang
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Nhitng Pe Doa dic biét ma Cac Nha Dau Tranh cho Nhan Quyén phai ddi
pho

1.2 Y thirc an toan thong tin
Tém Tt
Moi trudng van phong
Khong gian lam viéc ca nhan
Moi trudng cong cong (quan café Internet)
Nhiing cau hoéi cho chinh minh
Dit liéu cua t6i ndm & dau?
Ai biét duoc mat mé cia toi?
May nay 1a may cua ai?
Ai day?
Ai ¢6 thé vao may cua ban?

Ban biét nhu thé nao vé méi truong ciia minh?
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Nhue chiing ta biét, ¢6 nhitng diéu biét dwoc diege biét. Cé nhitng diéu ching ta biét la
chiing ta biét. Chiing ta ciing biét cé nhitng cdi khong biét dwoc biét. Nhu thé dé néi lén
rang chiing ta biét cé nhitng diéu chiing ta khong biét. Nhung ciing c6 nhiing cdi khong

e biét ma khéng ai biét, nhitng cdi chiing ta khéng biét la ching ta khong biét,

Donal Rumsfeld, B¢ Truong Quéc Phong Hoa Ky, thang Muoi Hai 2003.

NHAP DE

Céc nha dau tranh cho nhan quyén dang ngay cang gia ting xir dung may dién toan
va mang Internet trong cong viéc ciia ho. Mac dau tiép can vdi khoa hoc k¥ thuat
van 1a mot van dé 16n trén thé gi(')'i cac phuong tién dién tu dé lwu giit va truyén
dat thong tin ngay cang pho bién trong céc to chirc nhan quyén. Bang nhiéu cach,
Internet da nang cao chat lugng cong viéc va sy an toan cho nhing nha dau tranh
nhan quyén: Internet gia ting hiéu qua st mang ciia ho, tao dé dang cho su tiép can
thong tin va ddy manh nhiing trao d6i v&i nhitng to chtrc ban. Mit khéc, Internet da
tao nhitng van dé va nhing nhuoc diém trudc day khong duoc biét toi.

Tai liéu nay khong nhim t&i nhitng thién tai dién toan. Muc dich ctia né 1a huin
luyén nhitng ngudi xir dung may dién toan mot cach binh thudng va cung cip ho
nhitng giai phap cho nhitng van dé vé biao mat va an toan trong moi truong dién
toan hién nay.

Chung ta viét tai liéu, v& hinh va thong tin v6i nhau trén may dién toan va qua
Internet. Nhitng thao chuong dé thuc hién nhitng nhiém vu nay da dugc lam théat
gian di dén ndi chung ta khong can phai biét chinh xac may dién toan hoat dong
nhu thé nao - mién 1a chay t6t. Nhu vy, chung ta xtr dung k¥ thuat hoc ma ching
ta khong can hiéu hét nguoc lai, chiing ta lai bi 1€ thuoc nang né vao n6. La nhing
ngu’m tiéu thy trong ky nguyén ky thuat s6, chung ta mubn c6 mot san pham hoan
tat, ma khong can phai biét san pham gdm c6 nhimg bd phan gi.

Nhung chung ta can lam gi khi bi “sy ¢6” ? Khi may dién toan cua ching ta bi
hu hong va x6a sach di cong trinh nhiéu nidm lam viéc cuc nhoc? Khi emails cia
chung ta khong dén duoc nguoi nhan hay khi chiing ta khong thé 1én dugc mang?
Chung ta phan tmg nhu thé nao vé chuyén virus pha hoai cac may dién toan trén
thé gidi, hay mot email tuéng nhu dén tir mot nguoi ban, yéu cAu m& mot ho so
dinh kém? Nhing quyét dinh thiéu thong tin s& dan dén sy chon lya khong hay, va
su 1& thudc mil quang vao khoa hoc k thuat thuong dan dén nhiing 15i 1am dit gia.

Cong viéc cua nhitng nha dau tranh va nhiing t6 chirc nhan quyén thuong dua
nhiéu vao ky thuat. K§ thuat tao d& dang cho viéc thong tin va cho phép ching ta
Iuru trir va khai thac nhitng lugng thong tin 16n mot cach ré tién va vai mot stc chira
tbi thiéu. K¥ thuat cho phép mot to chirc dii nho bé, xa x6i ciing ¢o thé co tiéng
noi trén toan thé gidi va nguoc lai. Mot cugc dam thoai dién tir xdy ra trudc day
vai nam c6 thé duoc nghe lai trong vai gidy, va mot ca nhan vi pham nhéan quyén,
chang han, s& nhan duoc hang ngan email va fax phan ddi dén tir khip noi trén thé
gidi. Néi tom lai, may dién toan va mang Internet da tré' nén can thiét va la nhimng
phan khong thé tach roi ctia cong viéc nhan quyén.



AN NINH Nhirng van dé

D | EN TU VA S6 lwong 1orn théng tin dugc cat gitt dudi dang dién tir va kha ’néng phan phdi n6
BAD VE BOI TU ra trén khap the gidi da tao ra mot trong nhitng k§ ngh¢ 16n nhat trong lich st loai
smnmG e o1 - ki nghé thong tin. Tri gia hang ty d6-la, no tao ra nhitng loi nhuan khong 16
cho nhitng ngudi kiém soat va diéu hanh cau tric quan trong ctia nd. Kha ning diéu
khién, theo ddi va gi6i han thong tin dién tir da tré thanh mét sé thich, mét cong viéc hay mot chinh
sach cho nhiéu ca nhén, céng ty va cac bo phan trong chanh phu. Cudc chién chéng khung bd da cung
cap cho ho toan quyén hanh dong dé tién hanh giam sat va kiém duyét hé théng Internet ma mot thoi
dugc van hanh mét cach ty do va rong mo. Bi€n minh cho nhiing viéc lam nay thudng khong duoc
néu 1én va lam soi mon nhan quyén va nhitng quyén ty do cin ban.

Mot s quéc gia trén thé giéi da dua vao thanh luat dé bién minh va khuyén khich nhimg hanh vi trén
day nham gia tang hon nita sy birc hai va dau kho cua nhirng nha dau tranh Nhan Quyén va pha hoai
cong viéc chinh dang cta ho hau han ché kha nang bao vé ngudi khac cia ho.

Hang chyc nha du tranh Nhan Quyén va ky gia doc 1ap hién dang ngdi tu vi ho da tim cach tan phat
cong trinh cua ho trén thé gidi internet ma khong cé dugc nhitng kién thirc toi thi€u d€ lam chuyén dé
mot cach an toan.

Diéu quan trong phai n6i & day 1a k¥ thuat néi chung da chua lan toi duoc khiap moi noi trén thé gisi.
Van c6 hang triéu nguoi chua bao gio thay dugc cai dén diéu hoa glao thong, noi chi dén may dién
toan. Khoang cach vt chat giira cac qudc gia giau va nghéo cung thé hién trén the gioi ky thuat dién
ttr va duoc biét nhu 13 “lan ranh ky thuat dién tir”. Nhitng nha dau tranh nhin quyén & bén phia nghéo
cta lan ranh ndy nhan thay co hoi ctia ho voi dén duoc cong dong thé gidi giam di rat nhiéu.

Tai liéu ndy nham gidi thiéu thé giéi phirc tap va tang trién 1au dai cta an ninh dién tir. Khong nhitng
tai li¢éu nay s€ nang cao kién thtrc va sy hiéu biét vé may dién toan va Internet cia ban, ma s€ con canh
giac ban vé nhimg nguy co tiém tang khac nhau ma ban c6 thé gip phai trong méi truong dién tir va
s& hudng dan ban cach d6i phoé véi nhitng nguy co nay.

Tai liéu nay dugc viét cho nhitng nha du tranh nhan quyén, va vi vay chi trong vao nhirng cach ngin
ngira nhitng viéc gidi han nhirng quyén tu do dugc bao dam trén khip thé gidi. Ngoai nhimg yéu tb
vé mit 1y thuyét, tai liéu cung cip nhitng giai phap kha thi cho mot sé van dé vé may dién toan va an
ninh Internet.

An Ninh nhw 1a m¢t Phwong Phap

Pay khong phai 1a mot tai li€u chi ¢6 nhirng cau tra 161!

Ban hiy tudng tugng ban dén gap mot chuyén vién vé an ninh dé duoc chi cach dbi pho véi nhirng de
doa va sach nhiéu trong doi sng hang ngay. Trude khi chi cach, chuyén vién c6 thé hoi ban mot sb
cau hoi, chéng han nhu ban chét chinh xé4c cia nhitng rui ro va de doa ma ban dang phai ddi mat. i
v6i 1anh vuc an ninh dién tr thi cling tuong ty nhu vay. Khéng c6 cau tra 161 tirc khéc cho moi van dé.
Ban c6 thé da nhén thiy rang ‘cac chuyén vién’ ciing it khi dua ra nhitng cau tra 101 truc tiép.

Tai liéu hudng dan vé an ninh nay gioi thi¢u véi ban nhiéu bd phan khac nhau cua may dién toan va
su van hanh cua Internet (ddc biét danh cho nhitng nha dau tranh nhan quyén trong truong hop nay).
Muc dich 1a dé ning cao kién thirc va gia ting sy hiéu biét cta ban vé nhitng van dé an ninh dién tir
va bao mat dién toan. Thuc chét, tai liéu c6 muc tiéu trinh bay nhiing 1y thuyét, phuwong phap va dem
dén nhirng céu tra 101 vé nhitng yéu t6 1am mat an toan may dién toan va nhitng bién phap ddi pho.



Toém lai, ndi dung cua tai liéu giap ban giai quyét va ting cuong sy an ninh dién tir cua ri€ng
ban.

Hy vong tai li¢u nay ciing s¢ giup cho ban quan tim dung murc v€ nhiing d€ muc néu trén d¢ ban
thyc hién viéc tim toi cho riéng ban mot cach hirng khéi va dé tiep tuc hoc hoi.

Hwéng din cach thire xir dung tai li¢u nay

Tai liéu nay dugc chia lam bdn phﬁn ma c6 thé dugc doc khong can theo thir tu. Poc gia khong
can c6 bét ctr kinh nghiém chuyén mén nao, tuy nhién néu c6 chit it kién thirc vé may dién toan
va sy diéu hanh Internet thi sé rat hitu ich. Nhitng chuong, chira nhiing thong tin ¢é tinh cach ki
thuat hon, dugc danh ddu “Danh cho chuyén vién”.

I.  Phén déu tién ndi vé su hiéu biét vé nhitg nhu cau an ninh va nhugc diém cua ban. Phan
nay mo ta nhitng yéu t6 khong k¥ thuét lién quan dén moéi truong dién toan. Mot phuong
phap dd hoa nhitng mébi de doa, tao ra boi mot hoan canh dic biét, duoc trinh bay nham
gitip ban quyét dinh nhimng chién lugc cho viéce thiét 1ap nhitng giai phap thudc vé bao mat
va an ninh.

II. Phan thr nhi thiét 1ap mot danh sach nhimg yéu t6 khac nhau lién hé dén an ninh may dién
toén va Internet. Phin nay gi6i thiéu dén doc gia sy van hanh cia may dién toan va ha ting
cAu trac Internet. Nhitng phuong phap vé bao vé thong tin, vuot qua su kiém duyét Internet
va bao vé chinh ban trude nhitng su tin cong day ac ¥, s& duogc giai thich mot cach chi tiét.

[1I. Phén tht ba tom tit luat phap trén thé gidi dé nhén dién ra nhiing gidi han va viéc theo doi
lru lugng thong tin va cac hinh thirc trao dbi tin tic. Phin nay cho thiy khuynh huéng di
xudng, gay ra boi sy gia ting kha niang gidi han cac quyén tu do dién dat, va truyén thong,
& nhidu qubc gia. Cac truong hop vé nhirng nha déu tranh cho nhan quyén hién dang & ti
hay bi birc hai vi viéc 1am ctiia ho qua Internet, dugc tuong trinh nhu 1a nhiing thi du vé
cac phuwong cach ma mot sé chinh phit da dwa ra nham ting cuong cho nhing dao luét nay.

IV. Phan thir Tu thio ra nhimg kich ban c6 thé xay ra cho nhiing nha du tranh nhan quyén
va tb chire ctia ho d6i pho véi nhitng vin dé vé an ninh dién tir va dam bao su lién tuc cho
cong viéc ctia ho. Nhitng kich ban nay c6 lién hé dén nhimng khai niém duoc trinh bay trong
sudt tai liéu va cac giai phap dugc dya trén nhimg hanh dong c6 thé thyc hién dugc.

Theo sau nhitng bai tap, ban s& thiy phan phu luc, nhim dé cung cip cho ban bdi canh chi tiét
clia may dién toan (may dién toan) va Internet, ciing nhu nhitng giai thich sau sic vé mot sb
nhitng & myc an ninh. Phan cudi tai lidu, c6 phan Thuat Ngit giai thich nhiéu danh tir k¥ thuat
va xa la duoc ding trong quyén sach nay.

Cubn sach nay co thé dugc ding chung véi cudn Digital Security Toolkit (http:/security.
ngoinabox.org) — mot bd suu tip cac chuong trinh mién phi bao gdm cac dung cu (tools) va tai
lidu chi dan nhitng phuong ké can thiét dé dat dugc mirc bao mat va an ninh tot hon trén may
dién toan ctia ban va trén Internet. Toan by d6 nghé ¢6 sin bang nhiéu thi tiéng nhu Anh, Phép,
Tay Ban Nha, Nga, va A Réap. Toan by phan mém duoc trinh bay trong tai liéu nay c6 thé dugc
tim thiy mot phan hodc toan phan trong cudn Digital Security Toolkit, hodc c6 thé tai xudng
mién phi tir Internet.

Mot vai khai niém va ky thuat hoc, duge mo ta va gidang day trong tai li€u nay, dwgc xem la
nhwr bt hgp phap tai nhiéu quoc gla trén thé gi6i. Xin ban thén trong luu y dén hé thong
ludt phap dia phwong ciia ban dé co quyet dinh sang sudt dé sé hiru va xir dung quyén
sach nay.
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1.1 AN NINH VA
KHONG AN NINH

Tt ca cac may dién toan va Internet déu don vé viée tim kiém thong tin, cat
gitr va trao d6i. Do d6 d& muc vé an ninh trong lanh vuc dién toan lién hé
dén an ninh thong tin. Ching ta can hoat dong trong mot moi truong noi ma
thong tin cia ching ta khong bi danh cép, 1am hu, bi pha hoai hay bi han ché.
Trén ly thuyét, Internet cung cép cho moi ngudi mot co h01 binh dang dé truy
cip va tan phat thong tin. Tuy nhién, nhu c6 nhidu bién ¢ cho thiy, diéu nay
khong phai lac nao ciing xay ra. Cac chinh phi va cong ty 16n nhan ra tim
quan trong va gia tri cua viéc kiém soat luu lugng thong tin, va viéc quyét
dinh khi nao thi c6 thé han ché kha ning xtr dung hé thong nay. Sy an ninh
vé thong tin tré nén phirc tap hon nita boi nhirng ca nhan x4u tao ra virus va
d6t nhap vao hé théng dién toan, thuong khong c6 muc dich nao khac hon la
gay hu hai.

Su r6i loan con duge gia tang béi ) luong ddi dao cua ph'?m mém, phﬁn cing
va cac thiét bi dién tir duoc ché ra dé 1am cho viée luu trix va trao ddi thong
tin dé dang hon. Mot méy dién toan trung binh ngay nay chira hang triéu thao
chuong phirc tap va hang trim co phan. Chung c6 thé chay bay va lam ton hai
hé thdng & bat ctr luc nao. Nguoi xir dung phai ¢dm minh trong nhimg khai
niém va ky thuat hoc, dudng nhu bi tich ra xa véi thé giéi that. Van dé an
ninh cho may dién toan ctia ban 1a ganh ning wu tién va nhiéu nhét trén vai
ban va cAn mot sy hiéu biét vé hé théng ctia nd 1am viéc nhu thé nao.

Két qué ctia cudc chay dua thu hoach loi nhuén tir Internet 13 sy xudt hién
ctia nhiéu dlCh VU va co quan tai chanh. Ngay nay ban co thé dat vé may bay,
mua mot cudn sach, chuyén ngan, choi xi phé, mua sim va quang céo tren
Internet. Chiing ta da gia ting kha ning cua ching ta trong viéc giai quyét
dugc nhidu cong viéc nhanh chéng hon. Tuy nhién, ching ta ciing di tao
ra v s luu lugng thong tin méi, va voi nhimng khai niém méi vé sy khong
an ninh, chiing ta chua biét dwoc lam thé nao dé déi phé. Cac cong ty tiép
thi dang tich liiy hd so ctia khach hang trén Internet, voi hy vong bién kinh
nghiém truy cap ctia ban thanh mot viéc di mua sim thuong xuyén. Thong tin
c4 nhan, bi thau thap boi nhirng dich vu cung cip Internet, chanh phu va cac
cong ty 16n, sau do dugc ban cho nhung cong ty khal thac thong tin, ma muc
dich 1a tich trir cang nhiéu chi tiét cang t6t vé doi sdng ca nhan va cac thoi
quen cua ban. Nhiing thong tin ndy sau do duoc dung trong cac tham do, cai
tién san pham hay céc cap nhat vé an ninh quéc gia.

Duong nhu sy hon loan d3 lan rong trong muc ti€u kiém soat thé gidi dién
toan. Khong c6 gi chic chin ca va moi viée déu co thé xay ra. Pa s6 chung ta
déu mudn viét mot hod so hay goi di mot email, ma khong phai can nhéc hau
qua ctia sy mt an ninh. Rui thay, diéu nay khong thé dugc trong méi truong
dién toan. Dé 1a mot tic nhan ¢ dugc sy tu tin trong cai ky nguyén méi mé
nay cua xa 10 thong tin va k¥ thuat dién tir dang phat trién, ban can phai biét
day du vé cai manh va yéu cta ban. Ban phai co kién thirc va ning khiéu dé
ton tai va phat trién v6i cac khuynh huéng ludn thay dbi nay.

4



CAC PHUONG PHAP VA KHUYNH HUONG CUA SU 1 1
THEO DOI, KIEM DUYET VA TAN CONG PIEN TU

Quyén riéng tu 13 mot vn d& tranh cii trong thé gidi tan thoi nay. C6 phai bat
clr ai ciing c6 quyén truy cip vao thong tin ca nhan cua chung ta khong? Sau
bién ¢d 9/11 & Hoa Ky, da sb cac chinh phi duong nhu déu nghi ring ho phai
¢6 kha ning theo ddi va truy cap nhitng su truyén thong dién toan cua chung
ta. R4t nhiu qudc gia da lam ra luat 1& va dua vao phuong tién k¥ thuat nham
nang cao kha ning theo ddi ctia ho 1én dén nhimg muc d¢ tinh vi chua timg
thy. Vi du, dw an ECHELON la mét hé thong theo ddi toan cau, ¢6 thé ghi lai
va khai thac cac cudc trao ddi dién thoai, Internet va qua v¢ tinh.

Théng Nam 2001, Uy Ban Lam Thoi ciia Quoc Hoi Au Chdu vé H¢ thong Kiém
Luwu Echelon (thanh lap thang Bay 2000) dwa ra mét bao cdo két lugn rang “sw
hién hitu ciia mot hé thong toan cdu cho viéc theo doi va thu lwom cdc cuge trao
doi tin tirc la mot diéu khéng con phdi nghi ngo gi nita.” Theo Uy Ban, hé thong
Echelon (dwgc tuwong trinh la diéu hanh béi Hoa Ky véi sy hop tdc ciia Anh, Gia
Né Pai, Uc va Tan Tdy Lan) duwoc thiét lgp vao thoi ky dau tién cia cugc Chién
Tranh Lanh cho viéc thu lwom tinh bao va da phat trién thanh mot mang luwci gém
nhitng tram kiém luu trén khdp thé giéi. Muc dich tién khéi cia né, theo nhw ban
twong trinh, la theo déi va thu liwom cdc trao doi thong tin thiong mai va tw nhén,
khong thudc lanh vuc tinh bdo qudn su.’

Quyén vé ty do ngodn ludn va thong tin
! ciing da bi tn cong va dan ap trén Inter-
net. Kha nang truy cap thong tin tir bat
cr diém ndi Internet nao trén trai dat, bat
ké thong tin duoc luu trit & ddu da dan
dén két qua 1a nhiéu chinh phu - chua san
§ sang trong viéc cung cap loai tu do nay
cho cong dan cua ho — da dua nhau gidi

»ECHELON tram ngan chian & Menwith Hill, Anh. ) A
Source: www.greaterthings.com/Word-Number/ han su tu do truy cap. Viéc nhu’ng ngudn
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Organizations/Echelon

tai nguyén khong 16 da dugc do vao dé
phat trién nhitng hé thong kiém duyét cap qudc gia, ddc biét nhdm ngin can
thong tin Internet, xem ra c6 vé khong thich hop hay c6 thé gay ton hai dén luat
phap quéc gia dia phuwong va ‘tinh than dan toc’.

0 Trung quoc, mot he thong e biét nhw la “Bike Twong Lira Vi Pai”
dan moi mach néi quoc té qua nhitng méy phuc vu ciia nha nuée ¢ nhiing
cong néi mang chinh thire, noi cdc vién chwc Bg Cong An nhan dién
nhitng nguoi sir dung va ndi dung trao doi, an dinh cdc quyén han, va
theo doi sat s lwu thong trén mang vao va ra khéi nuwée. Trong mot budi
héi thao vé kj nghé an ninh nam 2001, chinh phii Trung Quéc da tuyén 1

b6 sé tién hanh mét du dn néi tiép thét vi dai mang tén la “Khién Vang”  http://www.europarl.

. Thay vi chi I¢ thudc vao hé thong Intranet quéc gia, tach roi ra khoi hé eu.int/tempcom/

théng Internet toan cau bcing mot burc tuwong hva kién 6 hién dai, Trung echelon/pdf/prechelon_
S Y S L, s 2 en.pdf

quoc sé thiet lap hé thong tinh bao giam sat vao ngay trong mang, dé co

kha nang “thdy”, “nghe va suy nghi”. Con sy thanh loc ngi dung sé 2

duge chuyén tir cap quoc gia xuong dén hang triéu may dién todn (thong Su Riéng Tu Quéc Té

tin dién todn va truyén thong & noi cong cong‘va tw gia dan chung). Ky -- B4o C4o vé Su Riéng

thudt cua Khién Vang vé cung phirc tap va phan lon dya trén nhitng ng- Tu va Nhin Quyén nim

hién cieu boi nhitng hang ky thudt dién tir Tay Phwong, bao gom Nortel 2004 — Mbi Pe Doa cho

Networks, Sun Microsystems, Cisco va nhitng hing dién tir khac.’ Su Riéng Tu
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Nhirng hé thdng thanh loc nay 1am suy yéu di kha nang xir dung Internet
va vuot qua nhimng bién cuong dia 1y ciia chung ta dé tim hiéu va trao
d6i thong tin. Chung ciing vi pham nhiéu diéu khoan trong ban Tuyén
Ngbén Qudc Té Nhan Quyén bao dam quyén bao mat riéng tu va ty do
ngon ludn cta moi ngudi. Pidu co ¥ nghia dic biét 1a nhitng hé thong
nay chi phat trién sau khi c6 su ting truong vé kha nang cia Internet nhur
1a phuong tién trao d6i thong tin toan cau. Nhitng hé thdng kiém soat
nay khong nam trong nhiing sang kién nguyén thily cta sy phat trién cia
Internet.

Nhimng k¥ thudt giam sat va theo doi dd dwgc chuyén tir nhitg nhan
vién tinh bao xudng dén cac hé thong phan cimg va mém, dugc didu
hanh bdi cac cong ty tu nhén va cac co quan chinh phud. Viéc dit may
nghe 1én dién thoai va viéc mo thu di dugc thay thé boi ki thuat c6 thé
theo doi moi ngudi va moi viée cung mot lie. Su phé bién dai chung cua
Internet va sy hoi nhap clia n6 vao doi séng hang ngay di khién viéc d6
¢6 thé thyc hién duge. Trudce day, nguoi nao d6 bi coi la nguy hiém cho
nén an ninh qudc gia thi mdi bi theo doi. Ngay nay, tat ca chung ta déu
bi tinh nghi vi 1a két qua cua hé thong theo ddi va thanh loc ma chinh
phu chiing ta thiét 1ap trén hé thong Internet. Ky thuat ngy nay thuong
khong phan biét dugc nhiing nguoi st dung vi n6 chi cho tir khoa (key
word) nao d6 xuat hién trong email cia chung ta hay khi ching ta truy
cap trén Internet, va khi bam nhitng tir khoa d6, n6 sé bao dong cho toan
giam sat hodc c6 thé chin ding thong tin cua chung ta.

Sy tranh luin vé viéc kiém soat Internet va luu lugng théng tin cho
nhitng muc dich chéng khiing bd ndm ngoai khuon kho tai liéu nay. Tuy
nhién, phai n6i rang nhitng hanh dong nhu vy da lam g101 han quyen tu
do ngdn luan, tu do 1ap hoi va quyén bao vé doi tu trén khap thé gioi, vi
pham truc tiép ban Tuyén Ngoén Qudc Té Nhan Quyén. Cac chinh phu
da thiét lap céac h¢ théng dé theo ddi cong dan ctua ho & mirc 49 vuot xa
hon nhitng bién phap phong chong khung b6. Thong tin vé nhan quyén,
tu do bao chi, ton gido, khuyng hudng tinh duc, tu tuéng va cac phong
trao chinh tri, chi dua ra mot vai thi du, d3 duogc bd tri dé sb dong khong
thé tiép can duoc.

“T heo tuwong trinh, Chmh phu Uzbekistan da ra lénh dich vu cung
cap Internet ciia quoc gia chdn mang www.neweurasia.net, noi don
nhdn mot mang ludi nhdt ky dién tr cho khu vuc Trung A va Cau-
casus. Sw quyét dinh ciia chinh phii chdn moi truy cdp trén cd nirde
vao www.neweurasia.net dwoc xem la lan dau tién cé su kiém duyét
mét trang nhdt ky dién tir & Trung A...”

http://www.newseurasia.net

Ngay 6 thang 7 2006



Nhiing cudc tan cong dién toan va nhitng thi du vé chién tranh dién
toan da lam gia ting kién thirc vé nhitng nhuoc diém ma nhimg t6 chirc
diéu hanh mang va 1€ thudc vao céac dich vu Internet dang phai 601 dién.
Nhiing cugc tan cong dién toan vao ha tang céu triic Internet vé giao
duc va tai chanh cua Estonia vao ndm 2007 va trong cudc xung dot gitia
Nga va Georgia nam 2008 cho thdy nhu cau phai bao vé bién gi6i dién
toan ciia mot qudc gia hay mét co quan. Cac mang cua cac t6 chirc nhan
quyén da bi ngin chin khong truy cap dugc boi nhimng cudc tan cong
¢6 td chirc ctia cai goi 1a Su Tir Chdi Dich Vu Phén Chia - Distributed
Denial of Service (DDOS), nham stra d6i ndi dung va hay bo dir kién.

NHUNG PE DQA PAC BIET MA CAC NHA PAU

TRANH CHO NHAN QUYEN PHAI POI PHO
Nhitng nha dau tranh cho nhan quyén thudng 1a nhitng d6i tuong bi theo
ddi va kiém duyét ngay trén chinh dat nuéc cua ho. Quyén ty do ngon
ludn ctia nhitng ngudi nay thudong xuyén bi giam sat, kiém duyét va dan
ap. Khi quyét dinh tiép tuc Viéc lam cta minh, ho thudong phéi ganh
chiu nhiing hinh phat ning né. Dbi VO’l nhiing ca nhan nay, the gidi dién
tir vira 1a mot loi diém vira 1a mot mdi hoa. Mot mit van tdc thong tin
nhanh chong da gitip ho dén gan hon v6i nhitng nguoi dong nghiép tren
khip thé gidi, va nhimng thong tin v& vi pham nhan quyén duoc truyén
ba rong rii chi sau vai gidy vai phit. Quan chung dang thong tin, van
dong qua mang Internet, va nhidu chién dich vé xi hoi ciing dugc dem
1én mang. Diém bat loi d6i voi viée xu dung rong rai may dién toan va
mang Internet li€n quan dén sy 18 thudc qua nhiéu vao céac k¥ thuét tinh
vi va méi de doa gia ting nhim vao cac dbi twong cia sy theo ddi dién
tir va cac cudc tan cong. Trong khi d6, nhitng nguoi bao vé nhan quyén
tai cac qudc gia nghéo khong ¢ di diéu kién dé c6 may dién toan, va
két ndi vao mang Internet thi bi bo roi lai bén ngoai cic quan tim mang
tinh chat quic té - mot thi du khac dién hinh cho sy mat quan binh gay
ra boi hd sau dién tir.

Trong nhiéu nim qua, cac nha déu tranh cho Nhan Quyén da hoc hoi
nham c6 thé ty didu hanh méi truong clia ho va di khai trién nhiing
phuong cach nham ty bao vé minh va ngin ngira cac cudc tin cong trén
mang. Ho nam viing hé théng phap 1y ciia qudc gia, md ra nhiéu mang
x4 hoi than hitu va chon quyét dinh dya trén sy nhan thirc hang ngay cua
minh. Tuy nhién, may dién toan va dédc biét 1a mang Internet da tao nén
mot thé gidi hoan toan mai, dé kham phé va tim hiéu. Viéc thiéu sy ‘quan
tam hay kha nang hoc hoi gidi han vé lanh vuc an toan dién tir da dan toi
nhiéu vu bét giit, tn cong cling nhu nhitg mau thuén trong cong dong
dau tranh cho nhan quyén. An toan dién tir va cac lanh vire c4 nhan trén
moi truong dién tr 4@ khong nhitng trd thanh mét 1anh vuc quan trong
dé hiéu biét va tham gia ma con la mot tran thé moi trong cudc d4u tranh
cho va vi nhan quyén.

1.1
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Front Line
http://www.
frontlinedefenders.org/
news/2081

5

Ky gia khong bién gioi
http://www.rsf.org
February 2007.

Emails khong dén duogc noi nhan, duong dy ndi vao mang Internet luc
tat, luc chay mot cach bat thuong, may dién toan bi tich thu va sy xam
nhap cua virus 1am ton hai nhiig cong trinh ctia hang nim troi lam
viéc. Nhitng van dé nay da xay ra thong thuong dén muc di trd nén rat
quen thudc. Mot hién tuong quen thudc khac nira 1a mirc d6 quan tdm
ngay cang gia tang cua nhitng ngu’m co kha nang dang tai thong tin trén
mang. Nhitng gi6i chirc c6 thim quyén ludn truy tim nhitng trang web
méi trén Internet, ciing nhu cic blog va dién dan —va mot khi da phat
hién nhitng trudng hop dang tai thong tin “khong vira y” s€ dua ra cac
bién phap “trimg phat” nhanh chéng mot khi nhing tai liéu dén tir mot
nha d4u tranh cho nhan quyén bi kham pha. Dién hinh Ia truong hop cta
Mohamed Abbou, nguoi da phai ganh chiu 3 nam rudi tu ¢ Tunisia vi
da dang tai mot bai bao so sanh trai tu giam ¢ Tunisian voi Abu Ghraib.*
Tai Trung Quéc, hang chuc nha bao da bi bo tu vi nhitng hoat dong trén
mang Internet ctia ho.’

Nhimng ngudi ddu tranh cho nhan quyén can phai bao vé nhitng hoat
dong cua ho b;‘ing céch hoc hoi thém vé k¥ thuat va nhiing khai ni¢m vé
an toan dién toan, va nhiing hoat dong trén Internet. Nhitng nd luc nay
s€ giup ho cd kha nang ty bdo v€ va quang ba, mdt cach hiru hiéu hon,
nhitng quyén con ngudi ma ho mudn bao vé.



1.2 Y THUC AN 192
TOAN THONG TIN -

TOM TAT

1. Hay tu hoi minh, mdt nguoi la mat cé thé d& dang chiém doat duogc
quyén vao van phong va noi 1am viéc cta ban hay khong?

2. Hay y thire duge rang viée sir dung may dién toan trong mot quan café
cong cong khong an toan bang viée sir dung may tai nha.

3. Dit kién duogc luu giir trong may dién toan cta ban can duge bao mat
bang nhiéu tang 16p tiép can khac nhau: su an toan cua chinh chiéc
may dién toan, noi ban dat may dié€n toan nhu can phong cua ban hoac
toa nha noi ban lam viéc.

4. Biét rd vj tri trong may nhitng dit kién dang c6 va moi ban sao chép
dé luu tri.

5. Khong sir dung mat ma trong khong hodc dé 16 cho nguoi khac biét.

6. Hay that canh giac khi mo email va dong thoi tat chirc nang duyét
trudc (preview) duoc gai san trong chuong trinh email.

7. Han ché téi da co hoi cho nhiing ngudi khac c6 thé vao méy dién toan
cua ban sau khi ban ro1 may.

QHL X

Nbi dung ctia chwong nay s& d& cap t6i nhimg phuong phap khong ky thuat
nham gia ting muc an toan cho nhiing thong tin lién lac cta ban. Hiy canh giac
dén moi trudng chung quanh va nhu vay c6 thé gitp ban nhéan dién ra cac de
doa tiém tang, d6 1a budc dau trong ké hoach an ninh thong tin ctia ban. Ban can
nim  viing moi truong hoat dong va ¢ san mot phuong phap hop 1y nham giai
quyét nhitng su ¢6 ngoai ¥ mudn lién quan téi an toan thong tin.
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Pa sb nhitng su ¢6 c6 lién quan dén viéc 1am va doi sdng cua cac nha dau tranh
cho nhan quyén déu lién hé dén bao luc va sy xam nhép vao moi truong lam
hoat déng cua ho. Bét ludn 1 ban dang lam viéc tai vin phong hay dem may
dién toan xach tay ra khdi nha, hay truy cap Internet tai quan café Internet, ban
nén ludn ludn y thirc dugc kha nang va gidi han cua minh. Sau day la danh sach
nhitng cdu hoi ma ban can c6 cau tra 16i. Cho m&i mot cau hoi, hiy tudng twong
dén tinh hudng té nhat c6 thé xay dén va hay suy nghi cach thirc ing pho.
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Moi truong van phong

a. Nguoi la c6 thé dot nhap mot cach d& dang vao vin phong cua ban ma
khong can xin phép ban hay khong?
Cira s6 va cira ra vao c6 thé bi cdy mé hay khong?

c. Ban c6 mot hé thdng bao dong hay khong? Néu c6, ban c6 tin tuong vao
gidi chirc s€ dap g 101 kéu goi bao dong cua ban khong?

d. Ban c6 san mot cin phong ding dé tiép khach hodc dé tham hoi khach trude
khi cho phép ho di vao van phong chinh?

e. Ban co6 mot kho trit an toan danh cho nhiing dir liéu co mat, ching han nhu
tu hodc két sat?

f.  Ban c6 mot cach huy diét an toan (may x¢ thanh vun) nhiing dir kién mat
hay khong?

g. Mirc do tin tuong ciia ban nhu thé nao ddi véi cac thanh phan quét don vin
phong va kha nang cia ho léy hay doc dugc nhiing tai liéu cia ban la nhu
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thé nao?

h. Cach thirc ban ding dé viit bo nhirng tai liéu vo gia tri c6 loai trir han x4c xuét
nguoi ngoai tim dugc va thu lwom né khong? Vé diém nay, ban co biét 1a ban
¢6 bao nhiéu tai liéu mat hay khong?

i. Ban co dong bao hiém va dong thoi cé du tri bién phap dbi pho véi nhitng su
¢b thién tai hay bi mat trom hay khong?

j. Nguoi ding tir clra s6 bén ngoai vin phong ban c6 dé dang nhin thiy duoc
nhan vién ciing nhu nhitng gi dugc hién thi trén man hinh méy dién toan cua
ban khong?

k. Ban c6 trong tay tit ca I bao nhiéu ban sao chia khoa cho vin phong va ngoai
ban ra con ai c6 trong tay nhiing chia khoé nay?

Khong gian lam viéc ca nhan

a.  Ai c6 thé nhin théy dugc man hinh dién todn cua ban trong luc ban dang lam
viéc trén ban lam viéc cua ban?

b. Ai trong van phong biét dugc mat ma caa ban?

c¢. Ban c6 luu giir thong tin mét trong mot noi ma moi ngudi co thé dé dang vao
duoc tai chd lam viée hay khong?

d. Ban c6 khoa may dién toan cua ban sau khi ban roi ban lam viéc hay van
phong hay khong?

e. Tai chd lam viéc, may dién toan dé ban (desktop computer) hodc may xach
tay ctia ban c6 dugc gin vao 6 mot khoa an toan va khong bi thdo g& dé dang
hay khong?

Méi trwong cong cong (quan café Internet)

a. Nguoi chit quan c6 biét tén va nhiing chi tiét c4 nhan ctia ban khong?

b. Nguoi chi quan c¢6 giam sat luu lugng nhig trao d6i trén Internet ciia khach
hang hay khong?

c. Bancé ty tin r?mg may ma ban dang st dung hoan toan khong chura virus va
nhitng phan mém gian diép (spyware) khong"

d. Nhimg nguoi trong quan ¢ thé nhin thay nhitng gi ban dang doc va danh trén
man hinh dién toan khong?

e. Khi ban tai vé nhiing tai liéu trén mang Internet, nhiing tai liéu d6 cé duoc luu
lai vao trong may ban xtr dung sau khi ban ro1 khoi quan? Lam cach nao dé c6
thé chac chin diéu nay?

f.  Hoat dong truy cdp trén mang Internet cua ban cé dugc ghi vao trong may
dién toan khong?

Ban nén biét ring su an toan trong moi trudng hoat dong ciing nhu vé nhitng thong
tin ma ban truyén tai doi hoi mot su can trong toan dién. C6 nhitng van dé c6 thé
duogc giai quyét mot cach d& dang —bang cach mua vé mot day cap sit dé xich
mot cach an toan may laptop ctia ban vao ban lam viéc. Nhiing van dé khac doi hoi
su hop tac cta toan thé nhan vién, nhu viée tiép khéch va chat vin muc dich cua
ho khi dén day, cling nhu sy dau tu vé mat tai chinh, chéng han nhu viéc doéng bao
hiém hodc mua vé mot ta sit. Pa sb nhitng td chirc nhan quyén hoat dong mot cach
cong khai, khong bi mat, mac du vay ho van phai chiu trach nhi€ém vé su bao dam
an toan cho nhing ddng nghiép va nhimg ngudi c6 lién quan téi nhimng truong hop
ma ho can thi€p (nhan chung, nan nhéan, ngudi ding tén td céo, VV.)
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Moi trudng chung quanh Kha nang nhin lai tll’l‘h hinh 1 Z
cia chinh ban tr nhicu goc |

d6 khac nhau va uodc luong
mirc d¢ thiéu an ninh qua kinh
nghi€ém cua riéng ban s€ giup
P lamiged ban c6 kha ning danh gia va dé
VA ra nhiing viéc can lam nham bu
dap lai nhitg diém khong an
toan.

Tru s co quan

Vin phong

Dir liéu va thong tin

Su lugng gia mirc de doa vé an
ninh cua ban va su an toan ctia
méy dién toan can phai dugc
tién hanh trong moi truong that
ngoai doi. Bay la mdt lanh vuc
ma ban da c6 san kinh nghiém va trinh d6 chuyén mén. Viéc ban thanh
cong trong viéc loai bd cac de doa néu ra trong cac cau hdi ¢ bén trén,
s& 1a mot budc dau rat quan trong nham bao dam mirc an toan ctia moi
truong dién tur clia ban.

Hay xem xét d6 hinh duéi day, trinh bay cac tang khac nhau vé an ninh
chung quanh thong tin cua may dién toan ma ban su dung.

An ninh duoc xdy dung qua tt ca cac tﬁng nham bao dam kha ning bao
vé vé chleu sau (layer defense) cho den viéc thiét ké cac hang rao kiém
soat. Ban can phai xay dung nhiéu tang bao vé chung quanh nhing thiét
bi va thong tin quan trong.

Toa nha hodc can hd noi ban dat nhitng thiét bi va/hodc tai lidu.
Cin phong noi ban luu trir thiét bi va/hodc tai licu.

Noi lam vi€c va vi tri dat may dién toan.

Nhirng tai liéu va dit liéu ctia ban (ké ca tai liéu trén gidy).

bl el e

@\
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Ban sé khong bao gio ¢6 dugc mdt sy an toan tuyét ddi. La con nguoi,
ching ta kho tranh khoi nhiing sai 1am, chang han nhu quén céac thong
tin quan trong va thi hanh mét céch tic trach nhiing bién phép bao toan
do su ludi biéng hodc thiéu thoi gid. Chung ta can c6 mot sé nhan thic
thong thuong khi nghi téi an toan cua minh. Muyc dich cua tai li€u nay
khong phai 1a dé day cho nguoi khac nhiing nhan thirc thong thudng,
ma 1a dé liét ké mot danh sach nhimng cau hoi ma chinh tac gia phai tra
101 nham bao dam cong viée 1am trén va ngoai may dién toan s& dugc
hoan tat véi mot cach it ton hai nhat. Nhimg chuong ké tiép s& giup ban
thuc hanh mot sd nhitng bién phap dudi day, va do dé nén ban khong
nén qué lo ling néu cam thay nhiing dé nghi ban dau cia tac gia c6 vé
qua cao siéu.

_,3/%\ J
2
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http://news.bbc.co.uk/2/
hi/programmes/click
online/4977134.stm

NHUNG CAU HOI CHO CHINH MINH

Dir liéu ciia t6i nim ¢ dau?

Trude hét, lic nao ban cling can nhé noi ban luu trix nhitng tai liéu cuc ky
quan trong ddi véi cong viéc cua ban. Tai li¢u co6 thé nam trén may dién
toan tai van phong hodc nam trén may dién toan cam tay hay nam trong thé
nh¢ USB, tham chi 14 trén déng CD nam trong ta bup phé & mot noi nio
do6. Viéc lam mot ban sao phong bi cho nhung di liéu ndy trong truong hop
bi mét hay bi hu hao do ¢ ¥ gdy ra s& khién cho ban mit nhiéu niam cong
viéc, 1a mot diéu vo cung thiét yeu. Bong thoi viéc dam bao an toan cho ban
copy nay ciing khong kém phan can thiét. Trong hoan canh ma nhiing chiéc
dia cirmg ndm tr tung noi van phong hodc cin nha cia ban, ban s& khong
thé nao d¢am bao an toan cho nhing dit liéu duoc luu trit trong do.

Ai biét dwgc mit mi caa t6i?

Khong bao gid duwa mat ma cho bat ky mot ai, cho dui ¢6 nhiing truong hop
ma ban mong udc minh c6 thé 1am nhu vay (nhu nhing lac khan cép, cin
ké thoi han giao ndp—chiing ta ai ndy ciing déu da timg trai qua nhung 1uc
nhu vay). Ap luc cong viéc thuong doi hoi ta phai hoan tat trudc hét mot s6
viéc va do d6 phai dé qua mot bén tat ca nhitng viéc 1am khac. Trén phuong
dién an toan thong tin, day 1a mot cach hanh xr mang tinh chit mao hiém.
Trong trudong hgp mét ma cua ban lot vao tai cia mét ké la, dugc viét xuéng
va bi danh mat, hodc gap su ) ngoai y mudn, ban s& mit vinh vién kha
nang truy cap vao truong muc email va tai li€u ctia minh.

Viéc st dung mat ma r5ng (mat ma dé bi doan ra) twong tu voi viéc khong
khoa lai cira nha sudt dém trong mot khu x6m nguy hiém. C6 thé s& khong
ai xam nhap nha ban, hoac néu co thi ké dot nhép s€ léy cép duoc moi vat
dung. Trén mang Internet c6 nhiing chuong trinh tu dong do tim ra nhitng
canh cira mé sin va c6 kha ning s& tim duoc khe hd dé xam nhép vao noi
lam viéc caa ban mdt cach rat nhanh chong. Vai nam vé trude, mot tin tic
ngudi Anh 1a Garry McKinnon di thanh cong dot nhap nhiéu 1an vao hé
thdng dién toan cua chinh phi va B6 Qudc Phong Hoa Ky bang cach danh
thir caic mat ma tréng rdng hodc thong thudng nhu “admin” hodc “pass-
word”. Trong gia thuyét anh ta da 1y dugc nhiing thong tin vé ngudi ngoai
hanh tinh va bang chimg cho thdy su bung bit cta chinh phu Hoa Ky vé
nhitng thong tin nay. Anh c6 thé bi bit va bi dan do ra trudc toa dn & My.6

May nay la may cua ai?

Nhiéu liic ching ta can phai lam viéc trén may cong cong trong mot quan
ca phé Internet hodc mot thur vién nao d6. Pong thoi co nhimg luc d6 ching
ta khong thé nao bao dam duogc 1a chiéc may dang st dung khong chira
virus, phén mém gian diép, Trojan, hodc nhiing nhu li€éu doc hai khac. Ban
can phai thén trong khi chon lya nhiing loai dit kién thong tin ma ban mudn
mo ra trén nhitng loai may dién toan nay. Nén ¢ ging han ché téi da lam
viéc voi nhitng thong tin mat nhét 12 khi ban biét dugc hau qua néu nhitng
thong tin nay bi lay cip hay bi hity hoai. Nén nhd ring bat cir mot tai liéu
nao da dugc mé va doc trén may dién toan noi cong cdng s€ duoc luu trir
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lai mot cach d& dang cho sy kiém tra sau d6; néu may dién toan duoc thiét tri cho
kha nang nay.

Mai chiéc may dién toan trén mang Internet déu c6 mot chi tiét nhan dién duy nhét
(Xem thém chi tiét). Néu ngudi chi quan café Internet c6 thé ghi lai tén ban va
gio gidc ban truy cdp, hoat dong trén mang clia ban chua chéc di dwoc bao mat.
Ho c6 thé truc tiép truy ra gbc tich cia ban.

Ai day?

MG&i khi ban nhén duge mot email la hodc mot dudng ndi vao mang khong rd gbe
tich, luon ludn tw hoi minh—ai c6 thé 1a ngudi giri thong tin nay? Néu c6 nhiing
nghi ngd vé ngudn gdc chinh dang cia tin nhin, dimg bao gid bam vao dé thoa
man tinh td mo. Nguoc lai, ban nén xo6a tin nhin ngay lap tirc. Pang tiéc thay, thé
gidi cong nghé dién toan da tinh vi dén mirc khong nhat thiét phai bAm chudt hai
1an vao mot dub’ng link méi dé c6 thé bj nhiém virus. Nhﬁmg k¥ thudt cong nghé
thong tin tan tién cho phép nhiing chuong trmh hay hoa1 t6i tan nhét dot nhap vao
méy ciia ban qua mot email. Vi thé can than t6i da 13 tot nhat.

Ai ¢6 thé vao may ciia ban?

Mbi khi ban rdi ban lam viéc dé vé nha hay di ra ngoai 4n trua, hiy tit may dién
toan. Vo6 s su ¢b c¢6 thé xay ra khi may cua ban tiép tuc chay trong luc khong c6
ban & d6. Khi tit may, ban cat di nguén dién luc va bao vé may khoi nhimng nd luc
tn cong qua mang. M4t ma an toan danh cho BIOS (hé thong xuat nhép co ban)
hodc Windows sé& khong c6 hiéu lyc khi may dién toan dang chay. Co nhing virus
khong hoat dong cho den ntra dém, sau do kich hoat modem va quay sO vien lién
(long distance). Chi cin vai phut 13 ¢6 thé mé lai da s cac may dién toan cho nén,
ban chi cin t6n vai phut 13 ¢6 thé dam bao sy an toan trén nhiéu phuong dién. An
toan 1a chinh!

Ban biét nhu thé nao vé méi truong ciia minh?

Su hiéu biét vé méi trudng chung quanh rat quan trong cho sy an toan cho ban.
Ban nén y thic duoc nhitng nguy co xdy ra trong ting tinh hudng, ciing nhu
nhitng phuong tién nhiam ddi pho véi nhitng nguy co d6. Lam viéc vé lanh vyc an
toan dién tir doi hoi ban phai ¢ nhiéu kién thirc vé luat phap dia phuwong lién hé,
sy an toan tai noi lam viéc, va mot mang ludi giao té gém nhitng ban bé va déng
nghiép tin cin, sau cung 1a kién thirc cong nghé thong tin va y thirc vé nhitng uu
khuyét diém cta chinh ban va cua may dién toan ban dang st dung. Nham d ra
mot chinh sach an ninh thong tin cho ¢4 nhan ban va té chuc ctia ban, ban can phai
xdy dung mot mé hinh de doa (giai trinh va luong gia nhitng kha ning tin cong
khac nhau) nhdm tim cach tng pho trudc.
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AN NINH 1.3 LUGNG GIA VE MOI DE
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1. Hay liét ké nhimg mdi de doa c6 thé anh huéng t6i an toan thong tin.

2. Hay dy phéng trude nhitng mbi de doa dén an toan thong tin va du phong
san nhitng bién phép can thiét nham ngan ngira.

3. Hay ddi pho that nhay bén v&i nhitng su cb bat ngd va diéu tra cin k& nhiing
nguyén do.

4. Khi d6i pho véi nhitng sy ¢ lién quan dén an toan thong tin, hiy nghi dén
didu té nhat c6 thé xay ra va lay ngay nhimng bién phép thich hop.

5. Hay c6 mét cai nhin toan dién tir moi goc do v& an ninh thong tin. Loai bo
di nhirg diém yéu kém nhat trong sach lugc cta ban. Pimg vi su thiéu than
trong ciia minh ma gieo ton hai dén cho nhimg ngudi dong nghiép hoic
nhiing nguoi lién lac voi ban.

6. Hay trinh bay nhirg kham pha ctia ban trén mét so dd. Didu nay sé& gitp cho
ban va nhitng ddng nghiép nim bit cuc dién mot cach nhanh chéng hon.

7. Vahiy tip trung cong strc vao nhitng diém yéu nhét trong sach lugc an toan
thong tin ma ban da vach ra.

Dé chon Iya nhing bién phap an ninh can thiét, ban nén nim bat rd rang nhitng mdi de doa ban phai
duong dau. Viéc nay bao ham nhitng mdi de doa dén su an toan cta ca nhin ban va cac nhan vién,
dén uy tin cua ban va cia to chire, dén nhing thong tin do ban truyén tai, va d&én sy n dinh vé mit tai
chanh cta ban va to chtrc cia ban. TAt ca nhitng yéu td trén déu co thé bi ton hai béng mot hinh thic
nay hay mot hinh thtrc khac qua sy thiéu an ninh dién tir. Vi mdi ngudi déu c6 mot hoan canh khac
nhau, tac gia chi c6 thé néu ra nhiing thi du tong quat nham néu bat 1én khai niém chung vé viéc thiét
ké mot mo hinh cho nhitng mdi de doa.

So d6 duoc vé tir trén xudng dudi. O tang cao nhat, ching ta s& dinh hinh nhiing gi chiing ta can bao
vé. Mdi de doa ¢ ddy 1a kha ning gay hai dén n6. i xudng mot ting thap hon, ban c6 thé liét ké nhiing
tinh trang thiéu an ninh c6 thé xay ra, dac biét khi n6 cé kha nang de doa dén su an toan cua téng O trén.
Thi du dau tién phac thao moi de doa xay dén khi mot ai d6 tiép can dugc tai li€u trong may cia ban.

Oinh clp miby tinh | | Tich thu méy tinh | | D3t nivkp vao méy tinh | Mua chudc nhin vidn

@ murém chuyén vién|  [Lp danh sach nbdn viin
Phi cera chinh / cira 8d " Linvio | A

€6 Ignh kham xét
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O ting cao nhit, ban viét vao 6 vudng mdi de doa ma ban cin phéi phong tranh.
Trong truong hop nay, dé tiép can tai liéu thi trude hét nguoi d6 can phai vao duoc
may. Viéc nay co thé xay ra qua hanh vi trém cap may, tich thu may, dot nhap vao
may bang cach tan cong (hack) hoac mua chuoc ddng nghiép cua ban, van van. Ban
6 thé lu:a chon mé hinh véi sé ting ma ban mudn, tuy theo danh gia cua ban va diém
nao 1a can thiét, diém nao 1 hitu ich.
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)
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Bay gio, chiing ta 1am viéc tir dudi 1én trén, dién vao nhitng khung tréng nhitng mdi
de doa kém theo mot sd bién phap dé loai trir hay lam giam thiéu mbi de doa d6. Co
nhitng mdi de doa khong thé loai bo dwoc (dién hinh 1a khi canh sat ¢6 duoc gidy
phép dé xét nha ban) tuy nhién ban c6 thé tac dong trén da sb cac yéu tb trén. Lam
viéc tir dudi 1én trén cho dén khi ban dén duge tﬁng cao nhit.

Tai thoi diém nay, ban da xac dinh dugc nhitng hinh thirc de doa dé chuan bj va
san sang, ciing nhu ¢6 du kha nang tmg pho. Ban co thé tao 14p va phat trién nhimng
phuong phap an toan nhit dinh trong ndi bd t6 chirc ciia ban dé han ché t6i da mirc
d6 de doa. Ban c6 thé nghién ctru thém nhiing phuong thirc ma tai liéu nay gidi thiéu
nham tim cach bao vé cho chinh c4 nhan ban khoi bi dot nhép thong tin (hack), va
ddng thoi phong ngira, hodc han ché nhimng chi phi ma ban s& phai chi ra dé khic
phuc nhitng thong tin bi danh cap.

May bj xam whdp
Py iadag
Mgt i b o Mo o €5 1 By i g B0c hal
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~
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“" “ I "“ Ban con c6 thé danh gia mirc d6 cac de doa nhu trong biéu db trén. Vi dy, dé danh
) IEN TU VA gia mutrc do nguy hiém khi may dién toan ctia ban dot nhap (tirc mot ké nao d6 di co
BAO VE Bl TU duogc kha nang xam nhap dién tir vao hé théng may dién toan ciia ban), thi hiy dya
e st s va0 biéu d0 dudi day.

Ban c6 thé ty minh tiép tuc m¢o rong mo hinh trong biéu dd bang cach cong thém céac
chi phi hay c4c han ché vé thoi glan xay ra trong mdi 6 vudng trong md hinh nhanh
nay. Mdi 6 & trén sé& co gia tri bang téng sb cac 6 bén dudi chinh n6. Phuong phap
nay c6 thé gitip ban trong viéc chuin bi mot ngan sach gianh cho viéc phong chéng
cac de doa v€ an ninh cho may dién toan cua ban.
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(khéng &p dung)

Luc dau, ban c6 thé s& gip nhiéu kho khan dé nhan dang va liét ké cac nguy co va de
doa ma ban thyc su phai di pho, dic biét trong 1anh vuc dién tir. Tuy vay, kién thic
vé 1anh vuc nay s cé dugc qua viéc ty tim hiéu, cu thé 1a trong 1anh vuc an ninh dién
tir. Mong rang sau khi tra ciru qua tai liéu nay, ban c6 thém kién thirc vé mot sb yéu
t6 k¥ thuat lién quan dén an ninh mang. Loi khuyén 1a ban can xem xét lai cac cong
viéc ctia ban c6 tinh nhiy cam gi dé qua d6 danh gia cac mdi nguy co de doa tiém
tang. Tuy rang thyuc hién viéc nay c6 thé dugc xem nhu 13 quyét dinh mot viée gi
quan trong ma thong thuong khong phai ai ciing dé dang 1am dugc, nhung néu thuc
hién dugc mdt cach co6 bai ban thi s€ gitip ban rat nhiéu trong viéc nhan dang, liét ké
va xtr Iy cac yéu t6 bat an khi van hanh may dién toan ctia minh, va dong thoi phong
chdng duoc nhitng sai s6t vo tinh, nhung hau qua thi c6 thé nghiém trong.

Phong chong

Khong nhu cac mdi de doa ma chiing ta thuong gip phai trong cudc séng that ngoai
doi, cac moi de doa trén thé gidi 4o nhidu khi rat kho phan biét. Vi vay ciing kho
phong chéng. Xu hudng thong thuong 1a chi dbi phé hay phan Gmg mét cach thu
dong ddi véi nhimg cudc tan cong dién tir, chir it ai chu dong phong chéng, tuy thé
hinh thuc cha dong phong chong lai thu(yng hiéu qua hon nhiéu (Vi phong bénh h(yn
chita bénh). Chung ta can thiét 1ap hé thong tuong lira trude khi bi dot nhép, va can
cai dit bo chdng virus trudc khi bi mét tai tiéu thong tin do bi nhlem virus. Dé ddi
pho mot cach ding dan véi cac cudc tin cong qua mang, nguoi ta can phai can trong
t6i da. Cac mo hinh hay hinh thirc tAn cong can duoc xem x¢ét va gid dinh ngay tir
dau. Can xem xét va am hiéu ca nhimg truong hop xau nhét ngay tir ban dau va co
cac nd lyc phong chéng trudce khi cac sy xam nhdp cua ké la chua thyc su xay ra.
Ngay nay toc d§ cao ctia may dién toan va mang Internet ciing c6 thé dong nghia véi
viéc cac hang rao bao mat bi xam nhap hay phé v& chi trong nhing khoang khic rat
nho. Microsoft cho rang c6 t6i 70% nguoi sir dung Windows khong cai dit cac bo
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chong virus hay chong phan mém glan dlep7 Nguyén nhan khong phal 1a vin
dé chi phi — co kha nhleu cac phan mém chéng virus hay chong phan mém gian
diép va tuong lira mién phi — ma van d& 1a do sy chu quan® ciia ngudi xir dung
may dién toan. Dimg cho t6i ngdy mai dé cip nhat hé didu hanh hay dung chd
t6i khi c6 bao bi virus 1y nhiém rdi méi cap nhat phan mém chdng virus. Dimg
chd téi khi may dién toan ctia minh bi nha cam quyén tich thu, hay bi ph4 hoai
r0i méi cho chay cac cong cu hitu ich dé x6a hay luu trit dit liéu. Hay chu dong
1a tét hon ca!

Ung Phé

Néu may dién todn, mat khéu hay hé théng tin hoc ctia ban bi xam nhép, ban
phai gia dinh trudng hop x4u nhét va thuc hién moi bién phéap can thiét. Néu
phat hién duge mot virus trong may, can ngung viéc két ndi voi Internet ngay.
Thuc hién viéc truy quét virus cho toan by hé théng may dién toan cia minh va
loai trir nhitng virus phat hién dugc. Chi két ndi lai vao mang Internet khi viéc
céc phan mém chdng virus bao cho biét khong con dua ra cac canh béo 1a may
dién toan cua ban bi virus xam nhép va viéc déu tién can lam lam cép nhat cac
loai virus méi trong phan mém chdng virus ciing nhu trong hé diéu hanh cua
Windows, dong thdi tim hiéu xem nhitng virus ma may tim dugc xem ching
c6 tac dung thé nao. Ban c¢6 thé tim duoc nhiing thong tin chi tiét vé cac hau
qua ma nhitng virus nay gy ra cho may cling nhu cach loai bo chung mét cach
triét dé khoi may dién toan ctia minh. Dudi day 1a nhitng huéng dan trong mot
s6 vi du cu thé khi may dién toan gdp hién tuong truc trac va céc khuyén cao
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BBC Online - http:/
news.bbc.co.uk/1/hi/
technology/4694224.
stm

8

Xem: ‘Malicious
software and Spam’,
chuong vé sy khac biét
giita vi-rat va phan mém
gian diép.

NONT

nham giai quyét.

Hién twong

Phén wng co ban

Phwong phap (sir dung tai
liéu nay va bé tai liéu “NGO
in a Box Security Edition”)

Cic viée tiép theo

PR A
Bi virus tan
cong

- ngung két ndi Internet
va chay chuong trinh quét
toan bo hé théng

- cap nhat dinh nghia virus
méi va cap nhat hé diéu
hanh

- chay chuong trinh quét
toan bd hé théng mot lan
nira

- chay “boot scan”néu s dung
phén mém diét virus Avast hodc
quét toan bd (full scan) néu su
dung AntiVir

- cap nhat Avast (hay AntiVir)

- chay “boot scan” voi Avast hay
quét toan bd voi AntiVir mot 1an
nira

- tim hiéu v& nhiing virus ndy trén mang
Internet

- tim lai thoi diém nghi 12 bi nhiém

- quét toan by cac dir licu du phong
(backup) va cac thiét bi phu tro
(removable devices)

- thiét trf lai nhitng cAu hinh da bj thay
d6i bai virus

LVIA OV4 HNIUL NHD VA VOd Ad IO A VID O

Bi nhiém
spyware
(xem dinh
nghia)

- ngung két ndi Internet
va chay chuong trinh quét
toan bo hé théng

- cap nhat dinh nghia chéng
c4c phin mém gian diép

- quét toan bd hé théng voi
Spybot

- cap nhat Spybot

- cdp nhat cac dinh nghia phan
mém gian diép méi dé nang cao
kha ning mién nhiém cua hé
théng

- tim hiém v& nhiing phdn mém gian
diép nay trén mang Internet

- thay ddi hét cac mat ma hé théng va
mat ma Internet

- chuyén sang st dung bé trinh duyét
Internet Firefox hay Opera (néu dang sir
dung Internet Explorer)

Dir liéu bi
hw hai

- Thi hdi cac dit liéu tir dit
liéu dy phong

- tim trong c4c hd so tam
thoi xem ¢6 cac dir liéu nao
m&i bi thay dbi hay khong
(xem thém chuong“An
ninh  hé didu hanh
Windows”—“Windows
security”)

- xem thém chuong (xem thém
chuong“An ninh hé diéu hanh
Windows” dé biét nhimg cach
tim duyét hé théng may dié toan
ctia minh

- st dung chuong trinh “Héi
phuc”-“Handy Recovery” dé
phan tich tinh trang may dién
toan

- tim hiéu nguyén nhan vi sao may dién
toan hay tai liéu bi ngung hay hu hai

- cap nhat céc thiét tri hé théng

- cap nhat dit liéu du phong va quy trinh
du phong dir liéu

Chu y: Cac cong cu va phuong phap dudi day déu c6 thé duoc thyuc hién bang cach sir dung
bd cong cu Digital Security toolkit, cd thé dugc dat tir Front Line hay tai tir trang: http://
security.ngoinabox.org.
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Hién twgng

Phén wng co ban

Phuong phap (sir dung tai
liéu nay va b9 tai liu “NGO
in a Box Security Edition”)

Cic viéc tiép theo

May dién
toan van
hanh
cham

-kiém tra xem & cung cua
may con du dung lugng hay
khong

- bo nhitng chuong trinh hay
cong cu da dugc cai dit ma
khoéng cén thiét

- néu st dung hé diéu hanh
Windows (NT,2000, Me,
XP) thi kiém tra danh muc
cac su kién van hanh “event
viewer’dé xem céc triéu
chimg néu co®

- kiém tra virus, phin mém
gian di¢p

-sir dung“BCWipe” dé x6a cac hd
so tam thoi (temporary files) trong
may

- st dung “Registry FirstAid”
dé quét va don sach Windows
(registry)

-ngung Windows (xem Huéng dan
Johansson'?)

- mua va cai dat thém by nhé RAM

- nho dén chuyén vién ky thuat

Truy cép

mot trang
mang nao
do bi chin

- tim hidu xem nhiing nguoi
khac c6 vao dugc trang do
khoéng, hoi nhimg ban bé &
céc qubc gia khac nhau

- xem Phu luc B “Gidi thich vé
Internet”- “Internet explained” va
chwong v&“Vuot qua birc tudng
kiém duyét Internet va cac bo
loc”-“Circumvention of Internet
censorship and filtering”

- cai dat trinh duyét Mozilla Firefox
va by dém Switchproxy

- cai dat Tor hodc chay Torpark

- xem Phu luc B “Giai thich vé& Internet”-
“Internet explained” va chuong v&“Vuot
qua birc twong kiém duyét Internet va
cac bd loc”-“Circumvention of Internet
censorship and filtering”

- cai dat trinh duyét Mozilla Firefox va b
dém Switchproxy

- cai dat Tor hodc chay Torpark

Trang mang
ciia ban bi
chian

- lién hé v&i phia diéu hanh
méy chu trang mang dé tim
hidu vé viéc bi chin

- lién hé véi nha cung cép
dich vy Internet (Internet
provider) dé tim hiéu vé viéc
bi chan

- chuyén trang sang mot
méy chu hay ding tén mién
(domain name) khac

- xem Phu luc B “Giai thich v&
Internet”- “Internet explained” va
chuong vé“Vuot qua birc tuong
kiém duyét Internet va cac bd
loc”-“Circumvention of Internet
censorship and filtering”

- ding phin mém Httrack
(OpenCD) hay SmartFTP dé
chuyén kép (mirror) trang mang
sang mot may chu khac

- thdng béo viéc trang bi chian cho mang
ludi nhitng nguoi truy cap

- dung trang mang trén cac may chu khac
nhau bang cch chuyén kép (mirror). Nh&
ban bé va ddng nghiép gitp chuyén kép
trang mang cua minh.

- tim hiu nhiing 1y do lam sao trang mang
bi chan va xay dung chién lugc yéu cau
khong chan, phan dbi viec ngan chén hodc
nhuong b tuan tha.

Thu dién tir
khong dén
dugc toi
nguwoi nhin

- thir giri thu dién tr tr mot
truong muc khac téi cung
dia chi nguoi nhan (thur ca
Webmail)

- tim hiéu duong di (trace
route) tGi mién (domain) cia
nguoi nhan. Xem thém phu
luc”Giai thich v& Internet

- kiém tra lai néu dia chi thu
dién tir nay 1a chinh xac

- xem Phu lyc B “Giai thich vé
Internet

- xem phan M3 héa — Encryption
trong muc Internet trong chuong vé
ma hoa — “Cryptology”

- su dung Soft Perfect Network
Scanner

- sir dung Hushmail

- quét hét cac phan mém doc hai, gian diép
va cai dat hay cap nhat tuong lira.

- chuyén sang sir dung trwong muc thu
dién tir khac (voi mire d§ bao mat cao hon)
- lién hé va trao ddi théng tin bing cac
phuong thuc khac nhau (dam thoai tryc
tuyén - online chat, didn dan mang -
website forum, dién thoai)

Nhén canh
bao kham
xét

- danh gia muc d6 de doa

- bao vé€ cac thong tin nhay
cam

- x0a cac thong tin nhdy cam
- luu trir thong tin

- danh gia lai cac chinh sach bao
mat

- str dung Eraser dé x6a dit lidu

- str dung Truecrypt va Freebyte dé
Iuu trit dir liéu vao noi an toan

- sir dung DeepBurner dé luru trit dit
liéu vao dia CD hay DVD

- xdy dung chinh sach an ninh mang cho
ban than hay t6 chirc

- nang cao muc d9 an ninh mang

- dam bao noi luu trir dit liéu an toan

- xy dung mot hé théng va quy trinh hay
dir lidu trong may hay hé théng mét cach
nhanh chéng

Nhén dwgc
thw rac
(SPAM)

- cai dat bg loc thu rac (spam
filter) hay sir dung bd trinh
duyét Thunderbird c6 b loc
thich hop

- chén cac dia chi guri thu rac
- chay phin mém quét virus
va phin mém gian diép

- su dung Mozilla Thunderbird va
xem bd tai liéu “NGO in a Box
SE”, chuong vé& cach cai dat bo loc
thu rac

- sir dung cac bd quét Avast hay
AntiVir va Spybot

- thay ddi dia chi dién thu

- xay dung mot chinh sach can than va
chit ché quy dinh céc loai thong tin ¢6 thé
duoc dua 1én thong qua cac thu dién tir

- dang ky cac dia chi thu dién tr bd sung
khi dang ky truong muc dé sir dung céc
dich vu Internet.
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M6 hinh “vong tron an ninh” — an ninh toan dién

Mirc d6 an ninh ctia mét hé thdng thong tin nhit dinh thuong 1a mirc do
an ninh & diém yéu nhét cua toan bo hé théng. Twong ty nhu khi mua
mot canh cira thép day cho van phong cua minh ma khong biét canh
clra ndy c6 bao nhiéu chia khoa va céac chia khoa & du thi s& ching c6
¥ nghia gi. Néu phai du mot phién toa dé bién ho cho than chu 13 nan
nhan cua su vi pham nhan quyén thi ta c6 thé s& khong thanh cong néu
khong nam giit day dii cac chimg liéu chinh xac. Ban can ludn luén
danh gia xem xét tong quan toan bd muirc do an ninh mang cua minh va
sdn sang x4c nhéan ciing nhu ddi phé véi cac diém yéu trong hé thdng.
Viéc nay ciing 4p dung cho an ninh dién tir. Chi phi dé mua va cai dat
mot bo tuong lura dét do khong bao vé dugc hé théng bi pha hoai vét
Iy hay ldy cép tai liéu. Trién khai hé théng thuc hién viéc ma hoa thu
dién tir s& khong co anh huong tdi cac chién lugc théng tin trong cong
viéc ma ban 1am néu céc thanh vién khac khong thuc hién s ngin ngira
nhu ban d3 1am. Do vy chung ta can tiép can van dé an ninh hé théng
trén phuong dién cfmg thuc hién & dién tong quat, tirc 13 trén mot vong
tron toan dién. Mdi cau thanh (component) ctia hé thdng c6 tac dung
hd tuong lan nhau va nhiing diém yéu can phai duoc gianh nhiéu cong
strc va ngudn luc nhat'!. Hay cung xem xét mot quy trinh xay dung mot
vin phong c6 hé thdng dién tir c6 an ninh.

Ban c6 thé tudong twong néu mot khau trong cic vong tron trén bj mat
tac dung thi toan bo hé théng s€ sup d6 nhu thé nao. Tt nhién thyc té
s& phurc tap hon mot chat: Hé thdng bao dong va két sit thudong phai
c¢6 nhitng ma sb dic biét dé ma, kich hoat hay vé hiéu hoa. Bit ctr ai
biét nhitng ma s6 nay déu c6 thé 1a nguyén nhan lam 16 va giy ra tinh
trang mét an ninh mot cach gidy chuyén cho toan bo hé théng. Yéu t&
“nhéan vién dang tin cdy” d6i khi ciing 12 nguyén nhan gy mét an ninh
cho hé théng.

An ninh & mirc d6 thap tuy thé van con hon 1a khong c6 an ninh. Dimg
qué lo ling vé6i nhitng trudng hop vi du vé an ninh phtc tap duoc dwa
ra trong chwong nay. Tuy vdy can can trong dic biét dé c6 thé dat
hon mutrc ma minh nghi 1a du trong khi van

hanh hé théng dlen toan. Tim hiéu
hoc hoéi thém vé& nhitng cong
nghé¢ ma minh st dung ciing
nhu cac ludt 1€ lién quan tai
nudc ma minh dang cu tro.
Nén c6 mat ma, ma s6 dai
hon 14 cic mé ngin, nén
st dung md hoda hon la
khong. Nhung ciing khong
nén dua qua nhiéu vao cac
hinh thirc an ninh dién tir ma
khéng nhan thire duoc hét moi
su phtrc tap va kho khan trudce.

- Cu kinh v
khéa cua

N o

N1 quy
srdung
chia khta
An todn ngi

Vin Phong

H# thing
chuéng
bio adnq

Ioder Bai?
bin a0 i
dir lig &
nvi khiae

4 Tu sl
va may
tify hay

van kivn
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9

Danh muc van hanh
(event viewer) dugc mo
bing cach vao ‘Start’ >
Settings > Control Panel >
Administrator functions >
Event Viewer. Chitc néang
nay chi cé trong Windows
NT, 2000, XP. Bé y cac déu
hiéu hay cinh bao 16i danh
ddu bang ddu chdm than
mau dé hay déu hiéu canh
bao mau vang.

10
http://www.markusjansson.
net

11
C6 mot cach tiép can an ninh
hé théng khac 1a “phong thu
chidu sau” (layer defense).
Thong thudng mic d§ an
ninh hé théng thuong duogc
xem 14 d6 an ninh cua diém
yéu nhét cua hé théng, néu
dugc, hé théng nén dugc
thiét tri voi cac cAu hinh
doc lap va bao vé kép (mir-
ror) qua dé néu mot khau bi
hu hai hay bi tdn cong pha
hiy ciing khong gay ra tac
hai téi cac khau khéc, hay
lay lan dén toan bo hé théng
mdt cach day chuyén. Vi du:
Néu may dién toan cua ban
bi nhiém mot virus, ban c6
thé 13y lai cac dit liéu da mét
tir dit liéu du phong.
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ANNINH 2.1 AN NINH CHO WINDOWS

DIEN TU VA )
BAO VE B TU TOM LUQC

BN ARING & HE A TRAMY 8 BN U RN

1. Thudng xuyén cap nhat hé diéu hanh.

2. Biét 13 cac dir lidu va tai liéu khac nhau nim & dau trong may. Sir
dung mat ma BIOS dé bao vé may dién toan khi khoi dong. St
dung khoa man hinh hay man hinh c6 mat ma dé ngan chan truy
cap truc tiép vao may

3. Khong sir dung mat ma trong hay tiét 16 mat ma cho ngudi khac.
Can cén than khi cai dat phén mém mai hay mua may dién toan
c6 cai dat sin cac phan mém. Chi st dung nhitng phan mém can
thiét va x6a nhitng gi khong can.

Trong céc phan truée ching ta da tim hiéu vé van dé an ninh trong
moi truong lam viéc va tam quan trong cua viéc nhan thuc dugc cac
hoat dong ctia hé thong may dién toan. Chuong nay s& gidi thi¢u thém
vé mit ky thuat. Sy on dinh cua hé didu hanh trong may chinh la mét
phan chinh khi van hanh mdy. Cac cau thanh cta phan mém va phan
cting khac nhau c6 thé giy ra nhimng anh hudng tiéu cuc t6i nhimg chirc
nang va an ninh hé théng, néu ban khong gitr duoc kha ning giam sat
va diéu khién hé théng. Hé diéu hanh dem lai co hoi 1am gia ting (hay
suy giam) mic d¢ an ninh clia may thong qua viéc diéu chinh mot s6
thiét 1ap (settings) khéc nhau. Twong tw nhu dau ndo ctia may dién toan.
Trong lic an ninh may khéng chi hoan toan phuy thudc vao hé diéu hanh
(Operatmg System, Vlet tat 1a OS. Xem dinh nghla) diéu quan trong la
phai biét duoc nhing yéu td nhdy cam va cac diém quan tri trong yéu
trong hé diéu hanh may dién toan cua ban.

Hé diéu hanh Windows (OS) duoc biét t6i nhu 1 mot hé théng c6 nhiéu
16 hdng an ninh, nhung néu ban khong c6 ¥ dinh chuyén sang st dung
mot hé diéu hanh nao khac (vi du nhu Ubuntu dwa trén hé diéu hanh
Linux), thi ban nén biét nhitng cong nghé nao 1a téi wu nhat dé bao dam
an ninh cho hé théng cta minh. Phan nay s€ duoc chia ra lam cac loai
hinh khéac nhau va phan loai can cir vao cac phién ban khac nhau cua
Windows OS. Can biét thém 1a cac phién ban nhét dinh cia Windows,
nhu XP Professional, c6 cac chiic nang an ninh ma khéng dugc kich
hoat ¢ trang thai mac dinh ma ban can phai thuc hién viéc kich hoat
chung.
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CAP NHAT WINDOWS (UPDATE WINDOWS)

Viée cap nhat Windows dé b sung cho hé diéu hanh, von sé& 18i thoi khi
phién ban mdi ra doi. Viée nay bao gom cap nhat va va (patch) nhiing
chuong trinh cii dé giai quyét nhiing 16 hong vé chirc ning, hay bao mat
khi dugc phat hién. Nhiing chuong trinh va 16n dugc goi 1a nhitng “goéi
dich vu” — (service pack). Microsoft hién da ngung viéc thyc hié€n cap nhét
cho cac phién ban Windows 95, 98 va NT. Ban c6 thé tim va tai vé cac cp
nhat trong nhitng nim trude, nhung hd tro thusng xuyén thi khong con
nita. Cac cip nhat vé an ninh va stra 15i cho Windows 2000 va XP s& con
dugc cung cép it nhat cho dén nam 2010.1

Néu ban khong co6 két ndi Internet thi ban it bi de doa boi cac cude tin cong
dién ti. Khuyén cao trong truong hop nay 1a ban can ¢ duoc cac cap nhat
cho hé diéu hanh tir dia mém hay dia CD. Ban ciing c6 thé giri thu dién tir
t61 Microsoft dé yéu ciu goi dén cac gbi dich vu méi nhit (cAn nhé rang
ban s& phai giri cac chi tiét thong tin vé ma s6 ban quyén trong san phim
ma ban mua).

Néu ban c6 két ndi Internet thi ban c6 thé vao trang http://update.microsoft.
com va theo huéng dan dé thyc hién quy trinh x4c dinh xem phién ban
Windows nao minh dang c6 ciing nhu cac cap nhat can thiét, dé rdi tai vé
va cai dat nhimng phan can thiét. Néu ban str dung Windows XP cho may
clia minh, thi trang mang nay trudc hét s& kiém tra ma ban quyén cta phan
mém Windows ma ban c6. Ké ca khi két ndi Internet cuia ban cham va dét
do, ban van nén thyc hién cai dit nhiing cap nhat do. Néu két ndi Internet
13 van dé thi hay cai dat cac cap nhat that quan trong (Critical Updates).

Ban cling c6 thé co duoc cac cap nhét cho h¢ diéu hanh Windows cua bat
cur phién bén nao bang cach vao trang Microsoft Catalogue'® va tai vé
cac ho so can thiét. Pay 1a cach thic ich loi kh1 dung chung cac cap nhat
Windows giita cic may dién toan ma khong can két ndi tat ca moi ngu’(n
vao Internet. Microsoft Catalogue c6 cac chuong trinh cip nhat cho tat ca
moi phién ban h¢ diéu hanh va khong kiém tra ma ban quyén ciia san pham
ma ban co.

Ngudi str dung Windows ME, 2000 va XP c6 kha niang két ndi lién tuc
vao Internet c6 thé thiét tri sao cho Windows kiém tra dinh ky mot cach
tu dong xem co6 cap nhat mdi hay khong va cai dat néu c6. Vao“Control
Panel” va chon (trong 2000 - ‘Automatic Updates’, trong XP — ‘Security
Centre’). Pinh dang cac lya chon (Optlons) cho phép viéc tai tu dong va
cai dat. Ngoal ra cung can x6a cac hd so tam thoi nay (temporary files) vi
ching chiém rat nhiéu dung luong trong bd nhé trong may.
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Cach Khéa Man hinh ctia May Dién toan

Moi may str dung hé didu hanh Windows déu cho phép tao mat ma bao
vé kha nang truy cép truc tieép mot khi may khéi dong. Pay c6 thé 1a viéc
khoa man hinh, hay anh man hinh c6 mat ma.

Khoa man hinh — Windows NT, 2000
DPam bao ring truong muyc truy cdp may cua ban dugc thiét tri
v&i mat ma
Nhin ba phim CRTL + ALT + DEL cung lac
Nhén: Enter

Khoa man hinh — Windows XP
Cich 1) Nhan phim Windows (néu ¢6) cting lic voi phim L u

Cach2)Banphaichuyénchudémanhinhthanh“Classic”Windows
dé kich hoat chtrc ning khoa man hinh.

Chon: Start > Settings > Control Panel

Nhin kép: User Accounts

Nhén: Change the way users log on or off

Bo6 diu chon (un-click): Use the Welcome Screen

Béy gio ban ¢ thé ding ba phim cing luc Ctrl + Alt + Del.

Cich 3) Nhin phai vao mot diém trong trong man hinh Desktop
Chon: New > Short cut
Chon: rundll32.exe user32.dll, LockWorkStation
Nhén: Next
Panh: tén cho Icon méi (vi du: Khéa may - Lock Computer)
Nhén: OK

Qua d6 s& tao duoc mot Icon méi trong man hinh Desktop. Nhan kép
vao Icon nay dé khoéa man hinh may. D€ ma, ban s€ phai danh mat ma.
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Windows 95, 98, ME

Khong ¢6 chire nang khoa man hinh riéng biét trong cac phién ban Windows
nay, do d6 ban sé& phai tao mdt anh man hinh ¢6 mat ma va tao mét Icon hay
thoi lugng han dinh dé kich hoat mat ma.

Anh man hinh - Screen Saver — (moi phién ban Windows)

Trong man hinh Desktop, kich phim chudt phai va chon“Properties”tir trong
Menu hién ra. Chon téi nhdn SCREEN SAVER va chon anh man hinh.
Chon (click) 6“Password Protect”va ddnh mat ma minh mudn vao do6. Dit
thoi luong han dinh (time limit) 1a 5 phat. Bay gio tao dudng dan nhanh
(Shortcut) dé kich hoat anh man hinh khi can. Do d6 ban s& khong phai chd
5 phut dé anh man hinh dugc kich hoat nita.

K&t qua sé cho mét danh sach cac anh man hinh ma may c6. Chon anh bat
ky minh muon va nhan chudt phéi vao do.

Chon: Send to -> Desktop (Create ShortCut)

Béy gio ban dé c6 thé kich hoat anh man hinh bang cach nhan vao Icon vira
tao trong man hinh Desktop. Nhung cling cé cach don gian hon:

shaorkcuk key: kel + alk + 5|

Nhin chudt phai vao duong két ndi nhanh (Shortcut) nay va chon
“Properties”

Nhin vao 6 c6 chit “khoa két ndi nhanh” — “short cut key” va nhan
Ctrl + Alt + S

Nhin: OK.

Béy gio anh man hinh s& duoc kich hoat mdi khi ban nhan ba phim nay
cung luc.

Day khong phai 1 mot cach thiét tri an ninh cao cép, nhung ciing con hon
la @€ man hinh chay m¢ ma khong c6 mat ma nao.
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Vi du 2: Man hinh
hién thi menu BIOS
cuia mot may dién
toan.

Moi may déu c6 BIOS — Hé thong Xuat
Nhap Co Béan - Basic Input/Output
System. Muc dich ctia hé théng nay 1a dua
ra nhitng 1énh khoi dong dé bt dau qua
trinh van hanh. BIOS la mét b cac quy
trinh 1énh, khoi tao phin mém co ban khi
ta bat may lén. Cac 1énh nay s€ kiém tra
céc cAu thanh ciia phan cung, khoi dong
6 climg va hé diéu hanh. Cac lénh chay
BIOS dugc luu giit trong 6 nhd ROM -
O nhé Chi doc - Read Only Memory, va
thuong nguoi st dung khong doc dugc.
Tuy nhién, phan 16n cac may dién toan c6 cac lya chon cho phép ngudi ding co
thé kiém dinh va thiét tri cac cau hinh BIOS. Viéc niay bao gdm ca bao mat bang
mat ma.

Dé truy cap duge vao BIOS ctia may, thuong phai nhan mot phim nhat dinh trén
ban phim trong khi qua trinh khéi tao bat nguon dang dién ra. Thuong day 1a phim
F1 hodc F2 hay F10, F12, phy thudc vao loai hé théng BIOS ma ban co. Déi lac
day ciing c6 thé 1a cac phim ESC hodc DEL key. Mot s6 may dién toan khoi dong
qua qua trinh ndy rat nhanh va ban c6 thé phai nhan phim Pause trén ban phim dé
doc cac dong 1énh chay dugc dé dang. O phin nay ching ta s& chi xem xét vé mit
thiét tri mat ma ma thoi. Khong duoc thay doi cac cdu hinh BIOS néu khong biét
muc dich ctia cac cau hinh d6 1a gi. Khong phai BIOS nao ciing giéng nhau, nhung
ban s& thay hai hodc tt ca cac mat ma trong BIOS cuia minh.

Mit méi khéi dong ngudn - Power On password — Co6 muyc dich bao vé BIOS
khong bi khdi dong khi chua c6 méat ma dung. S€ khong co thi€t bi phan cliing nao
duoc khoi dong va may s€ khong khéi dong.

Mait ma 6 cing — C6 muc dich bao vé BIOS khong bi dua vao qué trinh khoi
dong va khoi dong 6 cing. Day 1a mot lya chon hitu ich cho cac may xach tay néu
thuong dé trong trang thai“cho”- standby.

Mét ma quén tri - Supervisor password (mat ma BIOS) — bay la mat ma co ban
co kha nang quan tri ha1 mat ma ¢ trén. Ban khong can phai dat mat ma nay, nhung
néu ban quén hay mudn thay d6i ma khoi dong ngudn hay ma 6 cting & trén thi s&
phai cin mat mi nay.

Viéc dit cac ma nay s€ ngan chan dugc xam nhép tryc di€n tr may mot khi may
d3 bi tit. Pay 1a cach nhanh chong dé lam nan 1ong nhitng ké mudn xam nhap may
ma khong c6 trinh d qua cao. Murc d0 bao mat nay tuy vay cling chua phal la tuyét
dbi vi van c6 nhiing cach di vong ma khong can cic mat ma BIOS. Phan 16n céc
cach nay déu doi hoi phai can thiép truc tiép tirc 1a mé may ra. Mot khi ¢a mo may,
ban c6 thé Reset hé BIOS hay chi don gian 1a thdo 6 cimg ra va lap vao chay ¢ mot
may dién toan khac khéng c6 mat ma BIOS. Do d6, néu ban c6 khoa va tai dung
hay va li dyng may dién toan xach tay du tt, ban c6 thé s& lam ting thém kha ning
chéng xdm nhap vao nhing thong tin trong may ciia ban. Néu quén ma BIOS, ban
s& phai dung cac bién phap noi trén dé Reset may.
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Tat bo cde chire
néng va dich vu
khéng cin thi&t

Thict |3p
tuéng Iua va
ese nhu ll&u
phéng chéng
virGt va 2pam

Truy cap
va cai d§t nhimg
cap nhat méi
npgay sau khi
ching phat
hanh

An toan cho

hé diéu hanh
Windows

2.1

Thudang xuyén
xoa bo cac
dir liéu
tam thai

Cai mgt ma
vao phan
kich hogt va
dang nhap
vao may

St dyng mit
Nhd tit mé d@ md khéa
may tinh man hinh sau mgt
trudc khi thdi gian ngan
ravé khdng sir dyng
hogdc roi khoi
may

CAI PAT PHAN MEM

Phan 16n cac méay dién toan déu c6 mot s6 cac phan mém duoc cai
dat sdn. Can nhd rang viée ndy c6 thé gay nguy hai cho an ninh may
ctia ban. Thuc ra ban chi can dia CD cai dat Windows va bd cong cu
Security-in-a-Box dé bat dau ma théi. Ban co thé tim cac phian mém
minh can khac trén mang Internet mién phi'. Cac phan mém duogc cai
dat san trong may dién toan thuong 1a cac phién ban thir nghiém nhu
cac bo quét virus thir (test version), cac phin mém d6 hoa. Chung c6
thé tham chi chira cic phan mém gian diép (Chinh phu Trung quéc dang
xem xét viéc dua ra luat yéu cAu moi nha san xuét may dién toan va
nhiing cong ty ban may dién toan phai cai dit cac phan mém kiém duyét
trong cic may mai ban ra). Néu ban chi str dung nhitng phan mém duoc
khuyén céo va dang tin cdy, cai dit bo chdng virus tot ciing nhu thiét tri
tuong lira, thi ban c6 thé s& dam bao dwoc an ninh hon han khi két ndi
vao mang Internet lan dau tién.'s

Kh1 cai dat mot phan mém moi, hiy tim hleu trudc ngudn gde cua phan
mem ndy de dua ra danh gia chinh xéac vé su dang tin cdy cua nguon
gbc phin mém. Khong nén cai dat nhitng phan mém khong can thiét
chi dé trang tri man hinh cta ban hay phin mém chi nham gitup dién
cac mau thong tin trén Internet dugc dé& dang hon. Chinh nhitng phan
mém don gian twdong nhu v6 hai nay lai thuong chira dung nhing virus
hay nguy co gy hai nhét dugc mo ta trong tai liéu nay. Néu myc dich
chinh cta ban chi 1a mot chiéc may dién toan dé doc thu dién tr va
soan thao vin ban thi chi can Open Office (http://openoffice.org) va
Mozilla Thunderbird (http://mozillamessaging.com/ thunderbird/) ma
thoi. Khong can cai dit phan mém nao khéac gi khac.
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Xin xem bai viét

tir blog cua Bruce
Schneier’s tai http://
www.schneier.com/
blog/archives/2005/06/

write_down_your.html.

2.2 BAO VE MAT KHAU

TOM TAT

1. Pung dwa vao chirc ning mat khau cia Windows dé bao vé thong tin
ctia ban. Mat khau nhu vay rat dé bj pha.

2. Nén tao mat khau véi it nhét 1a 10 chit. Ban ciing c6 thé dung mot cau
viét ngan lam mat khau.

3. Nén ghi lai mat khau va cat gitr noi an toan hon 13 c¢6 mot mat khau
ngan va dé doan'e.

4. Nén dung s, chit thuong, chit hoa va ky hiéu trong mat khau.

5. Pung bao gio dung lai mat khau ci.

6. Dung dung mat khau c6 lién quan dén doi sdng hodc so thich riéng tu
cua ban.

7. Dumng cho bét ctr ai biét nhitng mat khau quan trong.

8. Nén doi mat khau mdi 3-6 thang.

9. Nén nh¢ rang co rat nhiéu phan mém mién phi trén mang dung dé
kham pha ra mat khéu, mat m3 cua mang khong day, hodc bat cir mat
khau dién toan nao cua ban.

Mat khau t6t 1a mot phan thiét yéu trong viée sir dung may dién toan va
viéc lién lac dién toan dugc an toan. Mat khau duoc dung dé xac nhan viée
dugc phép gia nhip va sir dung mot chire ning, ching han nhu vao mét
truong muc thu dién tir (email), ddng nhap vao mot mang ludi, hoac lam
viéc ngan hang tryc tuyén. Mat khau ciing gidng nhu 1a chia khoa cira. Ban
c6 thé ding nhiéu chia khoéa khac nhau cho nha, cho vin phong, cho chiéc
xe va cho tu sit cua ban. Mdi 6 khoa déu khac nhau, va ban ¢6 mot bo nhiéu
chia khéa khac nhau dé mé khoa. Nhu vay viéc dot nhap s€ kho hon. Cho
du tén trom tim dugc ding mot chia khoa, hén cling khong thé mo hét tat
ca moi canh ctra. O khoa cang ngdy cang tinh vi va dat tién. O khoa duoc
lam bang nhiéu thanh phan khac nhau v6i muc dich duy nhat 1a ngin ngira
do6t nhap. Nguyén tic trén ciing duoc ap dung cho mat khau cua ban. Mat
khau 12 6 khoa cho ngan hang thong tin ctia ban. Vi sy ra doi ciia may dién
toan, mat khau dung dé bao vé thong tin ma thong thudng co gia tri 16n hon
nhiéu so v6i nhitng vat dugc cit giit trong ngin tu hodc tu sit cia ban. Vi
thé, noi theo nghia ky thuat dién toan, mat khéu ctia ban nén tdt ngang hang
vGi cai ti sit dat tién nhit, nhdm muc dich bao vé thong tin.

Trong thé giGi an ninh dién toan, mat khau tét 13 yéu t6 can thiét va quan
trong nhét ciia bt ctr hé théng nao. Lich st da cho thiy rang pha mat khiu
1a phuong phéap thong dung nhit ctia bon tin tic nhim tin céng hé thong
tin cua ban.

PHA MAT KHAU

Lam sao dé pha duoc mat khau? Co nhiéu cach dé thyc hién didu nay. Mot
13 1én nhin khi mot ngudi nao d6 dang danh mat khau. Mot cach khac 1a cai
mot phan mém chuyén theo ddi (spyware) dé ghi lai tit ca cac chit duogc



danh vao may dién toan va giri dén cho tin tic. Ca hai cach déu c6 thé ngan ngira dugc
néu ban canh giac. Ban nhé phai d€ y dén chung quanh ban va Iudn cho chay phan mém
duoc cap nhat thuong xuyén dung dé chong spyware va chong virus dién toan.

Phac Thao Mat Khiu

Phéc thao mat khau 1a phuong thirc dodn mat khau bang cach suu tAm dir kién va thong
tin c4 nhan ciia nguoi chi mat khau. Thong thuong, mat khau phan anh lai mot diéu gi
d& nhé, ching han nhu nam sinh, tén ctia mot thanh vién gia dinh hodc tén mot nguoi
ban, noi sinh, d6i bong thich nhat, v.v. Ké phéc thao s& luu ¥ dén nhirng théng tin nay
va nhimg dit kién twong tu khac. Néu ho c6 cach tiép can vin phong lam viéc cta ban,
ho ¢6 thé s& dé y dén sach trén ké cua ban. Cach dit mat khau cua ban co thé tha thu
dugc (it nhét 1a cho téi khi ban doc xong chuwong nay!) vi kha ning c6 thé nhd duge
nhidu mat khau khac nhau ma vira kho nhd va vira khong c6 lién hé gi véi ban rat 1a
gi6i han. Tuy nhién, doan mat khiu bang cach suu tim thong tin c4 nhan vé ngudi chu
mat khau van 1a cach thong dung nhét dé pha hoai mét hé théng, va van tiép tuc la cach
thanh c6ng nhét cho tin tic co chu dich.

Nhiéu hé théng mét khéu trén mang cho ban co hdi phuc hdi mat khiu ma ban da mt,
mién 14 ban tra 10i mot ‘cau hoi bi mat’. Vi mot Iy do nao d6, nhimg cau hoi bi mat
nay (dugc dung 1én khi ban thanh 13p truong muc) thuong c¢6 dinh dang véi tén dong
vat duoc ua thich, tén truong hoc dau tién, hodc ho me cua ban. Piéu nay lam cho ké
phac thao d& dang doan dugc mat khiu. Ngudi nay khong cin phai suy nghi nat 6c dé
doan mat khdu, ma chi can tra 10i ding cau hoi bi mat 1a s€ nhan dugc mat khéu tir
email. Néu ban duoc yéu clu phai dung 1én mot co ché phuc hdi mat khau béng cach
tra 101 mot cau hoi don gian vé doi tu cua ban, thi ban khong nén dung co ché d6. Néu
bét budc phai 1am dé hoan tat thu tuc dang ky, ban cr ghi dai didu gi d6 that kho hiéu.
Dimng dya vao phuong phap phuc hdi co dung dén cau hoi bi mat dé nhd lai mat khau
ma ban di quén mat.

» Personal passwords are easily guessed

Khai Thac cac Lién Hé trong Xa Hoi (Social engineering)

Nhidu ngudi bi lira phai tiét 16 mat khau qua cac cau hoi va man déng kich khéo 1éo. Tin
tic co thé gia dang 12‘1 nha cung cip dich vu truy cap mang (ISP) goi cho ban, béo rang
dich vu dang nang cAp may chu va rang dé bao dam email ciia ban khong bi mét trong
qua trinh nang cap, dich vu can biét mat khau ctia ban. Tin tic ciing c6 thé gia dang la
ddng nghiép tir mot chi nhanh khéc cta t6 chirc phi chinh phu ciia ban va yéu cau c6
duoc mat khau dé t1ep can truong myc email nhiéu ngudi ding chung, v6i ly do 1a nhan
vat biét duoc mat khéu hién dang bénh va ngudi ddng nghiép nay can phai giri di mot 14
email khan cdp. Phuong phap nay goi la khai thac cac lién hé trong xi hoi. P c6 nhiéu
truong hop ma nhan vién mot co quan tiét 16 thong tin c6 kha nang pha hoai chi vi ho
bi Itra. P4y van 1a mot cach hiru hiéu cho tin tic dé tiép can mot hé théng thong tin.

Khong bao gio tiét 16 thong tin lién quan dén may dién toan (dic biét 1a mat khau va
méat ma dé tiép can) qua dién thoai cho mot nguoi nao dé6 ma danh tanh khong kiém
ching duoc!!.
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WordNet — cua David
Slomin va Randee
Tengi

Thir tét cac dang mat khéu (Brute Force)

Thir tit ca cac dang mat khéu 1a cach doan mat khau bang cach phdi hop tat ca
cac ky tw. N6 ¢6 thé thyc hién bang cach thur tung tu mot trong mot cudn tu dién
dién tir. DSi v6i con ngudi thi cong viée nay mat rat nhidu thoi gio, nhung dbi
v6i may dién toan thi chi mat vai gidy dong hd. Néu mat khau cia ban 1a mot
tir danh van chinh x4c trong tw dién, thi chi trong vong vai phut mat khau c6 thé
bi pha bang cach tin céng bang cach thir tit ca cac dang mat khau. Phai ching
ban dung cau mo dau ctia mot trong 1000 bai hat hodc bai tho ndi tiéng dé 1am
mat khdu? Thé giéi dién toan lic nao cling phat trién va banh trudng vi ca thé
gidi van chuong va tu tudng ciing duge chuyén vao. Hién tai c6 nhitng bd suu
tap van chuong bang dién toan, c6 thé dugc dung dé pha mat khiu cia ban. Ban
nén suy nghi k¥ trude khi dung mot mat khu véi ngdn ngir tu nhién, ching han
nhu mot cau no6i d& hiéu hodc ndi tiéng, hodc tap hop nhiéu tr, hodc mot cau
viét hoan chinh.

C6 nhiéu hé théng mat khau duoc bao vé chdng 16i tan cong bang cach thir tat ca
cac dang mat khéu. Thi du nhu may ngan hang hoac dién thoai di dong. Mic du
mat khéau ctia ban thudng chi 1a mot tap hop c6 bdn sd, hé thdng s& ngung hoat
dong (bang cach tich thu thé ngan hang hoic khoa dién thoai) sau ba 1an danh
sai mat khau.

TAO MAT KHAU

Thuat Ngir Giup Tri Nhé

C6 nhiéu phuong phap tao mat khau khé pha nhung lai d& nhé. Cach phd bién 1a
mnemonic (mdt phuong phéap hodc hé thng dé cai thién tri nhé, chiang han nhu
ding van tho hodc viét tit'®). Chung ta hay iy mot cau thong dung:

To be or not to be? That is the question (Hamlet, Shakespeare)
Ta c6 thé chuyén cau nay thanh 2Bon2B?TitQ

Trong thi du nay, ta di thay mdi tir bing mot con s6 phat am gin gidng hoic
viét tat, trong d6 danh tir va dong tir dugc vict hoa va con lai la vi€t chir thuong.

Hoic 1y thi du:

I had a dream, where all men were born equal (Martin Luther King)
lhaDwaMwB=

Bé ngoai thi mat khau nay c6 vé viét ling nhing, nhung d6i véi ban thi khong
kho 1am, vi ban da bict cach dan dung. C6 nhiing cach khac nhu thay con s6 cho

nhitng chir cai nhin giong so0, viét tat nhiing tir nhin giong so, va dung emoticons.

LiLt=1 0,0=0 s,S=5.2 four for, fore=4 two, to, too =2
Are you happy today? = rU:-)2d?

Trén day 1a nhitng thi du cin ban, va ban ludn c6 thé ty ché ra phuong phap viét
bang ma so0 va tir. Ban nén lam vay.

Luru ¥: xin ding dung nhiing thi dy trén lam mat khau!
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Sir Dung Phian Mém
(d Bupc ké tiép dé lam ting mirc d6 phuc tap cia mat u
khau, 1a dung mét chuong trinh tao ra mat ma'.
Chuong trinh nay s€ tao ra mt mat khau mot cach
ngau nhién va luu lai an toan. Nho vao chuong trinh
tao ra mat ma, ban c6 thé sir dung mat ma vo cung
phic tap ma lai khong cin phai ghi nhé! Ddy 1a giai
phap ly tuong. Chuong trinh nay thuong rat nho va
¢6 thé chira trong dia mém hoic thé nhé USB.

Ban c6 thé phan loai mat khéu cta ban rdi sao mat
khau lai tir chwong trinh vao man hinh bang cach
dung clipboard. Mat khau dugc ma hod va luu lai trong chuong trinh. Do dé,
mat khau duy nhit ma ban cin nhd 1a mat khau dé truy cap chwong trinh.

Dowdde Cich on artry 13 copy pamewers

Phai mat mot thoi gian ban mai quen dugc cach tao ra va luu lai tat ca mat khau
trong mdt chuong trinh nhu vay, nhung ma lgi ich an ninh cé gia tri rat 1on
trong khi ban chi mat chut cong tao ra va luu lai mat khau nhu vay.

Mt khiu la cich bao dam an ninh cho théng tin diu tién va quan trong
nhét cﬁa ban. Mat khau giéng nhw 13 cira vao nha no’i ban é. Dung mat
khiu yeu hoic khong dung mat khau gl ca, thl ciing glong nhuw mé toang
cira nha sudt dém. C6 thé sé khong ai dén v1eng ban, nhung cung 6 thé sé
¢6 nguoi dén in trom hét tai san cia ban. Xin dac biét lvu y dén cach ban
tao ra mat khiu va noi ban cét giir mat khau.

AVHY LVIN FA OV

Si¥ dung téi
thigu B diu
danh bao gém
ch(f, s&, va nhitng ddu
13n 16n khac nhau
tién ban phim.

Riéng bidt
va khong trang
hap vé&i nhiftng

- hiet 13p
v&i nbi dung
bit dinh
va van dung
tri nhé

An toan

May tinh phai
sach sg, khong
bi nhlem virat
va nhu licu Khéng
doc ghi chep
xudng @
bat ky
ndi nao 19

mat ma

Thay daoi
mat ma thudng
Xuyen moi
3 thang

Gilf kin
mat m3a,
khéng cho
ngudi khac
bi&t

Xem chuong trinh PasswordSafe
http://passwordsafe.scoureforge.net

va Keypass cua bg cong cu NGO-

in-a-Box
http://keypass.scourceforge.net
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2.3 SAO LUU, PHA HUY VA
PHUC HOI THONG TIN

TOM TAT

1. Mbdt ké hoach sao luu can phai bao gém: tai liéu dé luu trit, bao lau
phai cap nhat tai liéu luu trir, dia diém va kho luu trix.

2. Chi x6a dir liéu khdi may dién toan van khong dua vi dir licu van co
thé phuc hdi duoc. Thong tin nhay cam can phai duoc lau sach khéi
may dién toan.

3. Mot théi quen tdt 14 lau sach tai liéu tam thoi va dy trix tam thoi tir
mang, va lam cho méy dién toan c6 nhiéu dia tréng.

4. Giir gin tt cho noi chung quanh ctia may dién toan.

5. Néu ban lam mat di mét tai liéu, thi hdy tim that k§ ludng bang chirc
nang tim kiém ciia Windows va phén tich dia cting bang phan mém
phuc héi dit liéu.

C6 hai van d& quan trong nén luu y khi lam viéc véi thong tin 1 cach
sao lai va cach pha huy thong tin. May dién toan 1am cho hai qua trinh
nay dugc thi hanh nhanh chong va hiéu qua, nhung so s6t va bat cin cua
con nguoi 1a nguyén nhan thuong gap nhét 1am cho hé théng bi truc trac.
Chuong nay s& khao sat 1y thuyét ding sau cach sao lai thong tin dién
toan, cach phuc hdi dir kién bi danh mat va cach xda di ma khong cho
phuc hdi théng tin khong can thiét hodc nhay cam. Chuong nay ciing s&
mo ta mot thoi quen tot trong 1anh vuc nay.

Sao Luu Théng Tin (Backup Information)

Tai liéu quan trong thuong dugc sao lai. Ban Tuyén Ngon Pdc Lap cla
nuéc My duge san xuét thanh 251 ban gbc. Ngudi ta sao chup ho chiéu,
to khai thué va bz"mg lai xe ctiia ho. Ban thao duoc sao lai trude khi duoc
giri dén nha xuat ban. Py la nhiing bién phap dé phong thét lac tai liéu
va thong tin. May dién toan lam cho viéc sao lai tr¢' thanh mot thu tuc rat
dé dang va nhanh chong. C6 nhiéu chwong trinh dung dé tao mot ban sao
chinh xac cta co sé thong tin nguyén thiy va luu ban sao lai tai noi ban
mudn. Khong con nita nhitng ngay ma khi ban 1am mét cudn sé dia chi s&
lam cho ban cyc nhoc tim lai nhitng s6 dién thoai da quén di, nhung ban
s& thiy, d6 vira 1a may man vira 13 tai hoa.

Sao luu tai liéu dién toan 1a diéu can thiét, nhung nguoi ta thuong khong
lam vi tin rang ‘s€ chang c6 chuyén gi xay ra’. Ta dya vao chinh ta va may
dién toan dé khong bi quén lang, that lac hoac gay hai thong tin.

Thét lac thong tin xay ra & mirc d6 ca nho 13n 16n. Ban c6 thé mat mot tai
lidu vi phdn mém bj tryc tric hodc bi virus. Ban cling c6 thé mét hét toan
bd n6i dung cia may dién toan vi phan cimg bi truc tric hodc bi doc hai.
Cho nén ban phai luén c6 mot ké hoach sao luu cho moi truong hop.



K¢ Hoach Sao Luu

Hay céan nhéc thé loai, sb luwong va nhip d6 sao Iuu thong tin cia ban.
Ban nén mang trong ngudi mot thé nhd USB ¢6 chira mdt ban sao cia
tAt ca cac tai liéu cua ban. Néu may di€n todn cua ban c6 may chép
CD, thi mdi tudn ban c6 thé sao luu lai rat nhiéu tai li¢u, hinh anh va
hd so am thanh va giir ban sao & modt noi ngoai may dién toan. Néu
ban c6 mot may chu tai van phong, thi may nay can phai 50 Ivu dinh
ky khong nhirng chi tai liéu luu trong may ma con ca cach sip dit cua
phan mém va cta may.

Ho So Thwdng Pugc Truy Cép

Hb so loai nay 1a tai liéu 1am viéc ma ban can truy cap bt ctr luc nao.
Hb so nay duoc cap nhat thudng xuyén, va ban can phai ¢ sin ban
méi nhat.

Dung cu thich hop nhit & day 1a thé nhd USB. Thé nhé USB vira nho,
vura khong cé bo phan khong ¢ dinh (cho nén it bi hu hai hon Ia dia
mém) va thudng cung cap du chd dé chira dung nhiéu tai liéu. Ban co
thé d& dang sao lai ndi dung ciia mét folder tir may dién toan & nha
hodc ¢ van phong ban vao mét thé nhg USB2.

» Nhip d9 sao lwu: hang ngay.

Ho So Khong Thuong Pwoc Truy Cap

Day 1a toan bd ho so luu trit, tich lity theo thoi gian. Ho so it khi duoc
tao ra va cip nhat. Khong can phai giit ban méi nhat ciia mdi hé so,
nhung sao luu van can thiét.

Dung cu hitu hiéu nhat dung dé sao luu trong truong hop nay 1a CD tay
chép (CD-RW). Mbi CD c6 thé chira dén 800MB va ban c6 thé chép
hd so méi chéng 1én hd so cii, va ban chi can canh gilt mot hodc hai
CD mdi lan'.

» Nhip do sao lwu: hang tuan.
HO SO HE THONG

Dé tranh qua trinh phuc hdi mét thoi gian trong truong hop may dién
toan bi truc trac hodc hu hai crash, ban nén theo dinh ky lam mot ban
sao hinh anh cia toan by may dién toan ban. Pay 1a kha nang cao cép,
¢6 1& chi gianh riéng cho nhiing ngudi quan 1y hé thdng hodc nhiing
ngu:(‘yi canh gitr may dién toan cua ban. Sao luu hé théng la phai sao
lai tAt ca cac chuong trinh d3 duoc cai dat (cung voi glay phep chuong
trinh), phan dang ky ctia mdy, chuong trinh diéu khién thiét bi, v.v.

C6 mot cach sao luu hé thong lai 1a dung tape drive. Tape drive rat dat
tién va thuong khong c6 kém theo khi ban mua may dién toan. Mot
cach khac 1a mua mdt dia ciing di dong va sao luu hé théng vao dia
ctig nay. Sao luu toan bo hé thdng thuong doi hoi phai cé phan mém
chuyén mon, goi la chup anh dia. Ciing c6 thé dung chirc nang sao luu

20
Dung chuong trinh nhu la
Allwaysync  (http://www.
allwaysync.com) dé sao
lai.

21

Phdi hop dung chuwong
trinh sao luu Cobian
(http://security.ngoinabox.
org/cobian_main) va
mot chuong trinh chép
CD ching han nhu
DeepBurner Pro (http://
www.deepburner.com).
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Remembrance of Data
Passed: A Study of Disk
Sanitization Practices,
Xuét ban IEEE

An ninh & Doi tu,
Quyén 1, sé 1, 2003
By Simson L. Garfinkel
and  Abhi Shelat,
Massachusetts Institute
of Technology.

c6 san trong Windows ma ban c6 thé truy cap bang cach di dén Start >
Programs > Accessories > System Tools > Backup. Dé phong trudng
hop may dién toan bi chay hodc bi tai hoa gi khac, ban can phéi c6 mot
ban sao cua hé théng duogc luu lai ¢ xa noi c6 may dién toan.

» Nhip do sao luu: hang thang.

Vi Iy do an ninh, dirng 1am ra qua nhiéu ban sao luu. Néu hang tuan ban
khong c6 kha nang ghi chong 1én CD, thi ban nhé phai k¥ cang huy di
nhitng ban cii 18i thoi. Lam nhu vay thi tin tic s& kho tim ho so sao luu
hon, va ban s€ khong bi nham lan khong biét CD nao chtra dung ban sao
méi nhét cta ho so cua ban.

PHA HUY THONG TIN

Hau nhu khong thé nao hoan toan x6a hét moi thong tin luu trong may
dién toan ma khong dung tdi bién phap cat dut, dot chay hay dap vo may
ra thanh nhiéu manh nho. Mic du ban ¢6 thé dinh ninh réng Windows
don sach hét “Thung Réc’, su that khong phai 1a vay. Ta phai that dé
phong dé dam bao 1a dir kién khong can dén nira s& dugc xoa di k¥ cang.

Tir nam 2000 dén nam 2002, ca’c nha nghién cuu Simson Garfinkel va
Abhi Shelat tir MIT mua mét s6 lwong I6n dia cimg da a’ung qua tir nhiéu
tay buén dia qua nha ban dau gia trén mang eBay va kiém tra cdc dia
nay xem co con chwra thong tin thang dw hay khong. Hai nha nhién ciru
hoi phuc duwoc trén 6000 6 thé tin dung va cac trang mang duoc duy triv
tam thoi lai, noi ma mét so thé tin dung nay dwoc sir dung, hé so y khoa,
thu tinh va tranh dnh khiéu dam, cing nhiéu thir khac. Cé mot dia ciing
dwong nhir da tirng nam trong méay ATM ¢ Illinois.

Phuc hdi (restore) dir kién 1a mot cong nghé dang phat trién, va c¢6 nhiéu
hang ciing nhu nhiéu co quan chinh quyén da tré nén tan tién khong ngo
trong viéc phuc hoi dit liéu bi mét va hu hai. Con mot yéu td nita trong an
ninh thong tin 1a cac t6 chirc nhan quyén khong nhing chi can phai gitr
cho thong tin nhay cam dugc an toan, ma con can phai xo4 bo thong tin
cho k¥ ludng. Trong phan nay, ta s& khao sat qua trinh xoa bo vinh vién
thong tin khong can dén nita tir may dién toan ctia ban.

Cic Van Pé Khi Xoa Théong Tin

Khong co chtrc ning dién toan nao co thé xoa thong tin ca. Noi cho chinh
xac, may dién todn chi c6 kha nang ghi lai thong tin mai vao dia cling.
Khi ban x04 mot hd so trong Windows, ch:fmg qua la ban bao may dién
toan rang khoang dia nély c6 thé ghi ch(‘”)ng thong tin méi 1én (mic du bé
ngoai khoang dia nay giéng nhu 1a ‘trong khong’). Windows chi xo4 di
céi icon ctia hd so va cai reference tén tir man hinh, 1am ra vé 14 hd so
khong con do6 nira. Nhung Windows khong thuc su xoa dir kién di tir dia
cting. Ban c6 thé so sanh viéc x04 hd so day glong nhu 14 viée lay di cai
nhin hiéu ciia mot ti dung hd so, nhung vin dé hd so y nguyén trong
ngan ti. Mién 14 ban chua ghi théng tin moi chdng 1én dung chinh xac
vao khoang dia d6 trong dia cimg, thong tin cii vin con d6 va van co thé
nhin thdy duoc d& dang nhd vao phan mém chuyén mon.

32



Lau Sach

Ngoai viéc giai tir, dt chay, him bang may vi ba, hay nudt vo bung dung
cu luu ho so dién toan, chi con mét cach chic an dé xoa di thong tin
khong can thiét ma khong pha hu dung cu. D6 1a dung dit kién vo nghia
dé ghi chong 1én dit kién hién c6. Phuong phap nay duoc goi 1a lau sach.
Ban c6 thé lau sach mot hd so, hodc lau sach khoang dia ‘tréng khong’
trong dia ctmg. Lau sach khoang ‘tréng khong’ bang cach truy tim tat ca
cac khoang trong hién chua sir dung phan b (hodc khoang trong khong
dugc ho so nao sir dung) va ghi chong 1én bang thong tin vo nghia. Cac
chuyén gia dong ¥ ring it nhét 1a can lau sach qua mot lan dé tranh phuc
hoi thong tin ciia ban.?

Phan mém lau sach nhu 1a Eraser c6 thé hop nhat véi Windows dé lau
sach hd so hodc noi dung ctia ‘Thing Réc’ ma chi bang hai cai nhap
chudt. Eraser ciing co thé lau sach hét moi tan du cta hd so cii con luu
lai trong ‘khoang tréng’ cua dia cimg hodc dung cu truyén thong ciia ban.
Chirc ning nay con goi 1a lau sach khoang tréng.

Ban phai biét ring khong nhitng 14 tai liéu ctia ban, ma cac ho so khac do
Windows sir dung va thu thap trong luc ban dung may dién toan va ludt
mang ciing nén dugc lau sach.

SWAP FILE

C6 mot chire ning khac cua Windows ma it nguoi biét dén, 12 luu lai tai
liéu ca nhan ctia ban trong swap file (con goi 1a paging file). Windows sur
dung swap file dé hoat dong dugc dé dang hon. No6i mot cach don gian,
swap file 1a mot phan cua dia cimg ma Windows tu an dinh ra dé quan 1y
moi hoat dong ctia ban. Khi ban tét may di, swap file van con giir lai tat
c4 moi thong tin trong d6. Cho du ban dung phin mém dé ma hoa, lic
Iuu lai trong swap file ho so cua ban ciing khéng duoc ma hoa. Tt hon
hét 12 nén tit cai chirc ning dung swap file (ban nén c6 it nhat 256MB
RAM trong may dé thay thé chirc ning dung swap file), hoic dung mot
dung cu lau sach dé an toan x6a bo thong tin tir swap file trude khi tit
may.2* Dé tit chirc nang dung swap file trén Windows 2000 va XP:

Chon: Start > Settings > Control Panel > System

Nhan: Advanced tab

Nhan: Performance

Nhan: Virtual memory (advanced > virtual memory for XP)
Chon khong dung swap file option, hodc stra n6 thanh 0°.

Néu may ctia ban 1a laptop, thi ban hiy tit chirc ning hibernation. Khong
c6 chirc nang nay, thi ban s€ may thém 30 gidy, nhung s€ lam giam di rat
nhiéu nguy co ¢6 nguoi cap nhat thong tin trén laptop cua ban.

Chon: Start > Settings > Control Panel > Power Options
Nhan: Hibernation tab

Chon khong dung: Enable Hibernate
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Cong trinh Security-in-
a-Box c6 cung cép dung
cu Eraser dé lau sach di
thong tin khong can thiét
tor may dién toan http://
security.ngoinabox.org/
eraser_main

24

Xin xem thém céc dung
cu lau sach nhu Eraser
(http://www.heidi.ie/
eraser) hoac BCWipe
(http://www.jetico.com/
bewipe.htm), cling nim
trong CD Digital Security
Toolkit.
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http://security.
ngoinabox.org/
ccleaner main

26

Mudn biét thém chi
tiét xin hiy xem cong
trinh Security-in-a-
Box http://security.
ngoinabox.org/
chapter 6 2

27
http://security.
ngoinabox.org/
undelete_main

Ho So Tam

Day 1a cac hd so ma may dién toan thu thap dugc trong khi ban dang st dung
may. H6 so ndy gém co tai liéu con dang viét dang do hodc chua dugc luu
lai, d6 thi va hinh anh tir mang (con goi 1a cache), ciing vo s6 ho so khac, ma
¢6 thé tiét 16 duge hoat dong cua ban trén may dién toan.

Hay hinh dung ban dang viét mot ban bao céo 16n. Ban mat di mot tuan dé
viét bao cdo, trong d6 mdi ngay mat di vai tiéng. Mdi 1an ban nhan ‘save’
truge khi tat may va roi sé 1am, Windows s€ tao ra mdt ban sao khac cua tai
liéu nay va luu lai trong dia ciing. Sau mot tudn sira chita bai viét, ban s& co
nhiéu ban duoc tao ra tai mdi giai doan viét bai, duoc luu lai trong dia cling.
Ly do 13 vi mdi 1an ban lru hé so lai, Windows s& khong tim ra ding chinh
xac dia diém trong dia ctia ban du tién va viét chéng 1én. Thuc sy Windows
chi ghi lai ban méi nhat vao mot khoang chua phan bé trong dia cimg. Cho
nén day co thé gy ra ric rdi khi ban can phai x6a hét moi dau vét ciia ho so
nay tir mdy dién toan ctia ban

Ban nén thudng xuyén xoa di ndi dung ctia nhiing folder nay. Dé xéa di cac
ho so tam nay mot cach an toan (khong phuc hoi dugc), ban hdy st dung
dung cu CCleaner (xin xem thém tir cong trinh Security-in-a-Box%).

Mot diéu rit quan trong la ban phai x6a hét moi hd so tam ma may thu
thap dwoc trong lic ban dang sir dung may, dac biét 1a khi ban st dung
may cong cong, chiang han nhw may tir dich vu Internet hoic tir thw
vién. Ban c6 thé mang theo mét ban lwu dong ciia pham mém CCleaner
trong thé nhé USB va dung né dé lau sach hét moi hd so' tam tir may
dién toan.?

Nguyén tic lau sach

Néu ban quyét dinh x6a hét moi diu vét ciia hd so cii va hd so tam tir may
ban, thi ban c6 thé 1am theo nhitng budc sau, bﬁng cach st dung mot dung
cu lau sach tir cong trinh Security-in-a-Box, hoac b?mg cach tu viét ra phén
mém lau sach.

«  Nhé lam mot ban sao luu cia moi tai liéu, gidy phép phan mém va reg-
istry cia Windows.

* Lau sach moi folders tam tir may.

«  Lau sach moi ‘khoang trong’ tir may.

*  Tép thanh théi quen lau sach moi hd so tam trude khi tit may va sau khi
st dung may cong cong.

«  Lau sach khoang tréng trén thé nhd USB, thé nhd ctia may anh k¥ thuat
s6 va cac CD tay chép.

HOI PHUC THONG TIN

HO so chua duoc lau sach van c6 thé phuc hdi duge. Co nhiing phﬁn mém
dung dé truy tim ho so bi mat hodc hu hao tir trong dia cimg hodc dung cu
truyén thong khac. Dung tir khoa ‘data recovery tools’ dé tim trén mang,
hoac cai dat chuong trinh UndeletePlus tir trong cong trinh Security-in-a-
Box?’.
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Ban ciing co thé loi dung viéc dung cu dién tur thiéu kha nang x6a thong
tin mot cach hop 1y. Chang han ban c6 thé chup mot tAm anh trén may
chup k¥ thuét sd, rdi x6a anh di. Dung cach nay, ban c6 thé lam réi di
hinh anh dau tién. Sau d0, khi can thiét ban co thé sir dung chuong trinh
phuc hdi thong tin dé phuc hdi lai phan thong tin bi x6a di. Tuy nhién ban
nén can than dimg dé ghi chong 1én tdm anh cin thiét (bang cach chup
mdt hinh khac chdng 1én). Can phai tinh toan trudc va nghién ciru ki dé
c6 thé sir dung phuong phéap nay duogc an toan.

Phong Ngira

Pé tranh may khong bi hu hai va mat tai liéu, ban can phai can than quan
tam dén sy 6n dinh va méi truong chung quanh may. Dimg an ung, hay
lam gi khac ma c6 kha ning gdy anh hudng dén may trong khi ban dang
& gin may. Vi ban chét phtic tap ciia mach dién, may dién toan khong
thich hop dugc véi nudce hoac tur truong. Gilt may ban cach mat dét, néu
khong khi ¢6 bude chan manh hodc ¢6 ngudi nhay nhét, may sé lic lu.
Bio vé may dimg dé cudng do (tension) dién dot nhién ting cao bang
cach tao su quan binh hoic bang fused sockets. Ban nén cin nhéc dé mua
nguén dién phuy tro. T6t hon hét 1a ban hoi mot chuyén gia tai mdgt ctra
hang ban may dién toan dé dugc giai thich cin k& hon vé nhiing diéu trén
va lam thé nao dé dé phong may ban bi hu hai.
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Scytale
Source: Wikipedia.org
http://en.wikipedia.org/wiki/Cryptology

2.4 MAT MA HOQC

36

TOM TAT

1. Ma hoa 1a qua trinh bién thong tin trd thanh khong truy cap dwoc voi
moi nguoi, trir nhitng nguoi lién quan. Ban c6 thé ma hoa mot buc
thu, mot birc email hodc ca mot may dién toan.

2. Dé lién lac bang ma hoa, ta ding hé théng dung khoa chung. Phuong
phap ma hoa cuia ta gdm c6 mot khoa chung va mot khoa riéng. Ta
dung chung khéa chung véi nhitng ai muén lién lac véi ta, va ho phai
mia hoa mdi birc thur giri dén ta bang khoa chung nay.

3. Mirc an ninh ciia mot hé théng ma hoa dung khoa chung 1¢ thudc vao
hi€u luc cta céi khda chung, vao mdt may dién toan khong cé virus
va spyware, va vao mot mat khau t6t dé bao vé khoa riéng cua ban.

4. Ta c6 thé dé phong email bi luc soat trong khi thu dang dugc chuyén
dén noi giri bang cach dung chir ky k¥ thuat sd.

5. Mirc @6 an ninh ma mi hoa cung cip di 1am cho su thuc hanh va ly
thuyét cia ma hoa bi ciAm trong vai dat nudec.

LICH SU

Mat ma hoc 12 mén hoc ¢6 lién quan dén k¥ thuat ngdn ngir hoc va toan
hoc dé bao vé thong tin. Birc thu dugc ma hoa dé khong ai doc duoc, tru
nhitng ngudi c¢6 lién quan. Lich sir 1au dai va ddy mau sic cta mat ma
hoc duge bat ngudn tur thé ky thr 5 trudc cong nguyén, khi ngu’(‘yi Spartan
phat mmh ra phuong phap mi hoa dau tlen ctia nhén loai bang cach ding
hai gy gd giong hét nhau va mot to glay da. Gidy da duoc cudn chung
quanh gay, va buc thu duoc viét theo chiéu doc. Khi m& glay da ra, chir
¢6 vé nhu dugc viét khong theo thir ty gi ca. Gidy da dwoc giri dén nguoi
nhan, va ngudi nhan c6 mot cy giy giéng hét dé doc birc thu. Co nhing
phuong phap khac dé bao vé an ninh théng tin gdm c6 mat ma hoc ngdn
ngit (ching han nhu viét tuong hinh) va steganography, nghia 1a qua trinh
che dau sy tdn tai cua chinh buc thu.

Birc thu duoc viét trén gidy da doc theo chiéu dai ciy gy (scytale). Scy-
tale st dung cai ma ngay nay goi la mat ma hoan vi, tirc 1a cach sap xép
lai thir ty cta cac chit cai trong mot buc thul2.

th)ng nén qué dé cao sy an toan, néu chi do nganh mat mi hoc cung cép
Yéu diém ciia n6 thuong 1a két qua cua 18i con ngucn pham phai hoic 16i
ky thuat trong toan bo thi tuc an ninh. Mot sé qudc gia ciing di ban ra
luat cAm khong cho dung mat ma hoc. Cac nha toan hoc, khoa hoc gia va
hoat dong dan quyén & My di phai chién ddu subt 20 nim dai dé ngin
can chinh phit My khéng dugc ngin cAm cong ching duoc truy cap va st
dung mat ma hoc, cai ma ngay nay goi la Cudc Chién Mat Ma.



MA HOA

M3 hoa (va nguoc lai 14 giai ma) 1a mot nganh hoc phé bién trong
nganh mat ma hoc. Mi hoa hoat dong bang cach ap dung mot méd
hinh toan hoc 16n vao mét tap hop thong tin rdi chuyén thong tin
sang mat m, 1am cho théng tin tr& thanh khong doc dwoc dbi voi
nhiing ai khong co6 cach giai ma, ma con goi 1a ma khoa.

Ma Hoéa Dia

Ban c6 thé dung ma hoa dé bao vé toan bo dia ctng. Thuc chét 1a
ban ma hoa timg bit thong tin trén dia, d& chi ¢ ban 13 nguoi c6
mat khéau c6 thé truy cap dugc thong tin. Mdi khi thong tin duoc rut
ra tr may ban (chang han nhu tir dinh kem email) thong tin dugc tu
dong giai ma. Néu may ban bji mat cap, nguoi khac s€ khong truy
cap duoc thong tin nam trong may?.

Trén may ban cling c6 thé tao ra mot dia 4o dwoc ma hoa. Cach nay
c6 thé thich hop véi nhing ai khong muén ma hoa toan bo may dién
toan, ma chi muén phan bd khoang tréng dé lwu lai thong tin duoc
an toan. Néu may ban con du 5GB trén dia, ban c6 thé phan bd ra
mot khoang tréng chiém 1GB. Khoang phan bd nay trong gidng
nhu 12 mot dia méi gin vao may (thuc sy ra dia nay khong phai 1a
mo&i, cho nén méi goi 1a dia 40). Khoang phan b nay duge ma hoa,
va ban c6 thé luu tai liéu vao day.”

Ban c6 thé sap dit cho chuong trinh email (thi du Thunderbird) dé
luu lai tat ca email vao trong khoang phan bd di duoc ma héa. Chi
¢6 ban la nguoi c6 mat khau m&i ¢ thé truy cap dugc email trén
khoang phan b nay.

Ban ciing c6 thé ma hoa toan bd thé nhé USB hodc cac dung cu
di dong khac. Viéc nay rit 1a c6 ich khi ta di du lich v6i moi tai
liéu ndm trong thé nhé USB. Ban c6 thé chay chuong trinh nhu
TrueCrypt tryc tiép tir thé nhé USB, dé ban khong can phai cai dat
chuong trinh nay vao mdi may dién toan c6 chira nhiing tai lidu
duoc ma héa ma ban mudn truy cap.

Ma Héa Dung Khéa Chung

Céc phuong phap truyén théng d& ma hoa thong tin ma ban mubn
chia s& v&i ngudi khac doi hoi ban phai dua ngudi kia mat khiu dé
giai ma. Pay khong phai 1a cach an toan 1im, vi mat khau cua ban
c6 thé bi tiét 10 trong qua trinh giai ma. Dé tranh tinh trang nay, cac
nha toan hoc da sang tao ra cach ma hoa dung khoa chung (PKE).
Pay 1a phuong phap thong dung nhit cho viéc ma hoéa lién lac (thi
du 1a email) ngay nay.

Khi st dung PKE, khoa cta ban gdm hai phin: mét khoa chung
(public key) va mdt khoa riéng (private key). Hai khoa nay gom lai
thanh mot d6i khoa. Hai khoa phéi hop chat ché; khi ban ma hoa
biang khoa nay thi ban giai ma bang khoa kia. Day 1a mot phan thiét

entire
encrypted
harddisk

OOH MIN LYIN

encrypted
° partition D

28 '

Vi du cua mot phﬁn mém cé
thé mad hoa toan bo dia clng
la CompuSec (http://www.ce-
infosys.com) Ban ciing c6 liy
thém chi tiét & NGO in a Box.

29

Mot chuong trinh dién hinh
dé mi hoa toan bd dia cung,
tao ra mot khoang phan bd
dugc ma hoa hoac dia ao,
la TrueCrypt, c6 sin trong
cong trinh Security-in-a-Box
(http://security.ngoinabox.org/
truecrypt main)

37



DIEN TU VA
BAO VE BOI TU

SO ARG NG 0B TRAM A RN U RN

30

D& nghi ban dung chuong
trinh co thé thi hanh PKE
la  GPG4Win (http://www.
gpgdwin.org) hodc ban cé thé
cai dat chuong trinh email
Thunderbird c6 gdm Engimail
extension, c6 ghi rd trong
cong trinh Security-in-a-Box
(http://security.ngoinabox.org/
thunderbird_usingenigmail)
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yeu cua PKE va la nén tang cho su an toan va ciing 1a yéu diém
cua PKE.

Ban chia s& khoa chung véi nhiing ai ban mudn lién lac. Ban
cling c6 thé tai khoa chung 1én mot may chu dé chira khoa trén
mang. Khoa riéng thi dugc giit bi mat trén may hodc dia mém
cua ban va hon nita con duoc bao vé béng mot mat khau ma chi
riéng ban mai biét. Pig cho bét ctr ai biét khoa riéng nay. Néu
ban nghi ring mat khau d bi tiét 16 (hodc mét cép) thi ban phai
hay bo d6i khoa di va tao lai d6i khoa tir dau.

Ma Héa va Giai Ma Mot Birc Thu®

Trong hé thong PKE, birc thu duoc mi héa bang khoa chung
trude khi giri dén cho ta, va ta giai ma bang khoa riéng. Khi co
nguoi mudn gtri cho ban mét bure thu dugc ma hoa, dé léy khoa
chung ho s€ hoi ban hodc ty tim ra trén mot may chu chira khoa
trén mang.

Thi Du: Ban ¢6 mét bic thu ma ban mudén ma héa trude khi
giri dén cho t6i. Trudc tién toi phai dua ban cai khéa chung. Ban
dung khéa chung nay dé ma hoa birc thu va giri cho toi bang
email hodc bang cach khac. Chi c6 t6i 1a ngudi duy nhét co thé

Step 1: Give your public key
to the sender

$

Your public key

Step 2: Sender uses your public key
to encrypt the plaintext

\ >

Sender's message
encrypted (ciphertext)

Sender's message

Step 3: Sender gives

the ciphertext to you

Step 4: Use your private key (and passphrase)

to decrypt the ciphertext

! Your private key

' - N
-l 4

N |

giai ma dugc buc thu nay, boi vi chi ¢é téi mdi co duge mat xich
that lac, ttrc 1a cai khoa riéng cua t6i.

Lwu Y: chit “plaintext” c6 nghia 13 bic thu con nguyén thay,
trong khi “cipher text” c¢6 nghia 1a buc thu da dugc ma hoa.

Phuong phéap nay 1am thuén tién cho viéc trao ddi birc thu dugc
mé hoa ma khong phai chia sé mat khau, va dot ngot lam ting
1én su an ninh va tinh thiét thuc trong lién lac. PKE d4 dugc ing
dung trong email, chat mang, luét mang va nhiéu chire nang
mang khac. Mirc do an ninh ctia phuong phap nay giy ra nhiéu
kho khan d6i v6i nhiéu chinh quyén. Ung dung thanh cong cia



phuong phép nay tao ra mirc d6 kin déo cao lam cho nhiéu co
quan theo doi va tinh bao rat lo ngai. =

An Ninh Cua Khoéa

Murc d6 an toan cua ma hoa 1€ thudc vao:

B Kich thudc cua d6i khoa (thuong dai 2048 bit)

B Kha nang lam cho khoa chung ctia nguoi nhan dugc c6 hiéu
Iuc

B Su bio vé mat khau dung dé mé khoa riéng

Hé théng PKE dya vao cach nhan dién chinh xac cua khoa
chung va khoéa riéng. Khi ban ma héa mdt buc thu danh cho t61
bang khoa chung cua toi, ban mudn bao dam ring cai khoa nay
thudc v& toi. Hay nghién ctru dac tinh ctia mot d6i khoa.

Mot d6i khoa duge nhan dién boi 5 dic diém rd rang:

B Nhan dién nguoi dung: thuong la dia chi email cua nguoi
giit khoa. Nhé 13 phai danh van dia chi cho dung.

B Nhéan dién khoa: mot cach nhan dién dac biét do chuong
trinh ma hoéa ty dong sinh ra.

B Diu tay (fingerprint): (ciing duoc goi 1a MD5 va SHAL. Xin
doc phan ‘Ma Héa Trén Mang’ dé biét thém chi tiét) day la
mot cach nhan dién dédc biét do khoa chung sinh ra.

B Ngay lam ra: ngay do6i khoa dugc tao ra.

B Ngay man han: ngay d6i khéa man han.

<
>
—
<
>
=)
Q
(@]

IBSBS 9459 D12E CD1F 3725 BE1C AC25 C8D3 34F8 F510
Copy to Clipboard |

Key ID: 0x34F8F510
Key ID [long): DxAC25C8D334F8F510
DSA <3
sc ESC
Show Ehotals] ! | ] | Close

» Fingerprint as seen in the GPGshell program

Ban hiy thtr kiém tra lai cac chi tiét n6i trén trude khi ding khoa
chung dé lién lac v6i mot ngudi khac. Boi vi ma hoa ding khoa
chung khong doi hoi ban phai dung chung mat khau voi ngudi
nhan birc thu, diéu quan trong 12 ban phai nhan dién chinh xac
c4i khoa chung. Khoa chung dé& ché tao nhung nhiing dic diém
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nhén dang ciling cé thé bi gia mao. Vi vay ban
nén xac minh khoéa chung cua nguoi dé trude
khi sir dung khoa (xem thém & phan ‘Chir Ky
bién Tu’ ¢ dudi day). Sau khi ban da xac dinh
duoc rang khoa chung nay do ngudi d6 1am ra,
ban c6 thé ‘ky’ vao khoa. Lam nhu vay tic 1a
ban bao cho chwong trinh biét 14 ban tin twdng
gia tri cia khoa va mudn ding khoa?'.

Kich thudc ctia khoa thuong 1la 2048 bit. Nguoi
ta cho ring mirc d6 mi khéa nay phic tap dén
ndi khong may dién toan hién dai nao cé thé
pha ndi*.

Chir Ky Dién T (Digital Signature)

31

Khi lam vay, ban ciling bd chir
ky vao trong khéa nay; néu ban
gui khoa do cho ai d6, nguoi ta
s& thiy chit ky ctia ban va biét
dugc ring ban tin tudng gia tri
ctia khoa nay.

32

Xin xem bai viét tai http:/
www.keylength.com/en/3/ dé
biét thém chi tiét vé kich thude
can thiét ctia khéa trong hién
tai va tuong lai.

Chung ta can kha ning kiém tra xem birc thu c6 bi gia mao khong. Co
thé kiém tra bang chit ky dién tir, von ciing ding PKE dé hoat dong. Khi
ban ky dién tir vao mét bure thu, ban bo vao birc thu mét cong thirc toan
dac biét, rat ra tir kich thudc, ngay va ndi dung ri€éng ctia buc thu. Cong
thirc ndy lai dugc ma héa bang khoa riéng ciia ban, dé ngudi nhan c6 thé
kiém chimg duogc. Sau khi giai ma, cong thire trong chit ky duoc so sanh
véi birc thu nhan dugce va xac nhan 1a birc thu da duoc thay ddi chua tir
khi duoc ky dién tir vao. Hau nhu khong thé nao thay ddi ndi dung birc

thu ma khong lam mat hiéu luc chix ky dugc.

Step 1: (a) Calculate (b) Encrypt message digest
message with sender’s private key

il

(c) Attach signed digest
to plain text

Q = f»»%:\+

plaintext  calculate encrypt signed plain text signed
digest digest digest
Step 2: Send plaintext and signed digest to receiver
Step 3: (a) Decrypt message digest Step 3: (b) Calculate message digest

with sender’s public key

from the received plaintext

»Le g S

signed decrypt digest calculated plain text calculate digest calculated

digest by sender

(c) Compare message digests

digest by receiver

“ If they match:
- The sender really sent it

- The text hasn't been modified

digest calculated digest calculated
by sender by receiver

» Digital signatures schematic
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Mot s6 chwong trinh (ching han 1a GnuPG) ¢6 chirc ning PKE c6 thé hop
nhét véi chuong trinh email (chang han GnuPG véi Thunderbird st dung
Enigmail extension®, hoac véi MS Outlook str dung G Data GnuPG plug-
in*), lam cho ca hé théng duoc hoat dong don gian va nhanh hon.

Ban nén mi héa moi thu tir trao ddi sau khi ban va nhing ngudi ban lién
lac d3 cai dat va bat dau su dung PKE. biéu nay loai trr di kha nang lam
nguoi khac nghi ngo khi ban guri di mét 14 thu don ddc dugc ma hoa ma co
chua dung thong tin nhay cam.

Toém lai, st dung ma hoa thyc sy khong kho 13m khi ta c6 sin ph'?m mém
hién dai.

Nhitng diém chinh can nhé gdom:

B Ban phai tao ra mét doi khoa va gitr khoa riéng dugc an toan.
B Ban ma hoa buc thu bang khoa chung ctia nguoi nhan.
B Ban nén luon kiém tra khda cia nguoi nhan bang cach kiém lai dau tay.

Sw Bit An Cia Ma Hoa

Van d& 16n nhat khi ma hoa 1a d6i khi ma hoa lam cho ta mot cam giac an
toan gia tao. Chi vi ban da sir dung ma hoa, khong c6 nghia la burc thu cia
ban s& dugc an toan 100%. Puong nhién ma héa van 1a mot phuong phap
xuét sic dé nang cao mirc do an toan, nhung mi hoéa khong phai 1a hoan
hao. Van dé chinh ddi voi an ninh ciia PKE 1a yéu t6 con ngudi: nhimg 15
1am pham phai khi ta bt can hodc thiéu y thirc. Sau dau t6i s& trinh bay ba
cach dé pha ma hoa cua ban.

B Khoba riéng bi 16. Néu tin tic 14y dugc khéa riéng cua ban bang cach
truy cdp may ban hay bang cach nao khac, han chi cin pha mat khau
bao vé khoa riéng 1a xong. Pha mat ma bang cach thir tit ca cac dang
mat khau (ding mot chwong trinh pha mat khau dé thir hét moi phéi
hop thong thudong va ngiu nhién) hodc biang cach 1én nhin ban trong
khi ban dang danh mat khau trén ban phim. C6 mot cach khac dé an
cap mat khau 13 cai dat chuong trinh thau chit (keylogger), bang cach
truy cép vao may ban nho vao dinh kém trong email. Keylogger sé
thau lai moi chit ban danh vao ban phim, roi giri thong tin nay cho mot
dia chi trén mang hodc email. Bang cach nay, tin tic c6 thé lay duoc
mat ma ma ban dung dé truy cép khéa riéng ma khong can c6 mit canh
bén may dé truy cap may cua ban.

Giai phap & ddy 1a dung chwong trinh dwoc cép nhat dé chong virus va
chbng spyware, va tuong lra. Hy vong giai phap nay hodc s& kham pha ra
su hién dién cia mot chuong trinh thau chit, hodc s€ ngan chuong trinh nay
khong duoc giri mat khiu ctia ban ra ngoai. Nén cén than khi ban danh mat
khau, va nén luu y dimg dé ai khac thay duoc ban phim hozc man hinh ciia
méy ban. Hau hét cac chuong trinh ma héa déu khong cho hién mat khau
ra trén man hinh. Ban phai danh mat khau theo kiéu ‘mu’.

a1

OOH VIN LVIN

33
Hay xem NGO in a Box —
Security Edition

34
http://www3.gdata.de/gpg/
download.html
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Xin xem thém ban
tham d6 Luat Ma Hoa
do tién si Dr. Bert-
Jaap Koops duy tri tai
http://rechten.uvt.nl/
koops/cryptolaw/

Hé phuc hdi khéa (key recovery). B&i vi ma hoa hién di dugc hop
nhét vao nhiéu dung cu dién tur hon va dugc st dung hang ngay, co
cAu an toan cao do cia ma hoa da tré thanh mot van dé ddi voi nhiéu
co quan chinh phii va co quan hanh phap. Qua nhiéu nim, cac co
quan nay di va dang cb géing hoan thanh hé phuc héi khéa (giao kéo
khoa) nhim muc dich giup cic co quan truy cip duoc khoa riéng
cua ban. Ngoai ra, nhiéu chinh phu da bét dau ban ra luat 1& bt
budc ban phai ndp khoa riéng ctia ban dé chinh pht luu lai. Mot $6
chuong trinh ma héa c6 ngudn kin, ma phuwong phap mi héa chwa
duogc thir nghiém cong khai, thuc ra cung cép mot ctra hau cho cac
co quan an ninh. Mic du hanh dong nay da bi nhiéu qudc gia cho 1a
bat hop phép, né van con nim trong nhiéu ban phan mém va phan
ctmg. Giai phap cho né 1a ban hiy sir dung cac san phdm c6 ngudn
mé (nhu GnuPG), d3 dugc cong ddng mang phan tich va thir nghiém
k¥ ludng.

Gi4 tri va nguy hiém ctia khoa chung. Nhu d trinh bay trong chuong
nay, gia tri cia cai khoa chung ma ban ding dé mi hoa 1a trong
tAm cua moi van dé an ninh trong nganh mat ma hoc st dung khoa
chung. Van d¢ 1a ¢ chd khoa chung c6 thé bi gia mao dé dang. Khi
mdt ngudi ding ma hoa bat can, c6 thé 1am cho ta sir dung khoa cua
d6i phuong ma cir tuong 1a khoa ctia ngudi khac. Hay luu ¥ ki cang
khi nhan va nhap khéa chung. Nhimg budc dé kiém chimng gia tri
ctia khoa chung di duoc trinh bay & phan trén. Mic du viée ndy c6
thé lam cham di chat dinh qua trinh lién lac, ban khong nén bo qua
nhiing budc nay.

Puong nhién 1a cung co nhung phuong phap truyén théng 13 ra mat ham
doa va ép budc dé ban tiét 16 mat khau.

Nén chon chuong trinh ma hoa da dugc cong khai kiém tra 1a khong co
ctra hiu (ching han nhu PGP, GnuPG, TrueCypt). Hiy luu ¥ xem luat 18
noi ban & c6 cho phép ding mé hoa khong, va néu co thi & mirc d6 phic
tap nao (kich thudc cua khéa)*. Ban ciing nén biét rang luat 18 hién tai &
xtr ban c6 thé bit budc ban phai tiét 16 mat khiu cho chinh quyén. Hay
géng tim hiéu xem c6 luét bao vé su riéng tu hay khong, dé ban dung dé
tranh tinh trang phai tiét 16 mat khau.
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2. C f
S THEO DOI TREN MANG 2.5
TOM TAT

1. Theo doi hoat dong trén mang va email cua ban la mot cong viéc don
gian ma nhiéu co s thuong mai va chinh quyén trén toan thé giéi
dang thi hanh.

2. Cookie thau lai hoat dong trén mang 16i luu lai trén may ban va trén
nhiing trang mang ma ban di viéng.

3. Email c6 thé sang loc lai bang cach truy tim nhiing tir va cum tir ddc
biét tir thu tin cua ban.

4. Nhiing cudc truy tim trén mang va nhling trang mang ma ban doi hoi
c6 thé duoc loc lai bﬁng cach loai trir ra mot s6 tir khoa dac biét.

5. Truy cap dén mot sé trang mang co thé bi chin véi tat ca moi nguoi
tir mot dat nude ndo do.

6. Truy cap dén trang mang thuong dugc chin lai boi dia chi IP cia trang
mang hoac tén mién trén mang.

Theo ddi va thu thap tin tinh bao d4 phat trién, tir viéc nghe 1én dién dam
va doc 1én thu tir, dén trén mang. Vi co so ha tﬁng cua mang dugc mo rong
cho viéc truy tim va gri gim thong tin, theo ddi ctia ngay nay c6 thé duoc
thuce hién b1 cac chinh quyén, co sé thuong mai, tin tic va toi pham. Viéc
thiét 18p k¥ thuat thau lai va theo doi moi hoat dong mang ctia ban la tuong
dbi d& dang. Moi trang mang déu co ghi lai thong tin vé ngudi dén viéng
(dia chi IP va thoi gian viéng), va phan 16n cac dich vu email ciing lam
vdy. Cac ISP cling co ghi lai moi hoat dong dién ra tai cac may chu cua ho.
Tai mot s6 qudc gia, viec glu hd so’ nhu vy da tré thanh bat budc. Vao
nam 2006, Lién Minh Chau Au ban hanh luat bit budc cac ISP phai luu
lai thong tin trén mang cia moi ngudi mua dich vu trong thoi gian 2 nam
mic du cac nude trong Lién Minh c6 quyén luu thong tin lai 1au hon. Ta
hay thtr nhin xem cach theo d6i hoat ddng mang cua ban nhu thé nao.

2

HNVIA NTIL I0d OdHL

THEO DOI LUOT MANG

Natiqna\
provider Internet

» The ISP can monitor your Internet connection

Thuc chat mang Internet chi 1a mang trong van phong dugc lam 16n hon. 36

Mang Internet gom c6 nhi€u may di¢n toan, dugc lién ket boi dy cap va  chi thi sé 2006/24/
duoc phu trg boi cdc may chu, cau dan (router) va modem. Mac du biic  EC ciia Nghi Vién
thu trén mang cua ban c6 thé bang qua dai dwong nho vao ddy cap ngam, Chau Au va cua
nhay qua hai v¢ tinh nhan tao va gui t6i dién thoai di dong cta ai d6 dang Hoi Dong Neay 15

. n 1 m K . X v omiqa R =, N aen Théang 3 Nam 2006.
di xe dién, ca hé thong chi giong nhu 1a mot ban cap nhat cua cudc dién
43



DIEN TU VA
BAO VE BN TU

£ REEG AN NS B TRAMY ¥ BN U RN

37
Su Riéng Tu Quéc Té
-- B4o Cao vé Su Riéng
Tu va Nhan Quyén nim
2005 — Méi Be Doa cho
Su Riéng Tu.
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Tai vai nudec, lién két qua
vé€ tinh nhidn tao duoc
ding dé thay cho cac dich
vu truy cdp mang. Viéc
nay lam cho viéc theo doi
kho thi hanh hon nhiéu.

39

http://www.
guardian.co.uk/
commentisfree/2008/
aug/13/china.censorship

40
Canh Chirng Echelon tai
http://www.nsawatch.org

dam. Va khi ban la mdt nguoi coi téng dai, mot ké bat day nghe trom,
hay la mot ban trai ghen tuoéng, ban chi cAn bit thém mot may thau trén
dudng day lién lac 12 ban c6 thé nghe tron cudc ddi thoai. Trén mang
cling vy. Bét ctr ai c6 dung dung cu truy cip vao mang déu co thé danh
cép va doc burc thu ctia ban trong khi burc thu dang chu du thé gidi.

Trong khi viéc nghe 1én duong day dién thoai hodc day mang doi hoi
k¥ nang dac biét va hang dong 1én 1ut, viéc gay ap luc cho cac ISP thi
d& hon nhiéu. C6 nhiéu quéc gia chi co mot ISP, va thudng thi hing
phuc vu chép nhan su khéng ché cua chinh quyén. C6 nhiing nudc nhu
Nga da ban hanh luét bit budc moi ISP phai gin mot may dién toan véi
muc dich theo doi hoat dong mang cua khach hang. Thong tin nay dugc
chuyén truc tiép t6i co s dit liéu cuia Co Quan An Ninh Lién Bang
(Federal Security Service hay FSB)*.

Céc nude trén thé gidi cho cong dan dwoc ndi 1én mang bang cong dién
toan qudc gia. Cho nén moi giao thong mang déu phai di qua cong dién
toan, va c6 kha ning bi theo d5i*. Trung Quéc da cai dat mot hé thdng
theo d&i va giéi han giao thong mang trén cac cong dién toan. Cong
trinh ‘Khién Vang’ sang loc va diéu chinh sy truy cip mang cia toan
dan Trung Hoa*.

National
gateway

Internet

» Intemet monitoring at the ISP and the national gateway

Vao cubi thap nién 1980, cic nudc My, Anh, Canada, Uc va Tan Tay
Lan bét ddu phat trién mot hé thdng theo ddi toan cau dé tom lugc lai
moi diém giao théng 16n trén mang. Bién cb 11 tdy thang 9 & My dan
dén nhitng dau tu khong 16 dé cai thién hé thdng goi 14 ECHELON
(BAC THANG) duoc hoat ddng dudi quyén kiém soat cia Cuc An Ninh
Quéc Gia (National Security Agency, hay NSA). Khong ai biét dugc
ECHELON tdn gir thong tin lai bao 1au. Mic di ¢6 vé kho ma phan tich
va phén loai trong tich tic va c6 hiéu qua moi thong tin mang va dién
thoai trén toan cau, nhung NSA tuyén bd 13 ho da thanh cong 90%*.

Theo D6i Hoat Pong Tai Cac Trang Mang

Ngoai ra, hd so hoat dong mang con dugc luu lai tai cac trang mang
ban dén Viéng va trén may dién toan cia ban. Nhiéu trang mang doi hoi
may cua ban phai cai dit cookie. Cookie 1a mot $6 luong thong tin nhd
¢6 chtra thong tin dic biét cua ngudi dung. Thi du, cookie c6 thé ghi lai
dat nude noi ban &, dé sau d6 khi ban dén viéng mot trang mang nao
d6, thong tin cé li€n quan dén nudc ban dugc trinh bay ra. Cac trang
mang cua hing hang khong thudng hay lam diéu nay. C6 nhimng théng
tin khac, chdng han nhu nhiing trang chuyén tiép ma ban da di qua dé
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dén duogc trang mang nay, hodc nhu ngay ca thong tin ca nhan tir trong
méy clia ban. Sau khi luét mang khoang chirng mét thang, c6 thé ban da
c6 vai tram cookie trong may. Poc cac cookie nay cé thé biét duoc thong
tin vé s& thich va hoi doan cua ban. Cookie nam trén may cua ban co thé
dung lam bang chimg rang ban da timg viéng trang mang nao d6. Nha
phuc vu quang cdo trén mang 16n nhat, DoubleClick, ¢ giao kéo véi
hang ngan trang mang va duy tri cookie cua hon 100 tri€u nguoi dung
mang, mdi cookie c6 chtra hang trim chi tiét vé thoi quen luét mang cta
nguoi dung*!.

C6 thé x6a cookie tir may ctia ban. X6a tir chuong trinh luét mang hodc
x6a bang cach vao thing trong mdy truy tim va xéa. Hodc ciing c6 thé
ban sip xép dé chuong trinh luét khong duge nhan bat cir cookie nio hét.
Lam nhu vay c6 thé s& lam cho nhiéu trang mang tir chdi khong cho ban
truy cap, nhung ban s€ dugc bao vé tdi da khong cho cookie xam nhép.
Dung chuong trinh Ccleaner trong cong trinh Security-in-a-Box dé xo6a
cookie tir may*.

Theo Doi Email

Viéce lién lac qua email hoat dong trén nguyén tic ciing gidng nhu viée
ludt mang, chi c6 khac 1a moi birc thu c6 noi den la mot nguoi hay mot
nhém nguoi, va nhimg nguoi nhan ciing két ndi mang qua ISP ciia minh.

% ¢ ﬁ//-
@ E@E‘

ﬁ
y 557
@ National
gateway ISP

National

ISP gateway Internet

» Monitoring email at the ISP and national gateway

Vi vay cho nén rn01 mot 14 thu email s€ phéi di ngang qua ISP cua ban
cong dién toan qudc gia ciia ban, di mot vong trén mang, r01 dén cong
dién toan quoc gia cia nguoi nhan, dén ISP cua ho, ri cubi cung duoc
ho doc. Theo hinh thirc nay, mot 1a thu email cia ban c6 thé bi danh cép &
moi diém luu th6ng chinh trén dudng. Néu ban sdng tai mot nude co lut
phap bao v€ quyeén riéng tu mot cach chat ché, thi luat phap nay khong
¢6 quyén han khi thu ciia ban dén ISP ctia ngudi nhan trong mot nudc co
lut riéng tu va theo ddi hoan toan khac. Nén luu ¥ rang trong khi 14 thu
ctia ban dang trén dudng di tir nwéc A dén nude B, né c6 thé di ngang cau
dan cta nhiéu nude va hang tu nhan khac doc duong.

C6 nhiéu ISP va dich vu email gili mot ban sao cia tat ca thu email trén
may chu cia ho. Poi khi day la loi diém cho ta, vi ta c6 thé mudn moi
lai mot 14 thu da guri cho ta cach day 3 nam. Tuy nhién co thé c6 ké thi
ba doi hoi duogc truy c@p truong muyc email cua ta. Hang Yahoo! da timg
giao lai cho nha cam quyén Trung Qudc théng tin truong muc ctia bon
nha hoat dong dan chu va nha hoc gia Trung Hoa, lam cho ho bi bat va
bi tu toi¥.
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Su Riéng Tu Quéc Té
-- Béo Céo vé Sy Riéng
Tu va Nhan Quyén nim
2004 — Mbi Be Doa cho
Su Riéng Tu.
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http://security.
ngoinabox.org/
ccleaner main
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T6 Chic Gidm Sat
Nhan Quyén — “Cudc
Chay Dua t6i Bay” Vu
DPong Loa ciia Cong
Ty Tu Nhéan trong Vu
Kiém Duyét Mang &
Trung Qudc, thang Tam
2006.
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» Your message or identity can be spoofed by an adversary on the Intemet

SAN LQC VA KIEM DUYET TRANG MANG

Ngoai viéc theo ddi giao luu trén mang, cac chinh phu va hang vién thong
c6 kha nang ngan chin khong cho truy cap mot sb trang mang hoic khong
ché duoc két qua ciia mot cudc truy tim trén mang. Sang loc truy cap thong
tin trén mang thuc chat 13 mot hinh thirc kiém duyét va vi pham cac Piéu
L¢ 18, 19 va 20 ciia Ban Tuyén Ngon Nhan Quyén* trong d6 tuyén bd rang
mdi con ngudi cd quyén tu do tu tudng, ton gido, phat biéu va hoi hop,
cling nhu ty do “...tim, nhan va phd bién thong tin va tu tudng qua bét cir
phuong tién gi va trén bat ké mit tran nao.”

Kiém Duyét Mang

C6 nhiéu qudc gia cAm coéng dan cua minh khéng dugc truy cdp mot sb
trang mang. Thong thuong nhiing trang ndy c6 chira thong tin vé quan
diém va tuyén truyén ton gido cuc doan, ¢ dong va gitip truyén ba tam Iy
khiing bd, hodc chi dé trung bay va phan phdi tranh anh khiéu dam cua tré
em. C6 nhiéu nudc ngin khong cho truy cip nhiing trang chi trich hoic tiét
16 chinh sach cua chinh quyén, thao luin nhiing vin dé nhan quyén hoic
cung cip dung cu dé nguoi dung c6 thé vuot qua duge ki thuat kiém duyét
clia cac nudc nay. Vu dé xuéng OpenNet chuyén nghién ctru cac khuynh
huéng va k¥ thuat kiém duyét va sang loc ndi dung mang & khép thé gigi®.

Fovb bl | Fowvn fgwet | Panfag
'
EY) 0}-;-4}3» ind.all ol u ‘,}..‘J‘v

Access to the requested URL is not allowed!

s O okl gt 0din O 8 5 S8 O) JUt 2 gult i gl
44 Please, 5 oot the fares below € you believe the requested page should met be blocke
Vin Phong Cao Uy Nhén
Quyén cua Lién Hiép
Quéc http://www.unhchr.

ch/udhr/lang/eng.htm

Clabal £D Sy pioad S Upd By ol (3g5 iy it A paps 3 A Sty |3
45 Please, pend ey stz you frel thoudd be Blacked wamg the Slowng foer
http://opennet.net/ ;
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C6 thé ngan khong cho truy cép trang mang bang ba cach thong dung:
chan dia chi IP, lam gid cac ban sao h¢ théng tén mién (domain name
system, hay DNS), va chan cdc URL. Noi don gian, day c6 nghia [a mot
trang mang co thé bi chan theo dia chi mang cua trang, tén cua trang,
hoac hé théng chuyén ddi tén thanh dia chi mang.

Tai mot s6 nudc, kiém duyét mang chi chi yéu 13 do ¢ thai 6 caa ngudi
dung may dién toan, thi du Ia cha me¢ ngan khong cho con céi truy cap
mot s6 loai trang mang, hodc 1a do ngudi quan Iy mang cai dat chuong
trinh sang loc ndi dung vao mot may cua ai d6 hoac vao céng dién toan
mang.

Phan 16n cac qudc gia c6 kiém duyét mang theo ndi dung déu 4n dinh cac
ISP ¢6 trach nhiém cai dat va chay chuong trinh kiém duyét. Cac nudc
khac thi lai kiém duyét tai cong dién toan qudc gia. Moi giao luu phai
thong qua cac tram kiém duyét qudc gia ndy trude khi dén dugc muc
tiéu. Trung Qudc va Pakistan 13 nhirg qudc gia tiéu biéu da cho thi hanh
chuong trinh sang loc, véi nhiéu muc dich va hau qua, tai ca ISP va céng
dién toan*, trong khi Uc va Iran lai ban hanh lut phap bit budc cac ISP
phai kiém duyét mang.

S6 Pen va Gia Mao DNS
Luwu Y: can phai c6 kién thirc cin ban mang hoat dong nhu thé nao trudc
khi doc nhitng phan sau. Xin xem ¢ ‘Phu Luc B — Giai Thich vé Mang’.

Mic du cac hé kiém duyét mang khac nhau vé gia ca va noi cai dat, tat
ca déu hoat dong theo cing nguyén tac. Khi c6 ngudi ding yéu cau truy
cap trang mang nao do, thi trang mang duoc kiém tra theo danh sach céc
trang bi cdm. Néu trang mang nam trong danh sach, thi yéu cau bi tir
chdi. Tuong tu, s6 den co thé chua dia chi IP cua mot sd may chu, va tur
chdi yéu cau duoc dwa dén dija chi do.

[e3%.

| — - !

EL'E

veeeneee AT

www.bbc.co.uk

veeevee D X .,._
‘i alﬁ 1

IP123.123.11.22

e vearsed

www.website.org

Phuong phéap nay sé ngén khéng cho truy cép dia chi IP cia mdt trang
mang. Nhung ngan bang dija chi IP ¢o thé c6 van dé. C6 khi trang mang
muodn chan lai nam trong mot may chu c6 chira vai ngan trang mang, va
may cht nay chi c6 mot dia chi IP. Chén dia chi IP cua trang do6 tré thanh
chin moi trang ndm chung trong may chu dé’.
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Ronald Deibert,

John  Palfrey, Rafal

Rohozinski, Jonathan

Zittrain, eds., Tir Chdi

Truy Céap: Thuc Hanh
va Chinh Sich Kiém
Duyét Mang Toan Ciu,
(Cambridge: MIT Press)
2008.
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“.hon 87% tén mién
dang hoat dong déu dung
chung dia chi IP véi it
nhit 1a mot mién khac,
va hon hai phan ba tén
mién ding chung dia chi
IP véi it nhat 50 mién..” /
Ben Edelman, Céac Trang
Mang Dung Chung Dia
Chi IP: Sy Thinh Hanh
va Y Nghia, thang 2 nim
2003.




AN NINH
DIEN TU VA
BAO VE BON TU

£ REEG AN NS B TRAMY ¥ BN U RN

38
http://www.root-
servers.org/
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49. Phan Tich theo Kinh
Nghiém Viéc Kiém
Duyét Mang tai Trung
Qubc, Trung Tam
Berkman cho Mang
va Xa Hoi, Jonathan
Zittrain va Benjamin
Edelman, 2002.

www.website.org
Trong minh hoa trén, h¢ kiém duyé&t ngan lai moi yéu cau dugc cdp nhat
www.bbc.co.uk.

Khi trang mang dugc dang ky lai hodc sao lai dudi mot tén mién khéc,
thi trang mang c¢6 thé truy cap lai dugc

Nhing quy luét trén ¢ thé ap dung riéng r& hodc chung lai véi nhau dé
tao kha ning sang loc va ngan chin. Cé mot s nudce dya vao cac phin
loai dinh san trong chuong trinh sang loc rdi cho thém nhiing trang méi
vao cach sa‘ip dat, va mot sb nude khac st dung nhiéu doi ngtll nhan lyc
khong 16 dé tham do trén mang va xac dinh ra trang nao phai dugc loc
bo di.

Cudp DNS (DNS Hijacking)

Day la phuong phap dé dua mot yéu ciu clia nguoi ding mang vao mot
trang khac. Khi ban danh vao dia chi cuia mét trang mang ma ban mudn
Viéng, ban dugc ty dong dua dén mot trang khac. Co nhiéu nguoi dung
mang khong hé biét sy khac biét.

s o~
=]
=
r e~ @ = A& ... e et
) teeevveneeas www.bbc.co.uk
.......> g | 2 o
| -
ISP IP123.123.11.22 e :._!J

www.website.org

Ngudi ding mang c6 thé vuot qua ky thuat kiém duyét nay bang cach
danh vao 6 rang dia chi may cha goc la diém tua mien, chur khong phai
danh dua vao mot ban sao c6 luu san tai ISP,

Vao ngay 8 thang 9 nam 2002, ngudi ding mang tai Trung Qudc bi ngan
khéng vao dugc trang chil ciia Google. Thay vi vay, ho dugc dwa dén
mdt s6 trang khac xuat phat tai Trung Qudc. Pia chi trong URL van ghi
la www.google.com®.

Sang Loc Theo Tir Khoa

Mot phuong phap kiém duyét trong ddi méi, nhung dang phat trién va
dugc phd bién 1a sang loc theo tir khoa. Phuong phéap nay duoc thuc
hién béng cach nhan dién mét sd tir hodc cum tir trong trang web (hoac
URL) ma ban mudn vao, rdi chan ludn cac trang web d6. Phuong phap
nay c6 kha nang kiém duyét cic trang mang va nhiing su lién lac qua
mang. Tuy nhién, cach sang loc theo tir khoa hoi don gian; n6 khong
a8



nhiing ngén chédn cac trang web doc hai ma con ca luén nhiing trang
web v0 hai.

Sang loc theo tir khoa c6 thé dwoc bd tri dé ngin cdm khong cho ngudi
lu6t mang yéu ciu duoc truy cip mot trang web c6 chira cum tir ‘human
rights’ (nhan quyén) hoic ‘freedom of expression’ (tu do ngén luén).
Trén thuc t&, nguoi ta c6 thé b tri hang ngan tir va cum tir khéa cho muc
tiéu nay. Mdi khi mot thong diép email hodc tin nhin c6 chira tir khoa
dd duogc bd tri, thi thong diép do s& bi can lai va khong dugce chuyén
dén nguoi nhan, hodc bi lwu lai dé didu tra thém nham truy ra nguoi giri
1an nguoi nhan. Sang loc ¢6 thé dugc thyuc hién tai bit ctt diém nao ma
thong tin di qua trén mang.

8/ + <+ [human rights] eevss P
@ “ eeve O results eeevee

» Certain words in your email could trigger the filtering mechanisms

gateway

Cung mét phuong phap dé duogc ap dung vao cac may truy tim va cac
g dung nhin tin nhanh (instant messenger) nhu 14 Yahoo chat, hoic
Skype Khi ban danh mét cum tur vao Google, cum tir do6 duoc van
chuyen ngang qua ISP (hdng cung cap dich vu Internet) va cong dién
tir quoc gia, truede khi ban nhan dugc Kkét qua. Mot hé thong sang loc co
thé chin bit tir khoa ‘nhan quyén’ ma ban danh di tir may dién toan cia
ban. Vi yéu ciu ctia ban chira tir khoa ‘nhan quyén’ bi chin, két qua yéu
cdu vao trang web clia ban s& 13 “sai”’hodc “khong tim thiy” (no results),
xin xem hinh trén.

Dudi day 1a hinh minh hoa két qua tim chit “falundafa’ (Phép Luan Dai
Phap, 1a mot phong trao ton gido bi cam tai Trung Qudc) vao nam 2004
tai Trung Quoc trén Google.com.

Gaygle
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Gin day, cich kiém
duyét nay di thay déi.
Ngay nay, Google s€
hién Ién mot thong diép
ghi ring chinh quyén
dia phuong khong cho
phép cum tur truy tim
cua ban.

Bé ngoai xem nhu c6 vé nhu Google khong tim duoc bt cir mot thong
tin ndo ca vé dé tai ndy, nhung thuc ra cai thong bao vé viéc khong truy
cap duoc, di duoc goi ra tir chinh phdn mém sang loc chir khong phai
tr Google™.

Hé thdng sang loc trén mang cung c6 thé doc so qua ndi dung cua trang
mang ma ban muén dén, va néu trang mang ¢6 chira bat ctr tir cAm nao
thi n6 s& ngan khong cho ban truy cap dén trang mang do.
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» A screenshot of the Chinese Internet hijacking the www.google.com DNS
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2.6 VUQT QUA KIEM DUYET 2 6

VA SANG LOC MANG

TOM TAT

1. C6 thé vuot qua kiém duyét mang bang mot sé phan mém va phwong
phap. Céc cach pha khac nhau ¢ su phuc tap, murc xac suat bao dam
su thanh cong trong viéc doi pho voi hé thong kiem duyét ciia mot

quoc gia nao do.

2. C6 thé khic phuc k¥ thuat sang loc theo tir khéa bang cach ma hoa.
3. C6 thé ding tram proxy dé luét mang ma khong bi giéi han hodc dé

lai dau vét.

4. Ngay nay c6 nhiéu cach dé vuot qua kiém duyét mang. Ban can phai
biet cach udc luong kha nang img dung va phuong thurc hoat dong cua

mdi cach dé thich tmg véi nhu cau va hoan canh.

Chuong nay s& mo ta nhiéu phuong phap dé vuot sy kiém duyét mang va
dé phong bi sang loc tir khoa. Noi mot cach khac, chuong nay s& giai thich
cach truy cap nhiing website bi chan, cach giit kin diéu ban doc hodc gui
di trén mang dé khong bi theo doi, va cach hoat dong an toan trén mang.
Néu ban khong chuyén vé k¥ thuat, thi trude hét ban nén xem lai chuong
truge vé ‘Theo Ddi Trén Mang’ va phu luc ‘Giai Thich vé Mang’ dé hiéu
1& duge phan nay.

C6 nhiéu dung cu dudi dang nhu liéu va phuong thirc dé gitip ban vuot
qua nhitng hé thong kiém duyét mang dang dugc thiét tri>'. Chuong nay s&
gidi thiéu dén ban mot sb it dung cu va phuong thirc. Theo thoi gian, chinh
nhitng dung cu va trang web hudng dan cach vuot hé thong kiém duyét
nay ciing co thé s& bi dia phuong ban kiém duyét. Bé duy tri quyén tu do
ngon ludn va tu do 1ap hdi trén mang, ban s€ phai tu di tim nhitng dung cu
va trang web méi ma c6 chirc ning twong tw. C6 thé tim bang cach truy
tim that nhiéu noi trén mang va bang cach trao ddi véi nhitng nguoi trong
hoan canh tuong ty. Muc dich ctia chuong nay la dé cho ban nhan thirc
duoc 13 c6 nhimg dung cu va cach thirc dé sir dung trong twong lai.

Tré Lai Van Pé Kiém Duyét

Kiém duyét mang co thé thuc hién duoc 1 nhd vao chinh nhitng co sd ha
tang ciia mang va mang ludi toan cau. C6 nhiéu qudc gia cam khong cho
dan ching truy cip mot sb trang web bang cach cai dit ‘danh sach den’
(black list) tai diém xudt nhap ctia mang, tirc 1a cong (gateway) dién toan
qudc gia. Cac danh sach nay gdm c6 tén cac trang web (URL ciia trang) va
thuong 1a dia chi IP ciia may thau mang dang 1am cha nha cho cic trang
d6. Khi ban yéu cau duoc truy cap trang bi li€t vao danh sach den, yéu
cAu cta ban s& dugc céng dién toan duyét qua va tur chdi. Yéu ciu ciia ban
dugc ghi nhén lai va ¢ thé sau nay duoc sir dung nhu bang chirmg nham
din dén mot sy tring phat.

Diing Tram Proxy Pé Lién Két

ONA

ONVIN DOTHNVS VA LIANA WA VN0 L
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Xin xem thém bai hudng dan
va dung cu pha kiém duyét
ctia cong trinh The Sesawe
tai  https://www.sesawe.net;
‘Cach Vuot Qua Kiém Duyét
Mang’ cua FLOSS Manuals
Community Members tai
http://en.flossmanuals.
net/CircumventionTools/
Introduction va ‘Dung Cu
An Ninh Dién Tu’ tai http://
security.ngoinabox.org/
chapter-8
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Danh sach den chi ¢o6 hiéu lyc khi ban yéu cau duge truy cép truc tiép mot trang
mang. Néu ding mét nhan vat thir ba thu thap gitim ndi dung cua trang, thi danh
sach den trg nén vo hiéu luc. Hon mét thap ky qua, cong déan mang song tai
nhitng dia phuong bi klem duyét mang da va dang dung dich vu thong dich va
dur trir thong tin dé gian tiép truy cip mang. Con nhung ngucn khéac thi dya vao
tram proxy nic danh (tram nay c6 muc dich ban dau la dé che day khong cho
ban bi trang mang nhan dang) ngay nay dung dé che gi4u noi ban mubn that sy
cap nhat ma khong bi hé thong kiém duyét sang loc di.

Néu ban khong duoc phép truy cip www.bbe.co.uk tir dit nude minh, thi ban co
thé ding mot may khac (tram proxy) dé thu thap ndi dung cua trang mang giim
ban. Tram proxy nay s& niam tai mot qubc gia khac ma khong bi giéi han boi
nhing luat kiém duyét cta dia phuong ban. Ddi v6i hé kiém duyét, hanh dong
ctia ban chi 14 truy cip mot may (hodc trang mang) khong ndm trong danh sach
sang loc ctia hé théng kiém duyét ma thoi.

C6 hang ngan tram proxy nhu vay, dugc bo tri bang nhi€u cach, va st mang cua

cac tram la lam trung gian gilta may ctia nguoi sit dung mang va trang mang.
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www.bbc.co.uk

Minh Hoa 15: D6i tir mét két néi bi kiém duyét dé di qua tram proxy.

Dich vu tram proxy c¢6 nhiéu hinh thirc khac nhau. Piéu quan trong 12 ban phai
phan biét dugc chirc ning va an ninh cua tram proxy. Nén nhd riang vao bt cir
lic nao, ban ciing khong thé kiém soat duoc phuong phap lién lac hoac su kin
d4o trong mbi lién két g1u’a tram proxy da chon va trang mang mudn truy cap.
Chu?O'ng nay co lién quan dén nhung phuong phap vuon t61 mot tram proxy hoat
dong tbt va thoat khoi ky thuat kiém duyét cua quéc gia.

Tram Proxy Nac Danh (Anonymiser)

Dang tram proxy don gian nhit ciing dugc goi 13 tram proxy nic danh. Phan
mém cho hoat dong tram proxy duoc cai vao trong trang mang, dé qua trang
d6 ban ¢6 thé truc tiép duyét mang. Mac du ban dau tram proxy nac danh dugc
tao ra dé che khong cho cac trang trén mang biét noi ban xuit phat, nhung tram
proxy nic danh ciing duoc ding dé che gidu noi ban truy cip trén mang.

O - -
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Proxy server

Minh Hoa 16: Khi dimng tram proxy ndc danh, trang mang dwoc ban viéng khéng biét duwoc
xudat xu (dia chi IP thdt) ciua mdy ban. ISP khong biét dwoc muc tiéu thuc sy cua ban.
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C6 vai tram proxy nic danh kha ndi tiéng nhu sau:
B http://www.anonymizer.com
http://www.anonymouse.org
http://www.the-cloak.com
http://www.peacefire.org™
http://www.stupidcensorship.com

&

Ano_nWWW

Enter URL:

Surt anonymo u<fv

yahoo

for example: "http:/Mww y.com”

Tuy nhién, vi cc tram proxy nay rat ndi tiéng, nén nhiéu qudc gia
¢6 thi hanh kiém duyét mang ciing ngan chin khong cho truy cép cac
tram nay. Nén nhd rang néu lién két dén mot tram proxy phai di qua
mot duong day truy cap mé (HTTP chir khong phai HTTPS — xin xem
chuong sau dé biét thém chi tiét), thi thong tin giri va nhan qua dich vu
tram proxy van khong thoat khoi sy theo ddi.

St Dung Dich Vu Tram Proxy Pa Ma Héa

Mot duong ham ma héa duoc tao ra gilra may ban va tram proxy ban
chon st dung. Ky thuat theo déi mang khong thé nhin théy dugc thong
tin dugc gui va nhan qua dich vu nay, ma chi théy duogc 1a ban dang st
dung dich vu. Dung tram proxy da ma hoa lam tang thém sy kin déao
cho k¥ thuét pha kiém duyét va nén duoc ding trong moi trudng hop.
Tuy nhién, nén luu ¥ nhitng vy tin cong Ké-Trung-Gian (Man In The
Middle) (xin xem chuong sau) va nén biét rang thong tin ban giri va
nhan thi khong gidu dugc chinh tram proxy.

..v

.
.
.
B
.
"
.
Proxy server .

A

-

www.bbc.co.uk

ISP

Minh Hoa 17:Ma héa sw lién két dén tram proxy qua SSL.

Dich Vu Vuot Kiém Duyét Ciia Tw Nhian

bay la nhung tram proxy, do ban bé hodc ddng nghiép sip dat tu trong
nhiing quéc gia khong c6 kiém duyét cac trang mang ma ban mudn truy
cap. Dung céac tram ndy ciling twrong tw nhu ban ¢ cdng riéng dé truy
cap mang ma khong bi gidi han. Loi diém chinh cta céc tram vuot kiém
duyét tu nhan nay 1a ho dung mang Iudi tin nhiém, tirc 1a mt nhom ban
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Cac nha hoat dong tai peacefire.
org thudng xuyén thay ddi dia chi
cua tram proxy, vi 1€ tram bi mét
s6 nude chin lai. Ban c6 thé ghi
danh vao trong danh sich email
cia trang ndy dé duoc nhén dia
chi cta nhiing tram proxy moi
tai http://www.peacefire.org/
circumventor/
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“" “ I " " bé hodc dong nghiép chia s& tai nguyén may dién toan dé giup d& nhau.

i "RTT, Mang ludi trén 1am tang sy kin d4o vi ly do khong ai khac ngoai mang
DIENTU VA DTN Al L LA n A s -
BAO VE B TU Internet bict dén va s€ lam cho k¥ thuét kieém duyét kho co6 thé kham pha
£ NN LA TR RN R va cho tén ho vao danh sach bi chan.

Mot thi du vé tram vuot kiém duyét tur nhan 1a Psiphon® — cho phép cai
dat chuong trinh tram proxy trén bat ctr may nao chay Windows. Psiphon
dya vao cac mbi quan hé tin nhiém giita nhimg nguoi mudn gitp do ban
bé con dang séng trong dit nudc bi kiém duyét mang. Tram proxy s& tao
ra chi tiét dang nhap cho ngudi ding, gdm c6 dia chi IP ciia may dién
toan, tén ngudi dung va mat khau hop 1y. Nhiing chi tiét nay s& duoc giri
dén ban bé hodc ddng nghiép cua ban, va nhitng ngudi ndy s& ding cac
chi tiét d6 dé két ndi voi tram proxy Psiphon va duyét mang qua tram.
Mic du rat dé cai dat, Psiphon bét budc ban phai truy cdp dugc modem
va c6 thé bd tri modem dé cho phép ban cua ban c6 thé két ndi dén tir
Internet. Tram Psiphon con cung cip ‘Hé Thong Chuyén Giao C6 Trat
Tu’, mdt dich vu cung cép ndi dung cac trang mang bi chin cho du ban
khong c6 ban bé hay dong nghiép cung cip cho ban tram proxy>*.

psiphon

» Psiphon adds another search bar to your browser screen. You should type all your addresses in there now

< - h VP B0 B e a0 a0 Syt h e e bee st AeFeaders a0y al=| Gre K2 EREY
1i Theowt Line

Defenders of human rights defenders
» The Psiphon CGI proxy will fetch websites for you that may be blocked in your country

Minh Hoa 20:Psiphon bo thém m¢t thanh truy tim vao trinh duyét mang. Ban nén danh
ngay tat ca cac dia chi mang vao do dé Psiphon di thu thdp cdc trang mang bi chan tai
dat nuoc ciua ban.
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http://www.psiphon.ca/
node/16
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http://www.psiphon.ca/
node/17
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Phin Ky Thuét
Peacefire Circumventor®® — cho phép ban tu tao ra tram proxy ri€éng gianh =

cho nguoi khac dung. Ban s& can mot may chuyén 1am tram proxy, va
mot lién két mang dé cai dat va chay tram nay. Ban nén cai dat tram tai
mot quoc gia khong c6 ap dung sy kiém duyét mang. Céc chi tiét dé ket
ndi dén tram proxy nay s& duoc giri dén cho nhitng nguoi dang séng
trong cac qudc gia co kiém duyét mang.

Mang Ao Riéng (Virtual Private Network)

Mot cach khac dé vuot qua kiém duyét mang 1a ding mang 4o riéng
(VPN). Pay chang qua 1a mot mang van phong duoc mé ra bang ngang
qua Internet. C6 nhiéu t6 chirc ding VPN khi ho muén nhan vién dugc
truy cdp vao network drive va tai nguyén noi bg, trong khi nhan vién
khong c6 mat tai van phong. VPN tao ra mdi lién két duoc ma hoa dén
may chu trung tim va chuyén giao thong tin giri va nhan tir may tinh qua
lién két nay. Cho nén néu may chit VPN nam trong qudc gia khong co
kiém duyét mang, thi ban c6 thé dung dich vu nay dé chuyén giao thong
tin mang qua may.

0nA

Freedom® va HotSpot Shield*’ 1a nhitng vi du cu thé cho phép ban truy
cdp VPN cua ho dé vuot qua kiém duyét. Ban sé duogc cung cép chi tiét
dang nhap va chuong trinh dé két ndi v6i may cua ho. Xin luu ¥ rang
phuong phéap nay chi c6 cong dung dé muc tiéu ban mudn dén trén mang
duoc che gidu khong bi kiém duyét tir chinh nudc ban, chir khong che
gidu duoc chinh nhitng ké cung cip céac dich vu nay.

Dung Nhitng Trang Mang An Danh (Anonymity Networks)

Con mot cach nira 1a vao cac mang ludi an danh c6 trén Internet trudc
r0i méi truy cip vao trang web ban mudn. Ludt Internet bang céc trang
web an danh nhu thé nay s& giup ban nguy trang danh tinh that ctia ban
va c6 thé vo hiéu hoa hé thdng sang loc va luu trit thong tin dién tir tai
qudc gia ban 6.

Mbt mang ludi 4n danh ma ban c6 thé xir dung 14 trang Tor (http://torpro-

é? ....... > g' ISP . AR
‘ - -}
ISP g g - 55
i http://www.peacefire.

P www.website.org
IP org/circumventor/

» Anonymising your Internet presence on the TOR network simple-circumventor—
instructions.html
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http://www.your-
freedom.net/
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http://hotspotshield.
com/
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ject. org) Tor 14 tir viét tit cho The Onion Router. Trang nay c6 mot doi
ngii hé tro Vlen va cdng tac vién trén khap thé g101 cho nén co thé giao
dich bang rat nhiéu ngén ngir khac nhau. Khéi dau né dugc trién khai boi
Phong Nghién Curu cua Hai Quan Hoa Ky (US Naval Research Labora-
tory) dé tro gitip cac dich vu qudc phong va tinh bao bang cach cho phép
lién lac 4n danh qua Internet Hién nay, trang Tor duogc bao tri boi mot
nhém cac chuyén gia 4n danh va an ninh trén toan thé gi6i.

Mang lum Tor van hanh dugc nho mot hé thong server (6 dién dai) 10rn
cung cap boi cac tinh nguyen vién trén toan thé gidi. Hién nay, co gan
mot nghin dién dai nhu thé. Khi ban vao mang luéi Tor, ban s¢ dugc
cung cdp mot mach dién ngiu nhién (random circuit) qua ba hodc nhiéu
hon ba 6 dién dai cua Tor, dé qua d6 ban dugc trao nhitng bd chia khoa
ma hoa c4 biét tai mdi 6 dién dai. Cach nay bao dam rang khong mot 6
dién dai nao, ké ca nhitng 6 dién dai ma ban xir dung, c6 thé 1an mo va
tim ra noi xuét phat, va noi dén cua ban. Hay hinh dung viéc ban giri mot
bt thu dén mot ngudi ban. Nhung, ban khong guri truc tiép, ma giri buc
thu Ay qua mot chudi phong bi thu khac nhau véi nhiéu dia chi khac nhau
trén moi phong bi thu. Khi birc thu duoc giri tir noi nay sang noi khéc,
nguoi nhan s€ khong thé nao biét duoc nguén géc va noi dén that sy cua
14 thu. Néu mot trong nhitng ngudi nhan mudn doc thu thi ciing s& khong
thé doc dugc nodi dung, boi vi nd dugc ma hoa va cAn ¢ mdi luot hai dia
chi ngudi nhéan (6 dién dai) dé tao nén chia khoa giai ma nham giai ma
burc thu. Khi ban xir dung Tor, ISP hodc nhiing co quan giam sat qudc
gia khong thé biét ban truy cap vao trang web nao vi Vay khong thé ngan

can ban. Con trang web ma ban viéng ciing s& khong biét ban dén viéng
tu dau. Hién nay, c6 hon mot tram nghin khach hang xur dung mang ludgi
Tor dé gia ting su riéng tu va duy tri tinh 4n danh khi ludt mang. Ban
ciing c6 thé xtr dung ban di dong cta Tor véi tén goi 1a Tor Browser. Ban
nay khong can phai cai dit vao may dién toan, va c6 thé di chuyén bang
thé nhd USB (USB memory stick), rat hitu dung khi phai ding may dién
toan ¢ quan ca phé hoac may ctia nguoi khac.

Mang lu6i Tor cling rat hiru dung & lanh vyuc vuot thoat khoi kiém duyét,
nhung tinh 4n danh rat manh cta né s& trd thinh mot khuyét diém khi
ban dung né dé luu hanh nhimg bai viét, vi du nhu trén Wikipedia, mot
trang rat da dang va md. Ban phai kiém tra néu trang web ban muén vao
c6 thé van hanh song song v&i Tor. Va diéu quan trong 13, khong nén
dung Tor dé truy cap vao cac truong muc Internet khong an ninh. Boi vi
Tor chi bao vé trang thai in danh ciia ban khi lu6t net, chtr khong bao
dam an ninh cho ban.
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Xuét Ban bai viét An Danh trén Internet

Céac ban nao s& hitu trang dan bao (blog) hoac dong goép bai vé cho mot
blog, hay mot dién dan trén Internet can luu ¥ ring sy 4n danh cta ban s&
khong duoc bao dam néu ban chi don thuin ding bi danh khi dang nhap.
MG&i bai viét trén blog déu co dia chi ciia may dién toan giri bai dén, va
nhitng ISP thuong luu lai tat ca dia chi nay. Vi vay, néu ban mudn phé
bién nhitng thong tin nhay cam trén Internet, ban phai that can than dé
khong bi phat hién. Bang cach xir dung nhirng mang ludi proxy nic danh
va cac mang ludi an danh, ban ¢ thé nguy trang dia chi IP tir may vi
tinh cta ban. Vi du, bang cach xir dung proxy SSL, ban c6 thé 1én tai bai
viét ctia ban 1én Internet ma khong s¢ bi 1§ danh tinh that. Dé c6 thém
théong tin twong tin trong linh vwc nay, xem phin “Hwéng Din cho
cdc bloggers va Cic Nha Bit Dong trén Mang.”
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2.7 MA HOA TREN INTERNET 27
TOM TAT

1. Céc thong tin ma ban giri hoac nhan trén Internet truyén tai dudi hinh
thitc mé&

2. Mot vai trang web co thé giup ban bio mat thong tin bang cach xay
dyng mot hanh lang dé ma hod thong tin khi truyén tai gitra chung va
may dién toan cta ban.

3. Hanh lang nay dugc thanh 1ap mdt cach ty dong, duwoc ban xac nhan
chinh danh va c6 nhiing chirc nang dac biét nham giup ban biét duoc
su hién dién cua no.

4. Heé thong an ninh nay van c6 thé bi xam nhdp qua cudc tan cong mang
tén Nguoi Trung Gian (Man-In-The-Middle)

5. Ban phai that than trong xac minh lai nhitng chitng chi an ninh tir cac
trang web cung cép nhitng duong két ndi da dugc ma hoa san.

Mai ho4 da va dang tré thanh mot trong nhitng bién phap cudi cing dé bao dam quyén
riéng tu trén Internet. N6 cho phép chiing ta bao dam duogc rang khong mot ai co thé
doc duoc nhitng tin nhan va nhitng thong tin trao doi trén Internet, ngoai trir ngudi
duoc chi dinh. Mot 16p boc an ninh dé phuc vu cho cong tic ma hod thdm chi con
duoc lép dat vao co so ha tﬁng Internet (Internet infrastructure) dé bao mat nhitng trao
d6i vé tai chanh. Lép boc an ninh nay c6 tén 1a Secured Sockets Layer, dai y nghia 1a
V6 Boc An Ninh, dugc viét it thanh SSL. Lic vira chao doi, SSL bi chéng doi di doi
boi chinh phi Hoa Ky. Khi 4y, ca ba nganh trong chinh quyén lién bang Hoa Ky (Lap
Phap, Tu Phép, Hanh Phap) déu ngin cam tit ca nhimng dich vu ma hoa bang SSL,
néu sy ma hoa d6 tao khé khin cho kha ning giai ma. Dan dan chinh sach nay dugc
ndi 1éng, nho vao su nd luc lién két ddu tranh coa nhitng nha toan hoc va nhitng nha
van dong trong thoi ky vai tén goi 1a “Crypto Wars, tirc nhimng cudc chién vé ma hod.

LUANYHLNI NTI.L YOH VI

Ngay nay, SSL dugc xir dung rong rai khip moi noi trén Internet. Cai lgi cia SSL
trong cac dich vu dién thu mang (webmail) la & chd k¥ thudt nay da dugc cai dat sdn
trén Internet, cho nén nhitng luat phap qudc gia nham han ché viéc ma hoa thong tin
khong thé ap dung duge. Noi cach khac, néu mot quoc gla cho phép Internet hién
dién trong trong pham vi lanh thd ctia minh thi quoc gia Ay chap nhan sy hién dién
cua SSL, boi vi SSL duge xtr dung rong rai trong tat ca cac hoat dong trén Internet.
Nhiing té chire cling co thé (va ho thuong 1am vay) cung cip cac dich vu dién thu ndi
bd, cling dugc bao vé boi SSL. Day la cach tdi thiéu ngay nay dé c6 duge mot mire
d6 riéng tu thich hop khi trao d6i thong tin trén Internet.

Su hién dién va van hanh cia SSL khi két n6i vao mét trang web c6 thé dugc xac dinh
mot cach cu the boi cac yéu to noi bat sao day:

l* hitps:/imal.riseup net/ : L]

* Dia chi cia trang web bt dau vai https:// (mau ty ‘s’ dai dién cho secure, tirc
bao mat).
* Ky hiéu cia méot b khoa nhé sé& xuét hién & address bar hodc bén dudi cua tool bar,
tuy thudc vao Internet browser ctia ban.
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ISP

Diéu nay c6 nghia 1a trang web ma ban dang xem va Internet browser da thoa thuan
dé thanh 1ap mot hanh lang chung dugc ma hoa dé trao doi thong tin. D¢ tim hiéu
thém tinh bao mat cia cach nay, ching ta hay tim hi€u cach van hanh ctia SSL.

Chirng Nhén SSL (SSL Certificate)

Heé théng SSL van hanh theo quan niém Public Key Infrastructure (PKI), nghia
1a hé thdng chia khoa cong cong. Tat ca cac trang web mudn sir dung ma hoé
bang phuong phap SSL phéi c¢6 duge Ching Chi SSL (SSL Certificate). Internet
browser ctia ban lién lac voi tong dai mang (web server) va ma hoa tat ca dit liéu
trao dbi giit hai phia. Su viing chic ciia ma hod d6 tiy thudc vao ching chi SSL
bén phia web server. Tiéu chuén an toan trén Internet hién nay 1a 128/256 bits, du
manh dé ddi pho véi hau hét cac tinh hudng xau.

Internet Browser cta ban (néu la Internet Explorer hay Mozilla Firefox) ¢6 sin mot
danh sach cac Uy Quyén (Certification Authority) dé trao Ching Chi SSL. Néu
ban ludt vao trang mang nao ¢ cai SSL, thi browser ctia ban s& tr dong kiém tra
lai xem Chu:ng Chi SSL d6 dang tin cay hay khong, do Uy Quyén nao trong danh
sach cung cip. Mdi chimg chi SSL chtra dyung it nhit cac dit kién sau day:

*  Chia khoa giai ma ctia chi nhan (may dién toan)
e Tén that hoac bi danh ctia chi nhan

«  Ngay hét han cta chimng chi

« Mish cua chung chi

«  Tén cua td chirc cung cép ching ch1

«  Chir ky dién tir cua té chirc cung cip chimng chi

Néu Uy Quyén cép ching chi SSL khéng c6 trong danh sach, hodc néu nhirng chi
tiét trong chimg chi SSL khéng dn khop véi nhitng ching chi trong danh sach, thi
didu nay c6 thé giy ra mot mdi au lo vé an ninh. Vi vay, browser cua ban s& phat ra
mot ban canh bao va cho phép ban giam dinh lai chirng chi. Xem céac hinh bén dudi:

Luwu Y: Céc hinh nay s& khong tu dong hién 1én néu ban dung Internet Explorer 6
hodc thdp hon. Trong truong hgp do, ban can thiét 1ap chon lya sau day:

Chon: Tools > Internet Options
Nhac chudc: Advanced

Kéo xudng danh sach (scroll down) dén phan “Securiy” dén khi ban thiy mot 6
trong va dong chit “Warn about invalid certificate”ké bén. Hay nhan chudt (click)
vao 6 vuong do.

Néu ban dung Mozﬂla Flrefox cling ¢4 thé gap phai truong hop trén, mic dau man
hinh s& khac, nhung vén dé van giéng nhau. O cé hai trudng hop trén, ban ciing thé
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kiém tra lai chimg chi (examining the certificate) va sau d6 quyét dinh
chap nhan no6 hay khong. Néu ban khong chap nhan, ban s€ khong dugc =
truy cap vao trang web ban mudn. Néu ban chap nhan né (“Accept this

Eenerall Sec:urityl F'rivan::yl Eu:untentl Eannectinnsl Programz Advanced

Settings:

{3 Just dizplay the results in the main window ﬂ
{23 Just go to the most ikely site
Security
Check for publisher's certificate revocation
Check. for server certificate revocation [requires restart)
Check. for signatures on downloaded programs
Do ot zave encrppted pages to disk
Empty Temporary Intermet Files folder when brovezer iz clozed
Enable Integrated Windows Authentication [requires restart)
[ Enable Profile Assistant
Jze S5L 2.0
Jze S5L 3.0

Use TLS 1.0 E
“Warn about imvalid site certificates =
Warh if chanaging between zecure and not secure mode Q
“Warr if forms submittal is being redirected hd :
4| | b =
%)

Bestaore Defaults | E

Illustration 25: g

Advanced  Internet §

] Cancel | Apply settings of Internet =

Explorer !

Security Alert x|

Information you exchange with this site cannot be viewed or
changed by others. However, there is a problem with the site's
security certificate.

3 The security certificate was issued by a company you have
not chosen to trust. View the certificate to determine whether
you want to trust the certifying authority.

o The security certificate date is valid.

o The security certificate has a valid name matching the name
of the page you are tving to view.

Do you want to proceed?

Hinh 23: M6t canh bao
tir chirng nhan SSL cua
Internet Explorer
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Hinh 24: Canh bao cua
Mozilla Firefox

Website Certified by an Unknown Authority x|

Unable to verfy the identity of mal.frontinedefenders.org as a trusted ste.
)

——  Possible reasons for this error:
- Your browser does not recognise the Certificate Authority that issued the site’s certificate,
- The ska's certficate is incomplete dus bo a server misconfiguration.
« You are connected to a ske pretending to be mal.frontinedefenders.org, possibly to obtain
your corfidential information,

Please notify the site's webmaster about this problem.

Befora accapting this cartficate, you should examine this site's certificate carefully. Are you
wiling to to accept this certficate For the purposs of identifying the Web site
mall . fronthinedefenders.org?

Examine Certificate, ., I

" Accept this certificate permanently
(¥ Accept this certificate temporarly for this sassion
(" Do not accept this certficate and do not connect to this Web ste

oK I Cancel |

certificate permanently” & Mozilla Firefox), thi chtng chi va Uy Quyén ctia nd
s& duoc luu vao danh sach tin cay trong may di€n toan cua ban, va ban sé khong
dugc thong bao dé chap nhan mot ching chi nhu thé trong tuong lai.

Luru Y: Céc thé hé browser khic nhau c6 thé dua ra 10i canh bao khac nhau. Tuy
nhién nhiing cdn ban k¥ thuat va phuong cach ting pho déu giong nhau.

Néu ban can xac minh chung chi SSL Iai, thi ban nén thau hiéu nhitng yéu td
ndo can luu §. Yéu t6 chinh dé nhan dién mot chimg chi SSL (thdt) la dau tay
(ﬁngerprmt) cling thuong goi la thumbprlnt (day tay Cal) Dau tay ¢ ddy that ra
1a mot ma so dién tir dac biét ma moi chung chi SSL déu c6. Chi khi xac minh
duogc dau tay that thi ta méi c6 thé an tdm riang chimg chi SSL 1a chtng chi that,
va that sy di duoc cung cip bdi cac chii nhan cua trang web ma ban dang xem.
Pé x4c nhan chinh danh cta nod, ban cin phai lién lac voi cht nhan cua trang
web dé d6i chiéu dau tay truc tiép, hodc gian tiép qua dién thoai, fax va Internet
chat.

Mic dau nghe 6 vé rat phlen phirc, nhung rat can thiét dé c6 mot mirc an ninh
t6t. Phan ké dén trong tiéu dé nay s& giai thich nguy co bi 16 ciia ban néu ban
khong lam thém quy trinh nay.

Néu dau tay khong an khép, xin dimg chap nhan nbi két. Ban s& khong truy cap
dugc va trang web nhu y mudn, nhung di€u nay s€ bao vé ban khong tr¢ thanh
nan nhan cua cudc tan cong Ngudi Trung Gian (xem bén dudi).

Pién Thu Pwoc Bao Mat (Secure Email)

Tuy tmg dung SSL da duoc gai dit ¢ co so ha tang cia Internet, nhung né khong
bao dam an toan cho cac duong két ndi vao truong muyc dién thu c4 nhan trén
Internet. Viéc nay ciing ap dung cho webmail (dién thu trén Internet toan cau,
nhu ctia Google hoac Yahoo) va hosted email (dién thu ndi bd danh rién cho
thanh vién ctia mot to chure). Mot vai dich vu webmail ¢6 cac bién phap bao dam
an toan mién phi 1a:
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*  https://mail.riseup.net

*  https://bluebottle.com

*  https://fastmail.fm

*  https://mail.google.com (an option in ‘Settings’ can force an SSL
connection)

Nhitng dich vu webmail nay cho phép ban truy cdp vao truong
muc dién thu clia ban vdi duong két nbéi d3 dugc ma hoa dé ban
trao dbi thong tin mdt cach an toan hon. Mac diu cac dit liéu
trao d6i van c6 thé bi sang loc hodac giam sat, nhung hdu nhu

2
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Hinh 26: Thong tin trén
chung nhan SSL cua Internet
Explorer

Hinh 27: Thong tin chung
nhan SSL ctia Mozilla Firefox
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“" “ I " “ khong cach nao dé ké gian c6 thé doan ra ndi dung hodc giai ma dugc thong tin ma

nlEN TU VA ban trao dbi.

BAO VE B TY S A A A NV A N
smmi nensmusnunei— Quan trong hon, nho cach nay ma viée doc va viét dién thu dugc bdo dam an toan

cao hon. Khi dung véi mot mat khiu tét (xem chwong vé Mat Khau), né gan nhu

tuyét dbi bao dam an toan khi trao d6i thong tin qua Internet. Viéc ghi danh dé c6
truong muc v6i nhitng dich vu nay khong khéc gi so voi cach ghi danh dé mé truong muc dién thu trén
Yahoo hay Hotmail. Xin luu y ring hau hét cac nha cung cp dién thu (webmail provider) khong cung
cap duong két nbi SSL véi than chu ctia ho. Cho nén, phai luu ¥ st dung cac dich vu bao an dién thu
nhu néu trén dé bao dam sy an toan khi trao ddi thu tin trén Internet.

Chu ky an toan dién thw

Ban hay nghi rang

nguoi nhan dién thu "

ctia ban c6 thé khong

ding cdc bién phap ~./ S >
an toan twong ty nhu &

ban khi truy cap vao

truong muc thu tin

dién to cua ho. Vi HTTPS

vay, ngay khi bac dién
thu cua ban dugc gui
dén mang thu tin cua
nguoi nhin, no s€ co
xu hudéng theo tiéu
chudn an ninh mang
cuia nguoi nhan, do nguoi nhan da cai dit trén may cua ho. Néu nguoi nhan két ndi vao mang dé vao
truong muc dién thu cia ho mdt cach cdi mo, thiéu than trong (khong ma hoa), ké gian tai noi cung
cép dich vu mang, hoac tai céng dién tur quéc gia co thé trom ludt nhin hodc doc toan bd birc dién thu
do ban gui.

e @

B cecccicicnens plgng

http://www.website.org

ssL e @

s o P lgn-

https //www.website.org

SSL
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Dé bao dam va duy tri an ninh va sy riéng tu véi mire do cao khi lién lac bang thu dién thu, ca hai
phla pha1 dugc két n01 an toan dén tong dai dién thu (maﬂ server), bang cach nay hoac cach khac co
thé. Néu sy mong mudn cua ban 1a “thoat khoi” sy kiém soat tai quoc gia, noi ma ban g01 dién thu
di, hodc néu duong truyen dién thu gilra ban va nguoi nhan tuyét ddi an toan va khong can chu tam
thi ban c6 thé khong chu ¥ dén vi du duéi day. Nhung, hiy nhé dé duy tri chu ky an toan riéng tu va
an ninh gita cac mdi lién lac, ban phai ludn luén hinh thanh mot md hinh va rén luyén k¥ ning an toan
mang that tdt.

Tinh chét an toan cua phwong phéap nay c6 thé dugc cai thién thém néu ca hai phia xtr dung dich vu
dién thu SSL (SSL webmail server) giong nhau (nhu RiseUp, Bluebottle).

bién thu thuong di chuyén trén mang gilra cac server, thuong khong duoc ma hoa va c6 thé d& bi doc
1én. Va hay quan tim dén van de an ninh hon néu ca ha1 (nguoi gul va nguoi nhan dién thu) cung xur
dung dich vu SSL webmail giéng nhau. Béi vi tuy rang duong nbi két vao truong muc dién thu cia
ban dugc mi hod, nhung vi webmail server luu trit va diéu phdi nhitng birc dién thu ctia ban, cho nén
nhitng trao dbi bﬁng dién thu ctia ban van c6 thé bi 16 néu nhan vién quan ly webmail server ¢d tinh
d6t nhap, hoac webmail server bi tin tic (hacker) tn cOng. Ban cod thé tim hiéu vé mirc d6 an ninh va
su kha tin cua nha cung cip webmail ma ban dang xir dung, ciing nhu vi tri cia nhitng server phuc vu
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Sender Recipient

» All-raind SSL encryption in email communications
cho dich vu webmail d6. Nhirng yéu t6 ndy c6 thé tré thanh mot van dé 16n néu chinh phu
s0 tai, vi du nhu chinh phu Hoa Ky, ban hanh phép I¢nh tich thu cac server va nhiing thong
tin va dién thu bén trong. Nhitng webmail server néu trén duoc dit tai cic qudc gia sau dau:

*  https://mail.riseup.net — Hoa Ky

*  https://bluebottle.com — Anh quoc

*  https://fastmail.fm — Hoa Ky

«  https://mail.google.com — nhiéu mang cuc bd bao gdbm Hoa Ky, Uc, Nam Han va Trung
Quoc

Phuong thtrc bdo vé€ dit liéu (trong truong muc dién thu) cua ban da va dang dugc ban phat
boi mot s dich vu webmail. Gan day, ban khong nhimng c6 thé sir dung mot kénh an toan
dé trao dbi dién thu, ma con c6 thé ma hoa thong tin cta ban trén cac server nita. Tom lai,
truong muc dién thu cua ban chi c6 minh ban mai co6 thé truy cép va md thu.

Con dién thu giri dén ngudi nhan nao c¢6 truong muc dién thu tring v6i nha cung cp cua
ban, thi birc dién thu 4y c6 thé dugc ma hoa dé bao dam duoc an toan. Nhung viéc nay doi
héi ban can mot duong két ndi vao Internet tuong ddi nhanh, bsi vi mdi 1an ban truy cap
vao truong muc dién thu cda ban la mdi lan mot chuong trinh ma hod dit li¢u s€ ty dong
tam thoi tai vao may dién toan cua ban. Ban c6 thé tao truong muc dién thu, mién phi, loai
nay tai cac trang sau day:

*  https://www.hushmail.com
*  https://www.vaultletsoft.com
*  https://www.s-mail.com

LUANYHLNI NTI.L YOH VI

MAN IN THE MIDDLE

Su de doa dugc xem 1a 16n nhét ddi véi mo hinh chung chi SSL 1a su tn cong cua Man in the Middle
(viét tat a MITM, nghia 1a tin cong qua trung gian). Cin ban nhét, n6 1a mot su chin bat ngudn thong
tin trén mang cua ban- sy lién lac cua ban vdi web server. Cu thé, n6 co thé duoc dung dé pha vé mo
hinh SSL, dd dugc giai thich & phan trudc. Bude dau tién, ké gian phai dot nhap vao dudng lién két
Internet cuia ban. Viéc niy c6 thé thi hanh tai nha cung cép dich vu Internet (ISP), cong dién tir qudc
gia, hay thim chi tai mot server dia phuong. Ké gian sau 6 danh lira ban bang cach trao d6i chimg chi
SSL that voi ching chi SSL gia, trong ltc ban chu y truy cap vao truong muc dién thu (d2 dugc bao
an) ctia ban. Chiing chi nay khong phai ciia nha cung cp dién thu ma la ctia ké gian. Cho nén, mot khi
ban chép nhén chimg chi SSL gia mao, ban s& bi dan sang mot dudng két ndi khac dé dén server cua
ké gian. Va khi ban v6 tinh cung cdp cac thong tin ctia ban nhu mat khau ding nhép vao trrong muc
dién thu, céac chi tiét vé tai chinh, van van thi ké gian déu nhan dugc hét ma khong can ton strc gi ca.
Van d¢ chinh & day 14 ké gian rat d& trao d6i mot chimg nhan SSL gia véi mot chimg nhan SSL that.
Béi vi tam Iy chung 1a chiing ta ¢6 khuynh huéng nhép chudt vao “OK” ma khong can doc biét dén
n6i dung ctia mot théng diép. Ké gian c6 thé bi kich thich dé tin cong ban bang phuong phap MITM
khi khong thé doc thu dién thu cua ban, hay biét duoc ndi dung ciia nhiing lan ban giao dich trén mang,
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Van d& chinh & day 1a ké gian rat dé trao d6i mot chimg chi SSL gia voi mot chimg chi SSL that. Boi
vi tim 1y chung 1a chung ta c6 khuynh huéng nhin chudt vao “OK” ma khong can biét dén noi dung
ctia mot thong diép. Ké gian c6 thé bi kich thich dé tan cong ban bang phuong phap MITM khi khéng
thé doc duoc dién thu cua ban, hay biét dugc ndi dung ciia nhirng 1an ban giao dich trén mang, vi ban
lién lac qua duong két ndi bao an “‘HTTPs’. Cho nén néu khong tan cong dugc thi ho chi quan sat
duoc réng ban truy cép vao mot webmail server, chir khong cach nao biét duoc ban trao doi nhiing gi
qua dién thu.

Khi duong ndi két vao mang ciia ban bi chan bét va ban chip nhan ching chi SSL gia cua ké gian, thi
tat ca dir liéu ciia ban luc d6 (va c6 thé sau nay nita) s& bi truyén tai vao server ciia ké gian. Day co
nghia 13 tat ca céc chi tiét dang nhap, thu dién tir riéng tu ctia ban, van van sé& bi danh cip. Mot van dé
khac nira 1a mot khi ban d3 bi tan cong 10, thi rat kho khan phat hién duong ndi két vao Internet cia
ban di bi chuyén sang server cua ké gian.

Bat cir khi ndo trang web ma ban vao yéu cau ban xac nhan ching chi SSL thi hiy ty hoi minh hai
cau hoi:

1. Day co phai 14 1dn dau tién ta di vao trang web nay bang may dién toan nay hay khong?
2. Taco tung kiém tra lai cac chi tiét ctia ching chi SSL ding mirc chua?

Néu cau tra 10i cho cau hoi s6 1 1a “Khong”, thi nghia 1a ban chua luu chimg chi SSL mét cach cb
dinh, hodc la ban dang dbi dién v6i mot cude tan cong Man in the Middle (MITM). Nhu da néu trudc
day, trang web s& khong yéu cau ban chap nhén lai mot chimg chi SSL khac néu ban da luu né (trong
nhing 1an truy cap trudc). Néu ban dwoc yéu cau chap nhan mot chimg chi SSL 1an thi hai, ma dang
18 n6 da trong danh sach SSL kha tin trong méay dién todn ctia ban rdi, thi c6 thé day 1a mot trang web
khac.

Chu y: Néu ban xur dung may dién toan tai quan Café Internet, thi ban kho ma xac nhan dugc ching
chi SSL Ia that (vi khong thé xir dung mot may dién toan c¢b dinh). Cho nén, ban cin nén ghi lai cac
fingerprint (ky hiéu dién tir cia mot trang web) cua trang web ma ban truy cép lan dau tién ¢ noi an
toan, dé tién cho viéc déi chiéu sau nay.

Tra 10i cau hoi s6 2 bang cach kiém tra lai cac fingerprint ciia ching chi SSL va tham khao véi chi
nhan cta trang web (cach lam tot nhat 1a bang dién thoai hay dién thu dugc an toan) d€ xac nhéan no.
Viéc nay co6 thé ton thoi gian va phién phirc. Nhung tiéc thay, day la cach duy nhat.

That ra, khong c6 bao nhiéu trang web xtir dung ky thuat bao an SSL. Nhiing trang web st dung k¥
thuat nay chi bao gdm cac nha cung cip dich dién thu webmail, cic trang mua va ban hang hod trén
mang va nhiing céng ty phuc vu tai chinh trén mang. Ban c6 thé dd vao 2 hodc 3 trang web nhur thé.
Khi lién lac véi tong dai cua cac trang web nay, hay ghl lai fingerprint ciia chung chi SSL cua trang
web ma ban mudn vao. Nhu thé, ban s& an tim hon vé tinh x4c thuc va sy phuc vu ciia trang web do.

Tom lai, mot khi ké gian danh lira dugc ban, ho sé€ biét hét cac thong tin quan trong ma ban trao dobi
qua mang. Do do, day la mét viéc rat quan trong khi ban bi€t dugc chung chi SSL c6 that hay khong
va xtr dung n6 nham ty bao v€ minh.



2.8 THUAT AN NGU
(STEGANOGRAPHY)

Phuong thirc, hay ky thudt nguy trang mét thong di€p goi l1a stegan-
ography (tam dich 13 thuat an ngi). Trong khi sy ma hoa mot thong
diép la nham dé nguoi ngoai khong thé doc duge, muc dich cua
steganography 1a che che gidu buc thong diép khi né duogc truyén
tai. Ban co thé da nghe dén muc vo hinh hay, 1a viét mot 1a thu bang
nudc chanh. Pay 1a nhitng cach 4p dung trong 1anh vuc stenography.
Mot vi du ¢6 dién trong lanh vuc nay, 1a thong diép bi mat duoc giri
boi Herodotus circa nam 440 trudc cong nguyén kh1 ong dang bi
giam giir rat can mat. Ong cao diu mot nd 1¢ tin can ciia 6ng, xim
chit trén da dau va chd cho téc ctia nd 1& d6 moc 1én, nho vay ma qua
mat dugc nhiing ngudi linh gac. Mot phuong phép tuong tu nhu viy
cling duoc xtr dung boi quan doi Pirc & dau thé ky 20.

Khi nhitng luat phap qudc té ngay cang kiém soat nhiing phuong
cach mé hoa thong tin phirc tap, chiing ta phai ddi dién véi van dé
nay: ta phai gin giir thong tin c4 nhan trong khudn khé luat phap.
Steganography thach thirc ngudi ngoai tim ra mot mat ma phuc tap,
ma don gian chi nguy trang nham qua mit su cha y, nghi ngd cta ké
ngoai. Bai vi khong thé c6 dugc nhitng diéu luat cu thé dé xac dinh
thé nao 1a mot thong diép steganography (vi qua da dang), nén luat
phap khong cAm nbi steganography (vi du, nhitng 10i nhin vé&i noi
dung ngu ¥ diéu gi 1a mot dang cia steganography). Mot vai tién
trién 1y tha trong linh vuc steganography s& duoc ban dén ¢ chuong
nay.

Co hai phuong phéap steganography hién nay. Mot l1a steganography
s6 lidu. Cach nay 1a gidu mot thong diép giita cac giai s nhi phan
ctia mot ho so dién tir. Phuong phap kia 1a steganography ngon-ng;
tirc ding ngdn ngir thong thuong dé giri di nhitng 10i nhin mang ¥
nghia bi mat.

CACH STEGANOGRAPHY NGON-NGU (LINGUISTIC
STEGANOGRAPHY)

Céch steganography ngon-ngit duoc sy chii ¥ gan day. Boi vi cau
tao cua cach nay la nguy trang thong tin, vdi su tro gitip cia may
dién toan, va cach nay phu thudc vao mot k¥ nang duy nhat ma con
ngudi gidi hon may: st dung va thong thao ngdn ngit. Sy thau hiéu
céc tir ngit, va sir dung chung dé truyén dat mot thong tin hitu ich,
mot cau chuyén cuoi, hay mot ham ¥ nao day van luén la mdt doc
quyén trong tim tri loai ngudi, ma thé gidi dién toan khong cach nao
sanh vai kip. Phan nay s& gi6i thiéu dén ban nhitng ng dung trong
linh vyc Steganography Ngon Ngit ma ban c6 thé sir dung dé vuot
thoat khoi cac hé théng giam sat thong tin tdi tan. Xin luu y rang
Steganography khong nhét thiét 1a mot nganh khoa hoc va so xuat
van c6 thé xay ra; cho nén ban hiy sir dung cac tmg dung mét cach
than trong, va thir nghiém that nhiéu trude khi ap dung cho truong
hop cap bach.
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Ngudn: Phén chia cach
thirc thuét 4n ngt
(Adapted from Bauer
2002).

59

Xem Béo
OpenNet Initiative
tai http://www.
opennetinitiative.net/
studies/

cao cua

Ngon Ngir 1a gi?

Ngbén ngit 14 mot loai mat mé; s& khong ai hidu chung ta néi gi néu
nguoi d6 chua hoc duoc ngdn ngir cua ta. Nhitng may dién toan
thi khong thé hoc dugc ngén ngit. Cac phidn mém kich hoat boi
am thanh (voice recognition software) hoat dong dugc don gian vi
nhén dién cac tang sb (séng 4m thanh) trong giong noéi cua ching
ta r01 dbi chiéu lai véi nhitng ky hiéu twong ximg trong mot phan
mém khac di duoc cai trong may. Du ching ta c6 ¢b ging dén
cd nao dé day mot ngdén ngit cho mét may di€n toan, thi sy that
phu phang van 1a tri thong minh gi tao (artificial intelligence) ctia
may van khong thé tiép thu duoc nhu theo y ta mudn. Vi vdy, cach
Steganography ngdn-ngit khai thac su yéu kém nay dé van hanh.s8

Thuat Text Semagrams

Text semagrams la nhfrng thong dién duoc 4n y trong mot doan.
Nhung chir viét hoa, viét thuong, nhin am, dang chit dic biét, 6
tréng glua cac tir, van van c6 thé 13 nhirng ky hiéu cho mot thong
diép an ¥, néu dugc quy dinh trudc. Cac thong diép ma can dén
linh tinh @ hiéu duoc nim trong dang nay. Ching rat hitu dung
khi ban can trao d6i mot thong tin nhd. Vi dy, ban thoa thuan trao
dbi tin thoi tiét an y voi cac déng su qua dién thu hang ngay. Ban
tin “troi hom nay u 4am” c6 thé dong nghia voi ban dang bi nan, va
cac dong su ciia ban nén lién cip tde van dong qudc té dé can thiép
va giai vay cho ban.

Thuét Viét Sai Chinh Ta
Boi vi nhimng hé théng giam sat thong tin dién tir duogc thiét ké dé
nhan dién nhiing tir cu thé, ta c6 thé trong dung diém yéu nay dé
qua mit cac hé thong trén; bang cach 13 viét mot tir cue ky sai chinh
ta, nhung van gilt dugc nghia cta tir d6. Vi dy, cum tir “human
rights,” nghia 12 nhan quyén c6 thé duoc cb tinh viét sai chinh ta
nhu sau:

hoomaine roites umane reites  huumon writes
va nhiéu hon thé nita. Trong khi cach nay khong hitu dung cho
nhing thong diép dai, nhung ban c6 thé xir dung n6 dé viét nhiing
tir ma ban nghi ndm trong hé thdng sang loc.%
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Thuit Phién Am

Pa s6 cac hé thdng giam sat va sang loc & mdt qudc gia cha trong
nhan dién nhitng ngén tr dia phuong. Thinh thoang, chung duoc
thiét ké dé nhan dang thém cac tir théng thudng duge xtr dung ngoai
doi hay trén cac trang web, bang mot ngon ngit khac (Anh, hay Phap).
Mot 14n nira, ta khong thé nao biét chic hé théng sang loc dugc thiét
ké ra sao, nhung dé d& hiéu va tao su da dang khi qua mat hé théng
nay, ban co thé xur dung phién am cua cac tir dé tao nén mot thong
diép cu thé. Vi du, cum tir “human rights” co thé phién am ra thanh
“huu mon rai” (nhan quyén), hoic “democracy” phién 4m ra thanh
“d& moc ra xi” (dan chu).

Thuit Biét Ngir

Mot biét ngir trong 101 nhén cua ban ¢6 thé 1a vo nghia dbi vai nguoi
bén ngoai. Nhung, néu ban di c6 sip dit trudc thi nhitng théng diép
v nghia kia lai tré thanh rat y nghia. Vi du, cdu “4u di anh tri an di o
chi” ¢6 nghia 1a “d4u tranh dan chi” néu ban ghép van nhu sau: lay
van d trong tir “di’ va ghep v6i tir “4u” s& thanh tir “ddu”, van tr cia
tir “tri” v6i tir “anh” dé thanh tir “tranh”, van van. Tém lai, gi6i han

cua thudt biét ngir 1a strc sang tao va nhiing tir ban c6 thé xir dung.

Thuét An Ngir (Covered Ciphers)

An Ngir 14 phuong phap hoic 13 cach bi mat dé cai trang mot thong
diép bang mot thong diép cé ndi dung mé, binh thuong khac. Thong
diép voi ndi dung md, binh thuong nay goi la carrier message, nghia
la thong dié€p dua do, boi vi no ¢6 vai tro dua do moét thong diép that.
Doi khi, thuat 4n ngit bao gdbm ludn nhing cach don gian nhu nhoi
nhét mot thong di€p vao nhitng tir cua thong di€p dua do kia. Cai loi
clia viée xtr dung cach nay 1a & chd thong diép dwa do bé ngoai chi
tréng nhu mot thong diép binh thuong trong giao tiép binh thudng,
cho nén s& khong khéu goi su hoai nghi vé bat ky noi dung ¢ y nghia
gi & bén trong no.

Hay quan sat cach trang web sau day nguy trang thong diép cua ban
thanh théng diép rac (spam). Néu ban c6 dwoc ndi két voi Internet,
hay vao trang web www.spammimic.com/encode.shtml va danh vao
day thong diép “Ciru t6i v6i”.

Thong digp cua ban s€ dugc cai trang thanh y nhu thu rac nhu sau:

Ban than: Ban di c6 quyét dinh ding ddin khi ghi danh vao danh
sdch dién thw nay. Day la buc thu nghin nam mot thua, ban khong
can yéu cau dé dwoc xod khéi danh sach ndy néu ban khéng muon
nhan thu nhie vy nita. Thu nay dwoc giti hop phdp theo dw ludt 216,
Twea I, Poan 302 ciia Thuwong Vién Quoc Hoi. Pdy khéng phdi la mét
am mueu dé lam giau! Tai sao phai lam viéc cho nguwoi khdc khi ban
6 thé lam gicu trong vong 52 tuan. Ban c6 khi ndo nhdn thdy rang
khéng mét ai sé cang ngdy cang tré, nhung cang ngdy cdng nhiéu
nguoi luot mang....
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Luwu y: Dé giai mi thong diép trén, hdy cho vao (bang cich copy va paste
nguyén van) vao trang web: www.spammimic.com/decode.shtml.

O day, thong diép rac (spam message) duoc cai trang dé chuyén giao mot
thong diép tiém an bén trong ndi dung ctia nd. Loi vian trong thu rac dugce
cAu tao boi mot cong thirc do nhitng ngdn tir hinh thanh, va né c¢6 thé hoan
d6i cho nhau tiy thudc theo thong diép cua ban. N6 bao dam thong diép
that trong thu rac van con nguyén ven va doc duoc sau khi da duoc an
minh trong thu réc.

Ban c6 thé tao céc thong di€p cho riéng ban béng cach xtr dung mot cong
thirc tiéu chudn nao ddy dé gidu nhitng thong diép cu thé vao nhimng thu
mdt birc thu rac, hodc bang mot phuong phap nao khac ma néd cho phép
ban cit gidu mot théng diép cu thé vao trong 101 vin cia thu rac.

Trong Twong Lai

Tuong lai cia An Ngir Hoc s& 13 phat trién phan mém dé cdu tao nhiing
16 van tuy rat dé doc, nhung chira dung nhiing thong diép that bén trong,
bang cach phbi hop va xir dung nhiing ngir vung la, quen va nhiing ngén
tir mo hd. Tuy nhién, cac chuyén gia chua thé biét chic may dién toan c6
kha ning tao nén nhitng 10i vin y nghia va 4n nhitng thong diép that cua
chung ta vao nhitng thong diép ddy, bang cach xir dung nhirng ngit thuat
va anh thuat.
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Thuit An Ngir d6i véi Nhu Liéu (Data Steganography)

Sy xuat hién ctia may dién toan da cho phép ta an (cat giau) thong diép vao
hinh anh hodc céc hd so am thanh (sound files). Vi d6i mat thudng, mot
btic anh chi 1a mot birc anh, nhung bén trong né ¢o thé 1a nhitng nhu liéu
ma ca mot quyén sach ciing chtra khong hét.

May dién toan, chac ban da biét, van hanh bang ky hiéu nhi phéan (binary).
Piéu diy c6 nghia 1a mdi mot mau tu va chi thi déu duoc phéan thanh ky
hiéu 1 va 0. Vi du ky hiéu nhi phan ctia mau tu A 1a:

11101101

Thud dau, cac k¥ su dién toan thiét ké hé thong nhi phan nay dé lam sao
mdi ky hiéu 1 hodc 0 sau cung tuyét doi khong anh hudng dén gia dinh
cia mau ty di duoc an dinh. Cho nén, néu ky hiéu cudi cung cta théng
diép trén 1a 0 thay vi 1, thi may vi tinh van hiéu thong diép nay 1a miu ty
A, nhu sau:

11101100

Ky hiéu cudi cung, tirc ky hiéu ma khong y nghia va khong can thiét, cia
tat ca nhitng thong diép nhi phan, c6 tén goi Least Significant Bit (LSB),
nghia 1a ky tu khong dang ké. Mot phuong phap an ngit, dung boi cac
phan mém an ngir nhu liéu, 12 phan chia mot thong diép an giita cac ky tu
LSB theo khudén mau da dugc dinh trude. Cach nay sé khong lam thay d6i
¥ nghia cta thong diép an. Tuy nhién, mirc han ché cua cach nay 14 thong
diép an phai that, that nho so véi thong diép dua do (carrier message).

Thuit An Ngir Trong Anh

Céc anh dién tir (nhitng anh hién 1én trén man hinh dién toan) déu duoc
phan chia ra thanh pixel-nhitng chim cyc nho, mdi chdm véi mot mau cu
thé va khi chung két hop lai s& tao thanh tim anh ma d6i mat ctia ban nhin
thy. D6i voi cac hinh anh dién tir, nhitng nha an ngi hoc 4n thong diép can
thiét vao cac LSB cua timg pixel. Diéu ndy c6 nghia 1a d6i voi mat ngudi
thi tim anh, dugc két thanh boi nhiéu cham véi cac sic mau khac nhau,
khong thay d6i. Nhung, thong diép an bén trong c6 thé dugc truyén dat va
ghi nhan néu ban biét: a) bén trong tAm anh ¢ thong diép an va b) ban xir
dung mot chuong trinh 4n ngir dé giai ma giéng nhu chuong trinh an ngir
da duoc xtr dung dé ma hoa thong diép an kia.
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Ngudn:  The Code
Book (Cubn Mat Ma
Sach), cua tac gia Si-
mon Singh.

Luwu Y: Nhitng birc anh 4n ngit van c6 thé bi phat giac. Miac dau ddi véi
d6i mat ciia con nguoi, chung khong hé khac biét so v6i anh thuong,
nhung may dién toan, néu dwoc cai dit chuong trinh ra soat, van co thé
phat hién nhing bién dang tai cac ky tu LSB. Vi Iy do nay, nhiéu nha
an ninh chuyén mén nghi ngd tinh céng dung cta thuat an ngit bang
phuong phap dién tir nay. Nhitng phuong phap khac, nhu ma hoa, cling
c6 thé dugc xir dung dé gia ting an ninh cho thong tin. C6 nhiéu chuong
trinh dién toan ching nhiing cai trang théng diép ciia ban thanh mot tim
hinh, ma con s€ ma hoa n6 ludén. Nhu vay, cac nha chuyén mon giai ma
(nhitng théng diép an) s& phai giai ma thém mot thong diép dwa do trong
birc anh, trudce khi tim ra dugc thong di€p an.
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The carrier image A fragment from the The top two rows of the
photo, representing palette have the word
different values of ‘OK” embedded into the

individual pixels LSBs

The resulting
steganographic image

Source: The Code Book, Simon Singh

Thuat An Ngit Trong Am Thanh

Phuong phép an ngit ciing c6 thé ap dung vao cac hd so am thanh (au-
dio file). Hay 1ay vi du 1a dang MP3. Pay la cach ép (zip) mot hd so
am thanh binh thudng thanh kich thudc nho hon. Cach nay duoc thuc
hién bang cach loai bé nhitng séng am thanh ma con ngudi khong thé
nghe dugc : Man nhi con nguoi chi c6 thé ghi nhan dwgc am thanh ¢
mot pham vi t?mg 6 Am thanh nhét dinh. Thuong, &m thanh thi€n nhién
duogc luu & tang sd rit cao, bai vi do nhitng tang sé nhidu 4m, nhung vi
con ngudi khong nghe duge nén khong biét, cho nén viéc xo4 bo nhitng
nhém tang sb nhiéu 4m khong can thiét nay s& khong 1am thay d6i chét
luong am thanh mot cach dang ké. Am thanh dang MP3 dugc thuc hién
bang cich nay. Cho nén, phuong phap an ngit bang am thanh (audio
steganography) duoc tién hanh bang cach nap thong diép an vao tang sd
am thanh ma con ngudi khong thé nghe (tirc ting s6 ma dang 4m thanh
MP3 loai bo). Vi vdy man nhi ctia con ngudi khong thé phéan biét giira
am thanh c6 chira thong diép 4n va 4m thanh binh thudng.

Tuy ban c6 thé phat hién sy khac biét giita hai ting s6 4m thanh khi nhin
vao so d0, nhung s€ rat kho phan biét sy khac biét giira hai &m thanh khi
ban nghe chung.

Thuét An Ngir Trong Loi Vin

Nhirng phuong phap an ngit ciing ¢ thé ap dung vao cac 10i van thudng.
boi khi, dieu nay dugc thuc hi€n boi an mot thong di€p vao nhiing
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» Day la so dd cta ting sb 4m thanh binh thudng:

" TN T T

» Con déy la so dd cua ting 4m thanh trén, nhung v&i mot 4n diép bén trong:

Ngudn: Gary C. Kessler - An Overview of Steganography for the Computer Forensics Examiner

khoang trong gitra cac tir. Thong diép 4n duoc phan chia giira nhiing
LSB cuia cac ky tu nhi phan tai nhitng khoang tréng trong ca bai van.
M6t lan nita, cach nay bét budc théng diép an ma ban mudn g di phai
ngin hon thong diép dua do. Ban ciing c6 thé 4 an cac thong diép & dang
PDF hoic & cac dang khéc, tily theo ban mudn dung chuong trinh 4n
nglt nao.

Phan Mén hd trg An Ngir (Steganography software)

Hién nay co dén hang tram chuong trinh an ngir khac nhau dé phuc vu
cong viée 4n ngir trong nhu 11eu am thanh, va 101 van. M&i phan mém
c¢6 phuong phap riéng biét dé sip xép thong diép an cia ban vio trong
thong diép dua do. Mot vai phan mém quen thudc duogc biét dén 1a
jphide va jpseek. Hay vao cac link nay:

*  http://linux01.gwdg.de/~alatham/stego.html

*  mp3stego: http://www.petitcolas.net/fabien/steganography/mp-
3stego/

hoic san phan phuc vu thwong mai Steganos Security suite: http://
Wwww.steganos.com

Ban ciing ¢6 thé tim thém nhiéu san phdm nita tai http://www.stegoar-
chive.com/.

Ciach Phat Hién Tin Nhin An

Steganalysis la k§ thudt phat hién ra tin nhin an trong thong tin (stegan-
ography) Mic du may dién toan c6 thé d& dang phat hién ra n6i dung
c6 4n tin nhin, nhung truoc hét may pha1 co duogc lap trlnh san dé do
tim. Loi diém ciia viéc 4n tin nhén bit ngudn tir nguyén tic ‘mo kim
day bién’. Hang ngdy c6 hang triéu hinh anh, tai liéu MP3 va vin kién
khong ma héa dugc phat tan khip noi trén mang. Cac hinh anh, tai liéu
va van kién nay khong lam cho cac co quan theo ddi nghi ngo, va khac
véi thong diép da dugc ma hoa, khong dugce luu lai dé phan tich. Khi
gri nhiéu anh qua mang, ban c6 thé 4n tin nhin vao mot tim anh. Khi
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chia sé mot bo suwu tAm nhac v6i ban bé qua mang, ban c6 thé 4n tin nhin
ngén vao mot ban nhac. Ban c¢6 thé hinh dung ré“mg viéc do tim tin nhin
bi 4n tir s6 lwong thong tin khdng 16 dugc tan phat trén Internet 13 mot
viéc bat kha thi.

Nguyén tic ‘mo kim day bién’ chi c6 hiéu qua néu co ‘day bién’. Néu
ban thuong xuyén chia sé anh va nhac yéu thich cho ngudi quen qua
mang, thi khi ban chi giri thém mot hinh anh hodc bai nhac, tin nhin
an cang khong bi dé y. _Dung dung hinh anh phd bién hodc ‘lac que’.

Du:ng tai anh tir mang vé va 4n tin nhén vao trong anh (tin tic c6 thé tai
vé dung anh d6 va so sanh hai anh bang dién toan). Tém lai, ding dé 16
viéc ban 4n tin nhin qua hanh dong bat thuong. Hay thiét 1ap mot hinh
thirc lién lac va 1au 1au méi an tin nhén. Khong nén bi phy thudc vao ki
thudt 4n tin nhdn dé bao dam an toan lién lac. Cho du bi tin tic phat hién
ra tin nhén 4n, ho ciing khong doc duoc ndi dung. Hay gia ting an toan
clia tin nhin bang cach ma hoa no trude khi an vao dir liéu truyén thong.

Select
camier

il
Choose re

a regular medium
to transfer the file
(email, disk or
HIGEL R
website, blog)

Choose
a method of
steganography

Sending
a steganographic

message Choose
a program

to hidemessage
in carrier
file

Embed
message in
carrier file,

and if possible,
encrypt it

Communicate
the chosen method
to receivervia
a different
channel
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2.9 PHAN MEM AC TINH
(MALWARE) VA EMAIL RAC (SPAM)

TOM TAT

1. C6 nhiéu loai phin mém éc tinh, duoc chuyén tir may nay sang may
khac qua nhiéu hinh thirc khac nhau, gy ra nguy hai khong ké xiét
cho thong tin.

2. Cai dat va thuong xuyén cdp nhat chuong trinh diét virus (anti-virus),
chuong trinh chéng phan mém gian diép (anti-spyware). Cho tuong
lra chay va hét stre than trong khi mé email hodc gai thong tin la vao
may.

3. Spam la email rac khong moi ma dén; ngay nay spam tro thanh mot
phan khong 16 ctia moi luu thong trén mang va tré thanh mot van dé
l6n cho nguoi xir dung va cho cac mang ludi.

4. Hay can than khi cho nguoi khac biét dia chi email va dimg bao gio
trd 101 va m¢ spam ra doc.

Malware 1a tir dung dé dién ta phdn mém phé hoai may dién toan va pha
hoai an toan ca nhan va bi mat cua thong tin. Malware gém nhiéu loai,
trong d6 c6 virus va spyware. Hang triéu méy trén thé gidi di bi nhiém
virus hay spyware, gdy ra nhiéu van dé 16n cho k¥ nghé dién toan. Mang
Internet d tro thanh méi trudng phd quéat nhat dé truyén ba malware, va
lac nao chiing ta ciing phai vat 16n dé ty phong vé chéng lai vo sé cach
nhiém doc ca méi 1an cil.

Trén mang ngay nay, khi mot may di bi malware nhidm, thi c6 thé xur
dung may do dé tan cong vao may khac. Khi hé phong vé clia may c6 16
hdng (security hole), tin tic ¢ thé khai thac bang cach nhidm virus vao
may. Virus cho tin tic kha nang diéu khién may tir xa, tao nén mat tap
hop robot phan mém (Botnet). Botnet c6 thé ding dé tin cong mot trang
mang nao d6 hodc may chu ciia mét td chtrc hodc mot chinh quyén. Téan
cong bang cach d6 duoc goi 14 tan cong tir chdi dich vu phan tan (tin cong
Distributed Denial of Services hodc tan cong DDoS), vi né ap dao may
chu bang cach cung luc giri hang tridu yéu cau dich vu.

(AVAS) OV TIVINA VA (FIVATVIA) HNLL OV WHIN NVHd

Trong thap nién vira qua cac cudc tan cong DDoS ngiy cang pho bién
hon, va thuong duoc thi hanh bang cach sir dung dong loat nhiing may da
bi nhiém. Cac trang mang ciia cac to chirc nhan quyén thudng bi tin cong
DDoS lam cho ngung hoat dong. Rat kho chdong lai tin cong DDoS, cho
nén phong bi khéng cho may bi nhidm 1 viéc quan trong nhat. Can phai
dut khoat dung phan mém chdng virus ngay tir dau, néu khong thi chinh
may ctia ban c6 thé da bi nhidm va dang tham gia vao mot cude tn cong
DDoS vao mot trang mang mé ban khong biét.

VIRUS
Ciing giong nhu virus ctia nguoi, virus ctia may nhiém mdy va dung cu k§
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Wikipedia -  http:/
en.wikipedia.org/wiki/
Elk_Cloner

thudt voi muc dich thay ddi su 6n dinh, kha nang hoat dong hodc sy nguyén
ven cia may. Virus thuong la chuong trinh nhé dugc chay trén may sau khi
ban 1am mot viée gi d6. Virus c6 khuynh huéng ty sinh s6i niy né. Ban c6
thé nhén virus tir email, trén thé nhéd USB, hodc qua viéc ban dén Viéng mot
trang mang nao d6. C6 khi ciing c6 thé bi nhidm virus qua cach lién két dén
mang.

Lich St

Trudng hop dau tién duoc biét dén cua virus may co thé 1ay lan duoc 1a Elk
Cloner. Virus dugc anh hoc sinh trung hoc 15 tudi tén Rick Skrenta viét ra
vao khoang nam 1982 va dugc nhim vao hé Apple II. Elk Cloner lay lan
bang cach nhidm hé diéu hanh ciia Apple IT va chuyén di qua dia mém. Khi
md may lén tur dia mém d3 bi nhiém, virus sé tu dong chay. Khi nao c6 dia
mém dugc cai vao may da bi nhiém, virus ty sao chép mot ban vao dia mém,
roi tir @6 ma lan di. Virus khong gay nguy hai gi cho may, ma chi lam quéay
rdy chat dinh. Khi may dwoc md 1én 1an thir 50, virus s& cho hién 1én mot
‘bai tho’ ngén:

Elk Cloner: chwong trinh co cd tinh

Sé vao moi dia
Sé xdam nhdp moi vi mach
No chinh la Cloner!

Sé bam vao nhu keo
Sé thay doi bo nho luon
Hay cho Cloner vao!®

Sau (Worm) Morris, do Robert Tappan Morris viét vao nim 1998, tré thanh
malware ndi tiéng dau tién duoc tan phat trén mang. C6 udc luong rang
malware nay nhidm khoéang 6000 may trén thé giéi va dan dén viéc hinh
thanh mot k§ nghé méi dé chdng lai nhitng tin cong tuong tu, cam dau do
CERT (Computer Emergency Response Team), mgt hoc vién nghién ciru va
trung tAm phét trién do chinh phi lién bang My tai tro (http://www.cert.org).

Virus MyDoom ctia ndim 2004 nhidm 1 phéan 12 tong s6 email giri di trén
mang va phoi hgp dugc vu tan cong DDoS 16n nhat, li€n quan dén hon 1
triéu may trén khap theé gidi.

Cac Dang Malware; virus, worm, trojan, keylogger
Co nhi€u loai malware, moi loai c6 mdt phuong cach hoat dong va phan
phoi riéng.

Virus 13 chuong trinh may dién toan 1am hai phan mém (va gan day hai cho
ca phan cimg) ciia may, voi két qua 1a lam mat dit liéu hodc 1am hu may.
Virus phai do ngudi cho hoat dong (bang cach cho chay hodc mé ra) va co
thé tu sinh s6i ndy né dé nhidm qua may khac.
Cach nhiém may: virus dén bang tai liéu dinh kém trong email,
tai lidu tai tir dia mém (USB key) hodc céac loai dia luu dong khac
(removable hard disk). Tai liéu c6 thé c6 chira virus thong thudng
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(nhung khong phéi luon ludn) c6 nhiing dudi nhu sau: .exe,
.com .bat .vbs .php .class .jbs .scr .pif.

Sédu (Worm) ciing twong tu nhu virus, nhung virus khong tim cach x6a
hodc 1am hu théng tin trén may. Sau thudng nim 4n trong thu email.
Sau khai thac nhitng 16 hong an ninh trong hé diéu hanh va ty 1y qua
may khac qua duong mang.
Cach nhiém may: siu s& nhiém may ngay khi ban mé thu email
c¢6 sau 4n ndp. May di bj nhidm ciing c6 thé giri va nhan sdu
bang cach két ndi 1én mang

Seruriby Warning 1 _?Ii]
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» A warning of a macro inside an Adobe PDF document
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Ngua Troia (Trojan) 1a chuong trinh gid 1am phan mém hop phap
nhung thuc ra c¢6 chira ma ac tinh. Trojan khong ty san sinh dugc, nhung
¢6 thé budc may phai tai virus vé hodc phai thuc hién mot chirc ning
dinh sén (ching han nhu tin cong mot trang mang khac). Trojan mo ra
mot ctra sau (back door) trén may va cho phép nguoi ngoai dugc toan
quyén truy cap may. No ciing c6 thé 1am cho tin tic truy cap dugc moi
chuong trinh va tai li€u trén may.

Cich nhim may: Trojan gia lam phan mém hop phap va chi

hoat dong khi ban cho chay phén mém. Dai khi virus cling cai

dat trojan vao may.

Nhu liéu theo ddi thao tac ban phim (keylogger) 1a chuong trinh ac
tinh chuyén theo ddi thao tic cua ban trén may va trén mang rdi gii
thong tin nay cho mét nguoi ngoai. Muc tiéu chinh cta keylogger 1a pha
hoai su an ninh ctia may va tiét 16 thong tin lién quan dén nguoi sir dung
may dé c6 thé kiém tién.
Cach nhiém mz'ly Keylogger ¢ thé dén tir email hodc 4n kin
trong phan mém ban cai vao may. Ban c¢6 thé bi nhiém bang
cach viéng trang mang la (chuyén nay rat d& xay ra dbi véi In-
ternet Explorer) hoac sit dung chuong trinh chuyén dung chung
tai liéu. Keylogger co thé dén tir tai liéu dinh kém email hoic
do virus cai vao may.
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Trén thé giéi day rdy virus clia ngay nay, ca dién thoai di dong ciing bi
nhidm, vi BlueTooth va Media Messaging bi virus loi dung dé phat tan.
Blackberry ciing khong dwgc xem 1a ngoai 18, vi ¢6 15 héng 1am cho
malware c6 thé tré thanh phdn mém tng dung dwoc tin nhiém (trust).
Skype va MSN, may quay phim gin lién v6i iMac va ngay ca may tro
tim khong ddy méi phat hanh ciing déu c6 thé bi ngudi 1ap trinh virus
‘lam cht’. M3 4c tinh dd dwoc phat hién trong hinh anh nam trén cac
trang mang chia sé anh va cé hang tri€u trang mang vo tinh (va dugc
gian dung tho thién hodc khong cap nhat) da bi ma ac tinh cai vao. Hodc
do ta ngu dét, hodc do 6c sang tao cua ké lam virus, ma da san sinh ra
mot thé gidi dién toan thu dich khong cho phép chiing ta pham vao bt
ctr mot 16i nao du nho. Hy vong duy nhét 13 ban ty trang bi bang phan
mém c6 chét lwong ot va nhiéu kién thie phd thong, dé xay dung lau dai
bao vé can nha dién toan cua ban.

Cén phai c6 mdt chinh sach c6 td chirc dé tich cue ngin khong cho tai vé
va chay virus. Mot phﬁn nao cc') thé duoc thuc hién & mirc d6 phin mém,
bang cach 1ap trinh dé phan mém dugc vimg vang d6i pho véi virus va
bang cach chay chwong trinh diét virus, chéng spyware va chuong trinh
tuong lra. Cin phai tich cuc truy tim va cip nhat moi phin mém, bao
gdm ca phén stra chita cho Windows (Windows Update). Lam nhu vay
s& lam gia ting kha ning phong vé chéng malware méi vira dugc viét ra.
Bién phap chinh 1a ngan ngo malware tir miic d6 chinh sach.

Ban can phai:

e Luu lai m§t ban sao cac tai li€u quan trong vao mot dia luu dong

«  Ngan hét moi tai liéu dinh kém é4c tinh trong email tir may chii email
hoac tur phén mém doc email.

*  Dung bao gio mo tai liéu dinh kém cia email ma ban khong cho
nhan va cua email c¢6 xudt xi tir noi la, va ¢b ging dung click vao
link ndm trong thu email, nhit 13 tir ngudi giri ma ban chua biét 13 ai.

«  Chay kiém séat virus va spyware trén toan mady, it nhat 1a mdi tuan
mot lan

«  Dimg tai phan mém khong can thiét vé may. MSN va Yahoo Chat
1a nhitng ddi twong phd bién dé truyén lan virus. C6 ging ding sir
dung 2 chuong trinh nay va phin mém chia sé tai liéu trén may lam
viéc.

«  Lubn ¢ tin tirc v& malware m&i nhat

Néu may ban d 15 bi nhiém virus:

«  Cit lién két vao mang Internet va moi mang ludi ngay lap tic

«  DPoéng hét moi phin mém va cho chay chuong trinh diét virus trén
toan bd may. Cai dit chuong trinh c6 kha ning kiém soat toan bo
may ngay tai lac may mdi vira khoi dong. Lam nhu véy c6 loi vi ¢6
loai virus 4n vao trong tai liéu ma Windows khong kiém soat duoc
khi Windows dang chay. Xo6a hét moi virus tim thiy va ghi lai tén
virus. Rdi cho chay chuong trinh mét 1an nita, cho dén khi may
khoéng con canh bao co virus nita.

«  Lién két 1én mang va thu thap thong tin méi nhét vé virus ma ban
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ghi lai. Ban c6 thé dén www.symantec.com hodc www.sophos.com
hoéc www.f-secure.com dé léy thong tin méi nhét vé cac loai virus,
vé kha ning gay nguy hai va vé phuong phap phat hién, phong ngua
va diét xoa virus. Cap nhat hé diéu hanh Windows véi cac phan
chinh sira can thiét.

«  Néu virus nhiém may nim trén mot mang ludi, thi ngit lién két
moi may tir Internet, rdi tir mang ludi d6. Moi ngudi phai ngung
st dung may, va phai thuc hanh moi budc da mo ta & phﬁn trén cho
mdi may. Mic du day 1a mot qua trinh ddy mét moi, nhung 1 hoan
toan can thiét.

Vao nam 1999, BubbleBoy tré thanh séu dau tién khong can ngudi mé
tai liéu dinh kém email dé nhiém may. Ngay khi thu email da bi nhim
duoc md ra doc, thi sau bat dau 1am viéc. Khuynh huéng nay duogc
nhiéu nguoi 1ap trinh virus bat chudc va tiép tuc 1am cho nhimg hé bao
an dét tién nht bi bt luc, vi n6 khai thac sy to mo bit tin ctia ban mudn
duogc nhin théy ndi dung ciia mot email cé vé nghi ngo.

Hay tit di chic ning duyét truée email trong phin mém email. Hon
nira, hdy m¢ duy nhat email nao cé chira toan chit doc duge. Lam vay
s€ ngan ma ac tinh dang an trong ndi dung email khong hoat dong dugc.

Trén mang ban s& khong c6 kha ning tw vé néu ban khong cai chuong
trinh diét virus, chéng spyware va tuong lira vao may. Céc chuong trinh
nay can phai dugc cap nhat lién tuc va cai dat nghiém ngat. Ban khong
can phai tbn tién chi ca. C6 nhitng céng ty nhu Avast, Comodo va Safer
Networking cho khong chwong trinh chéng malware va tuong lia dé
dung ¢ nha®'.

Run
antivirus and
spyware
software

Update
Keep up to antivirus,
date with news spyware and
relating to Windows
new virus out- frequently

breaks

Keep Malware Avoid using

a backup of protection Internet Explorer,

your data on Outlook or Outlook

removable Express, Microsoft
media Office (switch to

open source

Do not open alternatives)

suspicious Do not
attachments open suspicious
looking
email
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Moi phin mém va sach
huéng dan cai dit va
sit dung déu co thé tai
vé tir Digital Security
Toolkit tai http://security.
ngoinabox.org.




DIEN TU VA
BAO VE BOI TU

£ REEG AN NS B TRAMY ¥ BN U RN

62
Su Riéng Tu Qudc Té
-- Béo Cao vé Sy Riéng
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Nguyén tic quan trong nhit 13 phai y thirc va canh gidc. Phai phong
nglra day du, nhung dung dé chuong trinh diét virus hodc chéng spy-
ware lam cho ban cam thay an toan gia tao. C6 thé ban da doan ra raing
day 1a mot cude chién bat tan. Virus truyen lan dugc khong chi nho
vao cach 1ap trinh khéo 160 ma con do ngudi dung bét cin va vé tinh.

SPAM

Spam 13 qua trinh giri email khong moi ma dén va c6 sé luong 16n.
Théng thudng spam c6 dang quang céo hodc tin nhin vo nghia, 1am
day ap h6p thu email. Spam 1a mét hoat dong nhdm gia tang lgi nhuén
cho nhiéu cong ty, va cang ngay la gia tang loi nhuan cho nhidu nhém
lam spam. Pay 1a mot phuong phap nhiéu loi tirc, vi viée phan phéi
khdi lwong 16n rat 1a it tén kém, it hon nhiéu so v&i thu rac bang buu
dién va cac thé loai quang cao khdi lugng 16n khac. Hién nay spam
chiém khoang 50% tong sé hoat dong trén mang va 1a mot van dé nan
giai cho nhiéu ca nhan va hing thuong mai. Phan nay s& hudng dan
cho ban cach lam giam thiéu sb lugng spam trong hop thu email cua
ban.

C6 nhiéu cong ty trén mang cung cdp danh sach dia chi email cua
khach hang ciia minh cho céc t chirc chuyén mén giri email thuong
mai khong moi (spam). Co6 nhiing cong ty khac luc tim dia chi email tu
nhitng thu gui trong nhitng danh sach dia chi, nhom thao luan, hodc dir
kién ding ky tén mién. Trong mot cudc thi nghiém do Federal Trade
Commission cia My thyc hi€n, mét dia chi email dugc dang trong
phong chat, bit ddu nhan spam chi trong vong tdm phit sau khi dang®2.

Lich Sw

Khai niém giri spam nhu 1a mot ky thuat quang céo do hai luat su di
tra tai New York mé dau vao ndm 1994, khi ho mudn quang cao nghe
nghi¢p cua minh qua V1ec gui emall v6i khéi lugng 16n. Ho cho ring
spam 1a phuong phép tiép thi méi rit chinh dang va c6 kha niang thanh
tiru, va gan cho nhirng ai chi trich ho 13 “bon qua khich chéng thuong
mai”. Tir d6, spam nhanh chéng tré nén phd bién.

Ngan Ngira Spam

C6 vai phuong phap 1am giam bot khdi lwong spam ma ban nhén,
nhung ban s€ khong bao gi¢ hoan toan loai trir n6 dugc. Néu ban st
dung truong muc webmail (nhu Hotmail, Gmail hodc Yahoo), thi cac
truong muc d6 dé cai sin phan mém loc bd spam mot cach ty dong.

Céch ngira spam chinh 13 ding tra 161 hodc click vao bét ctr cai link nao
bén trong thu spam. Cho di1 s6 lugng spam lam cho ban buyc tirc va ban
mubn tra 10i lai thu spam dé phan nan hodc dé yéu cau ho ngung gt
spam, lam nhu vay chi 1a xac nhan dia chi email cia ban 1a c6 that va
tu 1i€t minh vao loai nguoi doc spam va phan ung lai spam. Pung bao
gid mua bat ctr thir gi quang céo trong thu spam. Cho du hang hoa d6
¢6 chinh dang di nira, Iam nhu vay ban ciing chi 1a tai trg cho thi truong
lam spam ma thoi.



Dirng bo dja chi email ciia ban vao bit ctr trang mang hay list server
nao. Néu khong tranh dugc viéc nay, thi hiy cai trang dia chi bang
cach thay diu @ bang ddu # hodc chit ‘at’. Lam cach nay s& ngin
khéng cho nhén mang 1iy duoc dia chi email. Thi du:

user#frontlinedefenders#org
user AT frontlinedenfeders DOT org

Néu ban giri email dén mot nhom nhiu ngudi nhan, thi hiy bo cac dia
chi email nguoi nhan vao trong 6 ‘Bee’. Lam nhu vay s€ khong cho
ngudi khac biét ring ban dang giri email s6 luong 16n va ngan khong
cho ké lam spam 1§y va st dung danh sach dia chi email cho muc dich
riéng cua ho.

Thir dung nhiéu dia chi email. Gianh mét cai 1a dia chi riéng ma ban
chi cho nhitng ngudi ban tin tuéng biét dén. Ban co thé dung cac dia
chi khac dé dang ky va xac nhan cac truong muc trén mang. Nhu vay
ban s& phan biét ra truong muc email riéng tu va truong muc c6 thé bi
spam.

Néu truong muc email ctiia ban da bi nhan qué nhi€u spam va phan
mém sang loc khong con hi€u luc nira, thi chi con c6 nudec md mot
truong muc email khac va lan nay nén than trong hon.

Install
spam filtering soft-
ware on your com- Do not reply
Use puter to, forward or
descriptive server even open spam
subject headings email
in your email, so it messages
is not classified
as spam

Spam Masquerade

Switch protection your email
of email address if it

p review option appears on
in email webpages
program
Use Use several
BCC field email accounts,
when sending e.g. for private
to a group of communication and
addresses for signing up
to internet
services
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TOM TAT

1. Danh tinh dién tir ctia ban la tdp hop cac hd so may dién toan, dién
thoai va mang hodc c6 lién quan dén ban hodc c6 thé dung dé nhan
dang ban. Danh tinh cling tiét 16 thong tin ma ban (cting nhu ban be
va dong nghiép ctia ban) chia sé trén cac trang mang xa hoi va cac
trang blog.

2. Ky thuat phac thao thira nhan mot s6 théi quen, tinh cach, doan thé
chinh trj va xa hoi ciia ban, ciing nhu ciia ban bé va dong nghiép cua
ban. Internet 1 mot tai nguyén xuat sic dé phac thao nhan dang ban.

3. Ky thuat an danh 1a mot cong cu quan trong cho cac nha hoat dong
trén mang khi stir dung céac cong cu lién lac, nhung day la cong tac kho
khan trong ky thuat hién dai ngay nay.

Chuong ndy sé& giai thich vé& danh tinh dién tir cia ban va mo ta cach dung
k¥ thuat hién dai dé phac thao ra tinh cach, cac lanh vuc hoat dong va mbi
giao thiép ctia ban. Chwong nay sé nhic dén mot sb dé tai da duoc giai thich
trong tai liéu huéng dan nay gom cé ki thuat theo doi va an danh, va s& ¢
gang trinh bay cac cam bay cb hitu va su bit an cua ki thuat mang va dién
thoai di dong. Muc dich cua chwong 1a dé gido duc ngudi doc vé nhiing 15
héng tiém tang vé an ninh va tu do hoi hop hién hiru trong hé théng mang va
vién thong ngay nay, va dé hudng din cach d6i phé véi va cach giam thiéu
héu qua cua cac 16 hong.

Mic du c6 nhiéu ngudi quen thudc voi nhitng thudt ngir nhu Web 2.0, mang
xa hoi, tin nhanh twitter, truyén bé phim doan, v.v., nhung rat it nguoi dé y
dén kha ning xam nhap cua hé thong mang toan cau dung dé cung cap cac
dich vu nay. Mac du sy lién lac truc tiép va su truy cdp thong tin do k¥ nghé
hién dai cung cép rat ¢4 nhiéu strc cam dd, ban can phai can nhéc n6 véi tinh
tham nhap c6 hiru ctia cac dung du ndy cé thé di sau vao doi séng riéng tu
cua chung ta va thu thap di kién vé hoat dong cua ban va mang ludi ban be.

Kha nang tinh bao mang khong phai chi hién hitu tai cac nudc tan tién va wva
dung k¥ thuat. Xu huorng thudng gdp trong g101 budn ban vo khi trén toan
cau — c6 nhiéu nude sin sang ban ky thuat da 16i thoi cho bat ctr ai mua duoc
—1a ho cling 4p dung k¥ thuat theo doi va bao an. Su tép trung céc co s¢ dit
lidu cong cong va tu nhan vé mot noi, dudi chiéu bai an ninh qudc gia va thé
gi6i thuong duoc ding nham vuot qua cac tré ngai vé luat phap va tai chinh,
cling nhu viéc tat ca chiing ta phd bién va dén nhéan cac dung cu va chirc ning
truyén thong, tao ra hau qua 1am suy giam di va thudng 1a xoa di sy kin ddo
va 4n danh cua danh tinh ching ta — mot quyén loi bam sinh va duoc bao vé
boi nhiéu hiép wdc va t chic quic té.



Danh Tinh Dién Tt

Trong thuc té cua thé gi6i, mdi nguoi duge nhan dang nho vao ho chiéu cta chinh
phu cép va ngudi quen biét mit. Ngoai ra, con c6 nhiéu tai liéu va thong tin khac
nhur 12 bang 1ai xe, s an sinh xa hoi va sb khai thué va tiéng tim 1 nhimg dic tinh
ndi bat cho danh tinh va doan thé cua ta.

K§ nghé thong tin hién dai c6 kha ning xdm nhédp va liy nhiéu chi tiét ti mi hon
s0 voi thé gidi ta thuong biét dén. C6 nhidu cach nhan dang ctia ddi sdng ca nhan,
thoi quen, 1anh vuc hoat dong va doan thé xa hoi ban dang sinh hoat, dugc thu thap
va giit lai. Nghién ctru cac thong tin va gia thuyét vé 16i séng tai nha va tai so lam
duoc goi la phac thao va dugc trinh bay sau trong chuong nay.

Danh tinh dién t&r cua ban c¢6 thé duoc thu thap tur nhiéu mau thong tin, thuong do
chinh hanh ddng cua ta tao ra hodc bao ra, hoac do hanh ddng ctia ban bé va déng
nghiép ta. Mdi khi lién két vao mang, ban dugc nhan dang badi dia chi IP 4n dinh
cho may ban (xin xem thém tai Chuong 2.5 va Phu Luc B). Truong hop ban lam
viée tir nha hodc sé 1am, ¢ thé dung dia chi IP nay dé d& dang suy ra danh tinh that
cua ban — vi ban da dang ky va mua dich vu truy cap mang tir mét nha cung cép tai
dia phuong da biét duoc tén va dia chi cua ban.

3=
ST
B/

National
ISP provider Internet

Minh Hoa 26: Qua trinh truy cdp mang c6 thé dung dé lién két truc tiép dén may ban.

Mot nguyén tic tuong tu cling dugc ap dung cho dién thoai di dong. Néu ban da
dang ky s6 dién thoai dudi tén ban, thi moi cudc goi tai $6 nay co lién quan dén
ban. Ngoai ra, dia diém ctia mdi dién thoai di dong déu c6 thé tinh duge bﬁng ky
thudt goi 1 phép do tam giac — khi mét sé dai dién thoai nim gan noi dién thoai
ctia ban ¢6 thé tinh toan duoc noi ban dang &, chinh xac dén d6 vai mét. Con cbd
thé phtrc tap hon. Mdi cai dién thoai duoc nhan dang bﬁng mot s6 IMEI duy nhét.
Con s6 nay dugc ghi lai mdi khi ban dung dién thoai dé goi. Du thay ddi thé SIM
ctia dién thoai di c6 gin lién v6i danh tinh cta ban (qua s6 IMEI) ciing chua chic
lam cho ban dugc 4n danh.

Dién thoai di dong thé hé tha 3 — loai dién thoai cung cép dich vu truy cap mang va
toa d6 dinh vi toan cau (GPS) tiét 16 dia diém chinh xéc cua ban Va‘l thuong thi tiét
16 danh tinh cua ban cho hang cung cap dlCh vu. Ngay ca khi da tit di, dién thoai
ciing c6 thé tiét 16 toa d6 ciia n6: n6 van tiép tuc lién lac v6i cac dai dién thoa1 bang
cach giri di mot tin hiéu hoat dong ngin®. Vi ly do ndy, nén nha cung cp phuc vu
¢6 thé mo dién thoai di dong 1én tir xa. C6 giai phap 1a thao pin ra hin khoi dién
thoai, va nhu vdy s& lam dién thoai mat di kha ning cung cip dién cho bét ctr chirc
nang nao.

Truong muc va dia chi email ciing ¢6 thé dung dé nhan dang ban. Khi truong muc
duoc dang ky dudi tén that thi nhan dang that dé dang, va khi truong muc duoc an
danh nhung dugc truy cép tor mot dia diém ma dja chi IP ¢6 gén lién v&i ban thi
ban ciing c6 thé bj nhan dang.
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ZDNet, co quan
FBI dung mic cua
dién thoai di dong
dé nghe lén, Declan
McCullagh, ngay 1
thang 12 ndm 2006,
http://news.zdnet.
com/2100-1035_22-
150467.html




n" “ I "" Cung mdt nguyén tic duoc ap dung khi ban viét blog va su’ dung trrong muc chat
trén mang, dang nhap mang xa hoi, dang ky dién dan va tiéu str trd choi mang. Nhu
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BAO VE Bl TU da trinh bay trudc day trong sb tay nay, nha cung cip dich vu mang va dién thoai thu

snmmsensnusaswoei thap lai tai liéu 11en lac. Khi cé du thong tin vé hoat dong mang ciia ban, ¢6 thé nhd
vao dung cu truyén thong dién tir ma suy ra danh tinh xac thuc cta ban.

May da bi nhiém malware cling c6 thé vach tran chi tiét bi mat cta ngu’m dung may,
tiét 16 thong t1n vé hoat dong cua ngudi dung cho mét ké thir ba. Néu mudn biét
thém chi tiét vé& cach ddi pho vé6i nhitng mbi de doa nay, xin xem thém & Chuong 2.9.

Thiét Lap Ho So Pién Tir (Digital Profiling)

Khi danh tinh cia mét ho so dlen tur trén mang (digital proﬁle) chu y hay vo6 tinh c6
lién hé v6i mot ca nhan thi quyén riéng tu cla ca nhan Ay tré thanh mot quan tdm
16n. Boi vi nhing 1an truy cap vao nhitng trang mang trén Internet, hodc nhiing trao
dbi, lién lac qua email co the lam 16 nhiing tin rat quan trong vé mot ngudi, vi du
nhur thoi quen va nhitng mdi quan hé ctia ngudi 4y voi nhiing t6 chire, c4 nhan cy thé
khac. Cho nén, quan diém chinh tri va xa hoi, cling nhu sy lién két voi cac td chirc
va dic biét 1a nhirng hanh dong trong tuong lai ciia c4 nhan 4y c6 thé duoc gia dinh.
Hién nay, viéc thu gom thong tin ca nhéan trén mang dé lap thanh hd so ca biét dé xur
sir dung cho nhiéu myc dich khac nhau rat phd bién. Vi tén goi digital profiling,
day la cach thu thap thong tin tir cac kho dit liéu (database) ma nguoi sit dung mang
vo tinh hay ¢6 ¥ Iuu lai. Dua vao cac hd so 4y, ngudi ta c¢6 thé phong doan ca tinh,
xu hudng hanh vi hay hanh dong cia mot ca nhan hay mot to chte. Vi vy profiling
dugc cac cong ty tiép thi, hodc tai chinh 4p dung dé phan tich sé thich cua ngudi
tiéu dung, ciing nhu sy tac dong cia mot mat hang hoac dich vu 1én nguoi ti€u dung.
Profiling ciing 14 cach thong dung dé co quan cong quyén c6 thong tin vé nhimg suy
tinh gay ra toi 4c dé suy doan, va nhén dién nham ngan chin ké gian trude khi ho gay
ra toi 4c. Cu thé, profiling hién nay rat phé bién trong k¥ nghé hang khong Céch nay
dugc 4p dung dé ngin chin ké co tiém ning gay ra tdi 4c, hay khung bd ngay trudc
khi ho budc chan 1én phi co.

Ngoai viée thu thap ho so Vé t6i 4c, tiém nang tin dung, viéc lam, va di liéu y
khoa, proﬁhng ngdy nay bao gdbm thu thap ludn danh t1nh dién tu trén mang (dlgltal
identity) dé nang cao mirc xac thyc va mirc do chi tiét cia mdi hd so. Cu thé, tat
ca cac email gui di va nhan dugc, nhitng cu dién thoai, va cac trang mang ban truy
cap déu duoc luu lai. Dé khi can, nguoi ta mang ra phan tich. Cac vi du phé bién
12 Google Email va cac tng dung (applications) ciia Google. Google cung cép dich
vu mién phi cho hang tridu khach hang. Nhung, Google van kiém duogc loi nhuan 1a
nh¢ vao quang cdo. Cac pham mém dugc cai san trong nhitng dich vu cia Google
s& ra soat email va nhitng mbi lién lac qua ngd Google dé tim thong tin va d6i twong
tuong xung dé quang céo. Diéu dang ngai 1a khach hang phai ddng ¥ véi chinh sach
nay khi ghi danh tao truong muc (account).

Tuy rat kho dé biét Google s& phan tmg va str dung cac thong tin néu trén ra sao dudi
strc ép cua luat phap My, nhung ching ta ciing hinh dung ra dugc nhitng méi nguy
ngai tr viéc nhan dang (profiling) nay. Twong tu nhu vay, ta s€ con gip kho khan
nita dé c6 thé doan trude dai cong ty nay s& tuan tha va hanh dong nhu thé nao nhim
t6n trong cac luat vé quyén riéng tu cua chinh quyén nude ngoai. Vi du, tai Hoa Luc,
Google di lp dat nhitng hé thong sang loc két qua truy cp (results of searches)
Internet do nguoi dan Hoa Luc tim khi Google phai tuan thu theo ludt phap noi nay.
84



Cung Xin néi thém 13, c&r vai nim mot 1an, cac cong ty V1en thong hang dau va

nhidu chinh phu cac nudc hop miat dé thao luan vé céc tién trlnh cling nhu cap =
nhat cac ky thuat kiém soat Internet va truyén théng. Mong rang quyén riéng tu

s& duoc phan nao bao dam.

Thoéng tin c4 nhan ciia mot ngudi va rdi danh tinh ciia ngudi do khong chi bi 16
(hay bép méo) qua nhitng hoat dong hing ngay, ma con phai chiu tac dong boi
nhiing gi ngudi khac trao d6i hodc ban luan vé ngum ay. Vi du, mot buc dién
thu (email) giri dén hop thu voi ndi dung lién quan dén hd so (profile) cia mot
ngudi. Can cir vao ndi dung ciia buc thu Ay (qua Internet hom nay), bit ké email
kia dugc nhan hay khong, ngudi ta c6 thé doan ra danh tinh clua nguc‘fi nhan thu.
Vi thé, khi mot email duoc giri dén mot nhom dia chi, mbi giao ket va lién he
giita cac ngudi trong nhém ty nhién thanh hinh, bat ke sy mong mudn cia mdi
nguoi nhan. Cho nén, hd so ca nhan trén mang cua ta rat d&, va thuong chiu anh
huéng béi nhitng giao tiép giita ta, ban bé va ddng nghiép.

Vai vi du nhim biéu thi tiém nang viéc bi thu thap thong tin khi st dung cac
dich vu lién két mang xa hoi. Cong ching san sang tai 1én Internet mot khéi
lwong 16n thong tin ca nhan, tao lién két giita ban bé va ddng nghiép, dé 16 noi
0, hinh anh, va ca thong tin lién lac, khi strc ép va sy thu hat tham gia vao “cach
mang truyén thong” nay mdi ngay mot 16n. Chua khi nao bang luc nay, khi cac
nha tiép thi, chinh phii, va ké gian c¢6 thé thu thap thong tin ca nhan trén mang
dé dang dé sir dung cho nhiéu muc dich khac nhau. Dién hinh 14 cac Vé Binh
Céach Mang Iran da ton rat nhidu thoi gian trén mang Twitter dé theo ddi tat ca
cac cudc biéu tinh ciing nhu chwong trinh hanh dong cua déi phuong, doi khi
con mao dang ngudi ddu tranh. Vi thé ho da thanh cong trong viéc ngin chin
hanh dong cia dbi phuong ngay tir khi con trong trig nude. Twitter cling c¢6
thé da giup ho nhan dién hodc xac nhan danh tinh cia nhitng ngudi biéu tinh va
nhitng nha lanh dao du tranh xi hoi.
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Mot khi thong tin dd duoc luu, rit kho xo4 (xem thém chwong 2.3), va diéu
nay cling ap dung tai cac ung dung trén nhitng mang xa hoi (social networking
tools). Mot trang Facebook hoan toan ca nhan c6 thé bi ngudi chu twong lai soi
moéi trude khi mudn ban, bat ké cong viéc ban xin 1am 1a viéc gi. Hodc mot co
quan truyén thong, dugc su bao trg cua chinh phu, néu mudn ché diéu hay tim
bén céc thanh vién cua t chirc nhan quyén nhu NGO, khong nhimng c6 thé diéu
tra cic trang mang xa hoi ctia bt ctr thanh vién nao, ma con c6 thé di sdu vao
trang cua ban, va ban ctia ban ho nita. Co thé noi, khi mot qua tao hu, hay mot
chut bui ban duoc tim trong mudn van mdi lién hé trén toan ciu cuia mot ngudi,
nhidu chuyén c6 thé duoc théu dét dé tac dong dén danh tiéng va uy tin cua
ngudi d6, va ca ludn t6 chirc hay co quan ngudi ddy lam.

Tom lai, khong ai ¢ thé tranh khoi viéc bi thu thap théng tin ca nhan (profiling).
Tuy nhién, nhén thirc ra va c6 nhiing bién phap dé phong s& gitp ta glO’l han,
hoac ¢6 quyén chon lya nhing thong tin gi Ve ta s€ bi thu nhat. Xin ket luan
rang, su tac dong cua k¥ thuat vao trong doi sdng nghé nghiép va doi séng ca
nhan ddng nghia v6i viéc phai ta d6i dién v6i nguy co bi thu thap thong tin ca
nhan!
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Chinh Danh va Sy Minh Danh (Authenticity and Authentication)

Tinh chét toan ciu va dai chung cua Internet dong nghia voi phai can thém
nhiéu phuong phap méi dé tham dinh thong tin va chinh danh ciia ngudi dung.
Cho dén bay gio, ngu’bi str dung email dugc nhan dang boi tén nguoi xir dung
(username) va mat khau (password) Mobi trorong myc gan 1ién v6i danh tinh, va
tén lién hé dugc hién thi ¢&& minh ching ngudn gdc tit ca tin nhin giri dén ban
bé va ddng nghiép. Username ciing dugc xir dung boi cac tham dy vién trén
nhing phién tan giu (chat), dién dan (forum), va cic trang mang lién két xa hoi
trén Internet. Nhu da duoc ban luan trudc day va trong toan tai li€u nay, nhiéu
ndi dung thong tin qua ngi Internet rat d& bi giam sat. Thém vao d6, rit nhiéu
danh tinh ma ta dua vao dé nhan dang nhan sy trong moi trudng ao, co thé lam
gia dugc. Mot ké gian du kinh nghiém co thé nguy tao dia chi dién thu cia ho
gidng hét nhu cia ban (xem chuong 2.5) dé mao danh ban gui thu. Béng cach
14n theo du vét cua buic thu khi dd duogc ma ho4, ta c6 thé tim ra nguoi nic
danh, nhung duong nhu rat it trong chung ta dwoc chi day cach nay (xem Phy
Luc B-Dién Thu).

Nguon gbc ctia mot email khong thé tin cdy duge néu khong thé xac dinh ngudi
dich thyc gui 1a ai. Vi duy, t6 chire An X4 Qudc Té, vi nhan thirc van dé nay, nén
tat ca lién lac qua dién thu cta t6 chirc nay déu kém theo thong diép phi nhan
trach nhiém sau day:

“...Nhitng giao tiép qua Internet khong an todn, boi vay An Xa Quéc Té khong
chdp nhén trach nhiém phdp 1y d6i véi ndi dung ciia thi tin ndy. Néu ban khéong
phdai la nguoi duwoc nhdn, ban khéong dwoc tiét 16 hoac dat niém tin vao thong
tin trong burc dién thw nay.”

Khi tan gau (trén MSN hay Skype), ban d6i khi cho ring d6i phuong dich that
la nguoi ho ty nhan, méc du chua c6 cach nao kiém ching duoc qua giong ndi
hay qua thi gidc. Cho nén mét truong muc duoc thoa hi€p, hoac mét truong muc
nic danh co thé gy ra nhiéu rii ro dén sy riéng tu va an toan cho nhiing ai dat
hét niém tin vao uy tinh mot truong muc khi trao d6i thong tin.

Nhirng phwong phéap dién tir (digital methods) thuong khong hiéu qua 1am trong
viéc nhén dang chan dung ké gian trén Internet. Cho nén ta phai dua vao mot
phuong phap cii, nhung thong dung, 1a trao ddi am hiéu cho nhau trude khi tro
chuyén. Nhitng 4m hiéu nay c6 thé 1a mot ngén tir bi mat, hoic mot cau héi voi
cAu tra 101 mat gianh riéng cho cac duong sy trude khi cude tan gau bit dau. Va
nhitng 4m hiéu nay duoc gin b6 v6i mot truong muc hay username v6i ngudi
ma ban that su quen biét. Chi c6 vdy méi phan nio bao dam dugc quyén riéng
tu cua ban!

Nhén dang danh tinh truc tuyén twong ddi rac rdi hon khi xir dung dién thu. Boi
vi ngudi g c6 the khong giri kém bt e chi tiét gi dé minh dinh danh tinh cua
ho ( vi du nhu gidu dia chi noi giri). Twong tu, b1 doc 1én Va thay ddi ndi dung
thu 1a nhitng de doa c6 that va thudng co xac suét xay ra rat cao. Nhitng chir ky
dién tur (digital signatures) duogc tao ra nhim dé déi phé vé6i nhimng khé khin
trong viéc xac dinh danh tinh that trén moéi truong do. Cac chit ky nay st dung
phwong phap mé hoé (encryption) dé Iuu lai hét ndi dung cua tin nhin va danh
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tinh clia nguoi gui, va duoc bao an bdi mot mat khé4u manh. Néu ban tin nhin éy bi
dot nhap, hay pha hoai, chir ky kia s€ bi lam hong, va nguoi nhan s€ dugc thong bao =
rang tin nhan kia khong con dang tin cdy nita. Cho nén mét khi ban xay dung dugc

mot hé théng ma hod cong cong tbt, chit ky dién tir cua ban s€ tr¢ thanh mét gia tri
toi da trong viéc xac dinh danh tinh ctia ban va nguoi nhan khi trao doi tin nhan.*

Huwéng Pén Sw An Danh (Towards digital anonymity)

Khuét danh theo ding nghia 1a didu c6 dat dugc trong thé gi6i tan tién cta k§ thut trao
dbi thong tin. Rat nhidu nha d4u tranh d va dang bi 16 va bi xét xir vi phat hanh bai viét,
guri tin nhén, hodc goi dién thoai cho nhau cho dii di ding bi danh. C6 18 nhitng thong tin
trong ban tin ngén hay nhiing trao ddi qua dién thoai khéng hé 16 bat ky thong tin niao dé
¢6 thé nhan dang danh tinh ho. Nhung khi phai xir dung den nhitng phuong tién glao tiép
kia, ho v6 tinh ding dén cac chirc ning khac da dwoc cai sin, va cac chirc ning iy hé 16
danh tinh cua ho!

Giai phap 1a tim hiéu mot phuong tién cu thé, mot tin nhan, hay mot hanh dong trén mang
gin lién v6i danh tinh that cia ban ra sao dé tim cach (mg pho. Muc d6 khuét danh vira
phai co thé dat duoc béng cach ghi danh mét dia chi email 4o voi that nhiéu truong muc
khac nhau. Tt nhat 14 lam vy trén may dién toan cong cong (vi du, tai thu vién hay quan
Caf¢ Internet) khi dia chi IP cia may khong li€n hé dén ban. Hay chon dich vu dugc biét
dén rong rai, nhu Hotmail hay Gmail va tao mdt dia chi dién thu khong dung tén ban hodc
bat ctr tir khoa ndo ma ngudi ta c¢6 thé 1an mo theo ma tim ra danh tinh that cta ban. Phai
quyét tam khong nhéc, khong kém theo bét cir thong tin nao lién quan dén danh tinh that
ctia ban khi trao d6i tin nhin néu khéng can, va phai hét sirc than trong khi tiét 16 dia chi
dién thu ao voi nguoi khac.

)

A

Khi lué6t cac trang mang, hily dé ¥ cac hanh dong ctia ban b giam sat ra sao. Néu ban mudn
giit trang thai trong ddi khuét danh khi phai lu6t nhitng trang mang “nguy hiém” thi nén
lam chuyén nay & cac méy dién toan cong c6ng Con nhirg mang luéi 4n danh nhu Tor
hay céc proxy servers hd trg 4n danh65 thi c6 thé giup ban nguy trang diém dén va ngudn
goc cac thong tin ban t1m Hay ¢ ging khong xtr dung cach nay khi luét nhimg trang“nguy
hiém” qua dudng két ndi Internet ca nhan tai nha riéng, cho du chi lam “maot 1an.” Boi vi
mot khi ddu mbi vé ban da duoc hinh thanh, né c6 thé duoc luu trit tai cic server ctia nha
cung cap dich vu Internet.

ONVA NVHN 2 OVHL DVHd

Khi xt dung dién thoai di dong, ddi méy di dong mai va thé nhé mai (SIM) sé gitip ban
phén nao an danh Nhirng thé nh¢ tra tién truée (Pre-paid SIM cards) va cac may khong
dang ky co thé an danh nhung ngudi tham gia néi chuyén. O mot s6 nudce, ban c6 thé mua
thé nhd va may khong can phai diang ky danh tinh, hodc mua véi danh tinh gia. Nhung diy
c¢6 thé 1a mot viée 1am bat hop phap Vé mat phap 1y. Ching ta can biét vrallng, nguy co bi

16 danh tinh s& giam di néu ban han ché sir dung va thudng xuyén thay déi may di dong. 64

Hay xem
, A Chuong 4,
Co the da qua tré dé an danh danh tinh hién gio, du 1a trén Internet hay qua cac phuong tién phin  Ma
truyén thong di dong. Hay tao nhiéu truong muc méi va hay thay doi s6 dién thoai nham Hoéa dé biét
phan nao giir dugc 4n danh trong trao ddi. Sau d6, hay luu tdm dén noi va cach dang ky, thém  chi
cling nhu ndi dung trao dbi qua phwong tién hay dich vu nay véi ngudi khéc. fet
, ) 65

Tom lai, phai ludn ludn can théan, canh gidc, va thin trong doi v6i nhiing sinh hoat trén Xem  thém
Internet va dién thoai di dong, néu sy an danh dinh lién v6i s an nguy cta ban! CC}E ﬁétz 66

uwong 2.6.
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66

Nhirng dir kién va trich
dan trong chuong nay da
dugc mugn tr Sy Riéng
Tu Quéc Té - Béo Cdo
vé Su Riéng Tu va Nhin
Quyén nam 2004 — Mdi
De Doa cho Su Riéng Tu
w w w
privacyinternational. org
va trang nha cua Ky gia
khong bién gidi www.
rsf. org

3.0 NHUNG BIEN CHUYEN VE
MAT PHAPLY VE SU RIENG TU
TREN INTERNET VA QUYEN TU
DO NGON LUAN ANH HUONG
PEN CONG VIEC VA SU AN TOAN
CUA NHUNG NHA PAU TRANH
NHAN QUYEN TOAN CAU*

Phén nay s& ban dén nhitng yéu t6 phép 1y 1am giam di sy chinh dang va
tAm quan trong trong cic cong viéc ma cac nha bao vé nhan quyén (human
rights defenders) lam, khi ap dung vao trong thé gidi a0 va ky thuat lién
he Chung ta s& chu trong dén cac dao luat c6 anh hudng truc tiép va glan
tiép dén an ninh va an toan cta nhimg nha dau tranh bao vé nhan quyén.

Internet d3 va va dang 1a mot moi trudng méi dé trao dbi thong tin va kién
thirc. Pai da s cac chinh phu trén thé gisi biét dugc tiém ning x3 hoi va
kinh té cua no. Nhung trong khi hau hét cac chinh phu da@ manh dan dya
vao Internet dé phat huy kinh t&, mot vai chinh phu lai e dé, so sét vi tim
anh wdng cua Internet co thé tac dong dén sy n dinh va ton vong cua
chinh quyén dang cai tri. Bai vi Internet vuot qua duoc nhitng bién gidi
hanh ch1nh va dia 1y that dé dang va nhanh chong chua timg thiy. N6
cung cap mot phuong phap tién phong ma qua dé tleng no6i cua mot ngudi
c6 thé dén tai tat ca nhung ai dugc két ndi cung lac. Khong nhu trén cac
phuong tién thong tin truyén thdng-khi thong tin c6 thé duoc trich ngudn,
chia phan, bién tap, hay rat ngin- théng tin trén Internet dwoc chinh ban
doc, nguoi xem tu chon theo y muon. Cho nén nguoi s dung khong bi
anh hudng boi cac tuyen truyen chinh tri, tin néng vé cac nhan Vat cong
chung, hay thong tin thé thao tong hop, trir khi nguoi st dung muon vay.
Vi the ban dirng ngac nhién rang Internet d3 tao ra nhiéu ric rdi & nhirng
qudc gia nao mudn kiém soat tw do chinh tri, xa hoi va ton gio.

Nguyén tic hoat dong cong khai cuia Internet 1a dé thi hanh theo ban
Tuyén Ngbén Quéc Té Nhan Quyén (Universal Declaration of Human
Rights), dac biét la quyén tu do ngdn luan, nhom hop, va lap hoi (Diéu
19). Trong ban bao cdo goi dén Cao Uy Lién Hiép Qudc vé& Nhan Quyén
ngay 20 thang Giéng, 1999, Pac Trach Vién vé viéc bao vé va quang ba tu
do y kién va ngdn luan 1a Abid Husseid nhan xét, “trong khi rat ca biét vi
tam tham thau va cach ung dung, Internet don thuan 1a mot phwong tién
truyén thong méi. Vi thé bat ¢ir hanh vi han ché hodc quan Iy nao ciing
la vi pham nhiing quyen dugc d ra trong ban Tuyén Ngén Qudc Té Nhan
Quyén, dic biét 1a Diéu 19.” Ong Iy giai thém rang:



Ve nhitng anh hwo‘ng cua cac cong nghé truyén thong moi, Pac Trdach Vién cho
rang day la diéu rt quan trong dé cdc ky nghé truyén lhong mdoi nay dwoc bao vé
boi cdc tiéu chudn quoc té nhu nhbmg phu’ong tién truyen théng, va khéng bi bat
cir mét phwong phdp ndo can tré nham gay ton hai den tw do ngon. lugn va thong
tin, trong ter'ng hop phai phan van trudc mot quyet dinh, quyét dlnh ay nén
nghiéng vé phia ty do ngon lugn va tw do trao d6i théng tin. Riéng vé Internet,
Bdc Trdch Vién xin nhan manh rang nhitng biéu 16, trao doi trén mang nén duoc
diu dat boi cdc tiéu chudn quéc té va phai dige bao vé nhu bt cir phirong tién
théng tin truyén thong nao.”"

Su ting truong cua ky nghé truyén thong Internet (Internet Communication
Technologies) ciing da va dang khién cho nhiéu khiic mic vé riéng tu thém 13 nét.
Khi ching ta chuyén sang thé gi6i dién tir (digital world) dé truyén thong, chiing ta
phai doi pho véi nhitng muu lugce thu thap, giai ma, phan tich, va quan ly cac nhu li¢u
nay boi nhitng chinh phu va cong ty kinh doanh. Nhu liéu nay bao gém ludn nhing
dir kién vé cac trang mang chung ta vio, nhimg dién thu, cac noi dén trong nhiing
chuyén du lich, tai chinh ca nhan va hd so bénh an, thanh vién cua cac phong trao
chinh tri hodc xa hoi, lién hé véi cac to chirc ton gido, van van. Tat nhién viéc quyén
riéng tu bi xdm pham khong c6 gi 1a méi la, nhung nén nhé rang viéc st dung nhing
ky thuat thoi dai va nhitng chirc ning giam sat cin ban cua chiing dong nghia véi nguy
co quyén riéng tu cua ta bj xAm pham ngay cang gia tang. Ngay ca Lién Hlep Qudc
cling da tr¢ thanh nan nhan cia cac van dé nay. Vi du tai Hoi Nghi Quoc Té Thuong
Pinh vé Ky Thuat Truyén Thong lan thir nhat (First World Summit on Information
Technology) nam 2003, tat ca tham du vién dugc trang bi thé nhén dang danh tinh.
Bén trong cac thé dy, mot thé nhu lidu (chip) phat ra séng dién tir nhu cta dai radio
duogc cai sdn. Qua thé nhu liéu d6, nguoi ta c6 thé da thau lai tit ca cir chi, lién lac
cla tat ca tham du vién trong khi Hoi Nghi Thugng Pinh dién ra diéu ma céc tham du
vién khong hé hay biét!

Hai cude khung bd ngay 11 thang 9 nam 2001 ¢ Hoa Ky da gy anh huong xau 1én
céc dao ludt vé quyeén riéng tu, vi chung khién nhimng quoc gia nao chua (ngay ca
chua ban dén) c6 nhitng bién phap giam sat thong tin truyén thong cling phal lam
vay. Thang Muoi nim 2001, Ha Vién My phé chuan “Pao Luat dé Cung Cép Nhimng
Phuong Tién Can Thiét nham Panh Chin va Ngian Can Khung B” (Act to Provide
Appropriate Tools to Required to Intercept and Obstruct Terrorism, hay con goi ném
na 1a “the USA-Patriot Act ). Pao luat nay cho phép Co Quan Piéu Tra Lién Bang
(FBI) lép dat mot heé théng giam sat Internet, voi t€én DCS 1000 (hoac ném na la
CARNIVORE), ¢ tat ca tram cung cdp dich vu Internet cip qudc gia.® Nam 2003,
Qudc Hoi Hoa Ky bai bo viée phai xin gidy phép tir toa an (warrants) trude khi cac
toan diéu tra cong quyén truy tim dir liéu vé nguoi xir dung Internet, hodc khi ho truy
cip cac trang mang dé 1ay t1n Ref. Sau do, bo truong tu phép la 6ng Aschcroft da cho
phép co quan FBI moi quyén han can thiét dé xuc tién viéc giam sat truc tuyén dé thu
thap thong tin vé nguorl st dung Internet, du ho chua bi tinh nghi hodc khong lién quan
gi dén cac cudc diéu tra cong vu. Luc dau, dao ludt néu trén duogc du tinh ton tai tam
thoi, nhung dao luat ¢6 d trd thanh vinh vién sau nhitng cudc khing bd bang bom &
London, Anh Qudc xay ra vao thang Bay, 2005.

Sau nhiing cudc tin cong ¢ Bali nim 2003, chlnh quyén Uc Dai Loi dd ban hanh

nhiéu dao luat dé bat budc tat ca cac nha cung cap dich vu Internet (ISPs) phai tich
89
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trir va giam sat dit liéu truyén tai qua server cta ho, va dong thoi khuyén khich ban
dung chia sé khoa ma hoa (encryptlon key) cling nhu tham gia vao du an giam sat
ECHELON do Hoa Ky diéu khién.

Sau d6, chinh quyén Uc ciing cho phép cac co quan cong quyén chin bét va doc
dién thu, tin nhin dang ngan (SMS, nhu trén Twitter) va tin nhan miéng ma khong
can gidp phép ciia toa an, véi Iy giai rang nhiing thong tin nay thudc loai “luu trir”
chir khong phai 12 loai thong tin séng (real-time)!

Colombia va Zimbabwe va nhiéu nuéc khac da hop thirc hoa chuyén chin dau va
nghe 1én nhiing trao d6i thong tin tur ma khong can toa an chip thuan; An D¢ da
ban hanh Pao Luat Chdng Khiing B (Prevention of Terrorism Act) nham cho phép
canh sat quyén truy tim nhiing trao d6i thong tin trén Internet; Jordan da stra lai bo
luét hinh sy bao gdm Diéu 150 1a “xir ti” bit cir ai “luru hanh, phat ngon, hay hanh
dong nham da kich doan két quéc gia, kich dong xung dot, truyén dat han thu, kich
dong ky thi chiing tdc, quang ba tin ddn nguy tao, kich dong bao luc, tham gia va td
chire cac cude nhom hoi hop bi ludt phap ngin cdm.”; Qubc Hoi Hoa Lan di dong
¥ v6i du luat cho phép cong t6 Vien chinh phu doi hoéi nhu liéu lién quan dén vi
pham giao thong tir cac nha cung cip dich vu truyén thong cong cong va dong thoi
da thong qua sac 1énh ca biét cho phép co quan cong quyen nghe Ién nhung trao doi
gitra luat su va than chu ctia hg. Con Slngapore thi d3 tu bd Pao Luat Ve Lam Dung
bién toan (Computer Misuse Act) dé cho phep c4c co quan céng quyén nudc niy
xuc tién nhirng bién phap chdng lai nhiing ddi twong ma theo nhitng “thong tin déng
tin cdy” la nhitng ké bi tinh nghi tin cong (hack) vao nhitng trang mang chtra dung
thong tin nhay cam. Nhitng hinh thtrc phap 1y nay 1 dé gia ting kha ning giam sat
va thu thap thong tin ca nhan cta chinh phu véi chiéu bai chéng khung bé. Diéu
quan trong 13 nhimg dao luit nay bao gdm nhirng cach hoat déng ciia cac co quan
tinh bao ma luat phap khong bao quat, nhu nghe 1én, chan dién thu, hay la trom
thong tin tir may dién toan ca nhan. Vi du, vao Thang Ba nam 2006, chinh quyén
cta tong théng Bush bi phat hién cai dat hang nghin dung cu nghe Ién tai nhiing
duong dlen thoai tw ma khong xin phép quoc hoi. Loi bién minh cho V1ec lam nay
1a “quyén Tdng Théng” va sy an ninh can thiét quan trong hon nhu cu hoat dong
trong vong phap luat!

Chuyén lam dung quyén luc, kh1 dugc cing ¢ boi cac thay ddi phap 1y, thuong
xay ra & cac nudc khong c¢6 nén lut phap cong bang va khong co nhung t6 chirc
didu phdi doc 1ap. Da sb cong dan cac nude ndy biét & nhu cau chdng khing b,
tuy nhién ho dang nap nhimng quyén c4 nhan va nhiing quyén rleng tu, bao mat ma
khong ngh1 dén hau qua sau xa. Xin trich din mot nhan xét chung vé quyén riéng tu
cua Hoi Dong Nhan Quyén Lién Hiép Quoc tie td chtre duoc uy nhiém g1a1 thich
trach nhiém cip qudc gia cua nhitng quéc gia ky vao Cong Phap Qudc Té vé Quyén
Dan Sy va Chinh Tri (International Covenant on Civil and Political Rights):
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“Khi tat ca cong dan song trong xd hoi, su bdo vé quyén riéng tu la diéu can 3.0

thiét twong doi. Tuy nhién, cac co quan cong quyén chi nén doz hoz nhitng
thong tin lién quan dén quyen riéng tw khi nao nhitng théng tin dy nam trong
quyén loi xd héi, nhur dwoc hiéu trong ban Cong Phdp. [ ...] Ngay cad khi nhiing
can thiép vao quyén riéng tw phit hop véi Cong Phéap, mét bg ludt phii hop
phai ghi ro thdt ti mi pham vi cia bo ludt va nhitng can thiép cu thé nao duwoc
cho phép. Khi mot quyét dinh dwoc ban hanh d@é can thiép thi quyét dinh dy
phdi xudt phat tir co quan céng quyén dwoc bg ludt kia ity nhiém, hodc dwoc
iy nhiém theo ting trieong hop. [...] Théng tin lay dwoc tir méi lan can thiép
phai duwoc bdo mdt. Ngoai nhitng truong hop nay, nhitng sy giam sat, theo d5i
va nghe lén qua phu’o‘ng tién dién tir, dién tir hay nhitng phwong phdp giao té
khdc phai tuyét doi bi cam.”"

NOHN

Céc chinh phi ctia Bangladesh, Pakistan, Trung Qudc, Viét Nam va mét s6 qudc gia
khac da va dang cho phép céc co quan chinh phu quyen xam pham m01 thong tin
trao doi trén Internet va thu dién tu: Cac cong ty c6 phan Internet da qudc gia dang
lam ngo v&i nhiing tiéu chuan qudc té vé quyén riéng tu. Ho hop tac véi cac chinh
phil nay trong viéc cung cip thong tin ca nhan cia nhitng khach hang luu & cac
server. Chuyén phu dinh quyén riéng tu va quyén ty do ngon luan dang tré thanh
mot xu hudng chung tai nhiéu noi trén toan cau. Céac phuong tién ki thuat dang gop
phan vao kha ning giam sat mdi c4 nhan-cho du & trén dudng phd hay trén Internet.
Xin ban hay that than trong!
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3.1 KIEM KHAO NOI DUNG
TREN MANG (CENSORSHIP OF
ONLINE CONTENT)

XUAT BAN TREN MANG

Nhirng nha bao vé nhan quyén di va dang c6 dwoc nhiéu loi diém
tir Internet béi vi Internet giup ho d& dang lién lac v6i cong dong
toan cau. Nhitng ban tin v& vi pham nhan quyén dugc luu hanh trén
mang va ¢ thé kich dong ngay mot cudc 1én an tir bén ngoai, dac
biét bén ngoai mot quoc gia hay mot Vung Nhung ving ma lac trudc
cac phuong tién truyén thong qudc té khong thé voi t6i nay di khéc.
Nhitng chinh phii ndo muon bit mleng cac nha d01 khang ta1 que
hwong ho, nay phai déi dau voi nh1eu thir thach co tam voc quc té.
Nhung, boi vi khudn khd cép qudc té khong cung cap chudn muc de
bién minh hogc cho phép chuyén kiém khao noi dung, nén dai da sb
cac qudc gia dwa vao ludt phap cua nuée ho. Thuong, Internet duoc
cho 14 ndm trong pham vi ctia cic dao luit quan 1y truyén thong. Thé
nhung, diéu nay rat kho thé bién minh dugc boi vi nhiing gi xu?it ban
trén mang, khong glong nhu trén phuong tién thong tin truyen thong
dia phuong, dugc xuat ban cho khan gia toan cau va ¢6 thé xuat phat
duy nhét tai mot qudc gia, nhung van truy cap dugc trén toan cau.
Trong truong hop ctia nhém truyén thong Dow Jones va Gutnick tai
Uc Chéu, Joseph Gutnick kién tap chi trén mang 1a Barrons (1) cia
Canada t0i phi bang. Toa thuong thim Uc da tai khing dinh quyét
dinh cua toa ti cao bang Victoria rang bai bao trén Barron phai dugc
xem qua cac may di€n toan dat tai bang Victoria méi c6 gia tri phap
ly! N6i mot cach khac, khi suy rong ra, mot xuét ban khong chi duoc
phap luat bao vé tai noi dugc doc, ma luén ca noi bién tap.

Nhirng nha bao vé nhan quyén di va dang c6 dwoc nhiéu loi diém
tir Internet béi vi Internet giup ho d& dang lién lac v6i cong dong
toan cau. Nhitng ban tin v& vi pham nhan quyén dugc luu hanh trén
mang va ¢ thé kich dong ngay mot cudc 1én an tir bén ngoai, dac
biét bén ngoai mot quoc gia hay mot Vung Nhung ving ma lac trudc
cac phuong tién truyén thong qudc té khong thé voi t6i nay di khéc.
Nhitng chinh phii ndo muon bit mleng cac nha d01 khang ta1 que
hwong ho, nay phai déi dau voi nh1eu thir thach co tam voc quc té.
Nhung, boi vi khudn khé cép quéc té khong cung cap chudn muc de
bién minh hogc cho phép chuyén kiém khao noi dung, nén dai da sb
cac qudc gia dwa vao ludt phap cua nude ho. Thuodng, Internet duoc
cho 14 ndm trong pham vi ctia cic dao luit quan 1y truyén thong. Thé
nhung, diéu nay rat kho thé bién minh dugc boi vi nhing gi xudt
ban trén mang, khong g1ong nhu trén phuong tién thong tin truyen
thong dia phu:ong, duogc xuét ban cho khan gia toan cau va co thé
xuit phat duy nhit tai mot qudc gia, nhung van truy cap duoc trén
toan ciu. Trong truong hop ctia nhém truyén thong Dow Jones va
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Gutnick™ tai Uc Chau, Joseph Gutnick kién tap chi trén mang
1a Barrons (1) cia Canada t6i phi bang. Toa thuong tham Uc
d3 tai khang dinh quyét dinh cua toa t6i cao bang Victoria ring
bai bao trén Barron phai dugc xem qua cac may dién toan dat
tai bang Victoria mai co6 gia tri phap ly! No6i mot cach khac, khi
suy rong ra, mot xuat ban khong chi dugc phap luat bao vé tai
noi dugc doc, ma ludn ca noi bién tap.

Nhiéu quéc gia hién nay di ban hanh nhiéu luat cu thé dé
hoach dinh tinh hop phap cta nhitng thong tin dugc phat hanh
trén mang. Dién hinh, lut phap Iran ...cAm va cho rang pham
phap néu phat hanh trén Internet bat ké tai liéu nao trai nguoc
hay ling ma giao phap Hoi Gido, gia tri cach mang, tu tuong
cﬁa Imam Khomeini Hién Phép, hoic gdy ton hai dén doan két
quoc gla ciy sy mat long t1n vao kha nang lanh dao cua gidi
cam quyen tuyén truyén tot cho nhitng nhém bat hop phap,
khuyén khich nhimg théi x4u nhu hut thube 14, hay ling ma
vién chire chinh phu.”

Thai Lan va Tay Ban Nha nghiém cAm tit ca hanh vi pham
thuong dén hoang tdc, trong khi tai Thd Nhi Ky thi cam tét ca
n6i dung c6 muc dich ling ma chu nghia qudc gia, n6i xau cha
dé cta nude nay thoi hién dai la Kamal Attaturk, hodc dé cap
dén cudc tham sat chung toc Armenia.

Trong khi d6, Puc va Phap tich cuc theo dudi va dep bo (hodc
kiém khao noi dung) bat ctr bai viét, tai liéu nao phi dinh cudc
diét chung nguoi Do Thai (Holocaust) hodc trg gitip tim kiém
nhitng ky vat thoi Btrc Qudc Xa trong Dé Nhi Thé Chién.

Tai Ai Cap, trong nhimg dao luat vé tinh trang khan truong
qudc gia (Emergency Laws) co doan nghiém cim “kéu goi
béng truyén miéng, viét, hodc bit ctr cach nao khac nhim can
tré hién phap hodc luat phap; tang trit tai lidu kéu goi cac hanh
dong vira néu, bop méo tin tirc hodc nhirng tuyén bd cta chinh
phu, phat tan va khuyén khich tin ddn nhim phé rdi an ninh trat
tu, hodc lam ton lai dén cong chung va lgi ich chung.”

Vao nam 2002, nguoi sir dung Internet tai Ai Cap dugc canh
b4o phai tranh xa nhiing van dé cAm ky (nhu quan hé giira
ngudi Thién Chua Gido va ngudi Hoi Gido, xuét ban y tudng
khﬁng bd, vi pham nhan quyén, chi trich téng thong, gia dinh
tong thong va quéan doi, hay quang ba phién ban mai cua dao
Hbi Gido) va duoc mach bao rang viéc bay t6 y kién cong khai
khong dugc hoan nghénh. Tir d6, vai nha dan bao (bloggers) da
bi ti day chi vi bay t6 ¥ kién, tu duy trén mang.

Céc trudng hop phép 1y khac di tac dong dén viée truy cap
thong tin dién tir bao gom:
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Chinh An vé Phat Séng Uc Chéu (dich vu mang) 1999
d3 tao va trao quyén kiém soat ndi dung Internet cho Uy
Quyén Truyén Théng va Thong Tin Uc Chau (Australian
Communications and Media Authority). NoOi dung trén
cac website ding boi cac server tai Uc hodc tai nudc ngoai
dugc phan loai boi Phong Phan Loai Phim va Vin Pham
(Office of File and Literature Classification). Tét ca ndi
dung trén trang web nao bj liét ké vao loai “cAdm” c6 thé bi
1énh g& xudng néu & Uc, con néu & nude ngoai thi s& bi cho
vao danh sach sang loc (filtering).

Bén Hoa Luc, Piéu Khoan vé& Quan Ly Thong Tin va Dich
Vu Internet (Chinese Provisions fo the Administration of
Internet News Information Services) dinh nghia ndi dung
cua nhiing thong tin trén mang 1a “...tin tirc, phuc trinh, va
binh luan thoi cudc, chinh tri, kinh t&, quan su, ngoai giao,
nguy kich quéc gla va nhiing chuyen thoi su khac...”Ref.
Diéu 5 trong Diéu Khoan trén bat budc bat cir website
hodc ban thong c4o ndy mudn phat hanh bat ctr ndi dung
gi khong co trén cac website chinh thitc ctia chinh phi phai
duoc duyét xét va chép thuén bdi Phong Thong Tin ctia Hoi
DPong Nha Nudc.

Tai Viét Nam, nghi dinh Van Hoa va Thong Tin Truyén
Thong (Decree on Cultural and Information Activies) sé
phat 30 triéu dong Viét Nam (khoang 1 500 USD) dbi voi
nhiing ai phat tan tu twdng “phan dong” bao gdm ca thd 16
bi mat (ctia dang, nha nudce, kinh té, va quan su), nhirng ai
khong nhin nhan thanh tich cach mang, va nhiing ai khong
nap nhitng bai viét dé dugc duyét xét trude khi luu hanh.
An D6 bit budc nhimng cong ty cung cip dich vu Internet
(ISP) duogc phép hoat dong tai nudc nay phai “bao dam
khong duogc lwu hanh bat cir diéu gi ¢6 ndi dung chdng ddi,
khiéu dam, chua dugc chinh phu ty thac, hoac bat ctt ndi
dung khac, ciing nhu tin nhin hay nhing théng tin truyén
thong vi pham ban quyen quyén s& hitu tri tu€ va céac luat
vé mang 4o cua quc té 1an qudc noi, bang bat cir hinh thirc
nao hodc khong phu hop véi luat phap An Do, trén mang
ludi cua minh, va ISP phai c6 bién phap ngan chédn nhitng
ndi dung néu trén..”



3.2 SANG LOC TRANG WEB
(WEBSITE FILTERING)

Céc qudc gia trén thé gisi dang ap dung k¥ thuat sang loc Internet. Viéc
nay cho phép ho ngin chin nhiéu trang web hodc mét trang web cu thé
trong pham vi lanh thd cia minh. Trong thyc té thi viéc nay dong nghia
v6i kiém khao noi dung ddi vé6i Internet. Chuyén sang loc niy xay ra hau
hét tai mdi quéc gia, va thuong ddi twong 1a nhitng thong tin duoc phan
loai trude. Ddi tuong thong tin bi phan loai trén Internet dé duoc kiém
khao bao gdm thong tin vé: ton gido, chinh tri, khiéu dam, tinh duc vi
thanh nién, nhan quyén, v.v.

Hai phuong phép cin ban dé kiém khao thong tin quen thudc 1a: (1) Tat
ca nhitng gi khong duoc phép luu hanh rd rang 13 bi cim; va (2) Tét ca
nhiing gi khong bi cim duoc phép luu hanh. Hai cach nay thudng duoc
dé cap 1a “s6 den” va “so trang” va cach sau cung 1a cach ndi troi dugce
ding & cac ¢ so ha ting Internet cap qudc gia. Cuba, Mién Dién va Viét
Nam khéi dau ngin chin toan bo mang Internet, va chi cho phép cong
dan truy cap mét vai trang web.

Sy khé khin khi duy tri “sé den” va “sd tring” thuong khién cong tac
nay duoc giao pho lai cho nha cung cép dich vu Internet (ISP), va ISP
phai chiu trach nhiém ddi v6i nhimng ndi dung bat hgp phap ma cong
dan cia mot nudce truy cap dugce tai nude do. Trong hoan canh nay, cac
cong ty kinh doanh phdn mém sang loc nhan co hoi thu loi. WebSense,
Content Watch va Fortinet chi 1a mot vai vi du cc cong ty san xuat phan
mém sang loc ndi dung Internet dugc sir dung trén cac mang ludi cua
hoc duong, cong ty thuong mai, va cua qubc gia. SmartFilter, mot san
pham cta Secure Computing, ¢6 thé tw phan loai cac duong link URL
theo tiét muc nhu “Phéa Thai, Vat Liéu Nguffi Lén, Giao Duc, Tin Ttrc va
Truyen Thong, Bat Hop Phap, hodc Nghi Van” va v.v. dé ngudi sir dung
¢6 thé giri vao cac URL ma ho truy cdp theo timg tiét muyc. San phim
nay duoc nhidu chinh quyén va cac nha ISP mua dé thyc hién chinh sach
kiém khao ndi dung Internet.

Céc qudc gia thuong mé rong nhing quy dinh vé truyén théng hién hay
dé quan 1y 4n phdm trén Internet. Bat ky ai mudn tao mot trang dan béo
(blog) tai mot noi nao ddy co thé, vi du, phai ghi danh nhu mot céng ty
truyén thong theo cac luat phap hién hanh, du chi quan 1y loai truyén
thong phat séng va truyén thong in, ciing duoc 4p dung dbi voi moi
truong blog. Trén bé mat thi c6 1 cach nay don gian héa nhiing phap 1y
can thiét dé quan 1y nhiing 4n pham trén mang, nhung blog thudng chi
néu 1én ¥ kién ciia mot ngudi, khong qua quy trinh bién tap va thuong
duoc xuét ban bat chép chuyén server cua cac website dat tai noi nao
(ttre 12 luat quan 1y ndi dung tai mot qudc gia) va nhitng didu nhay cam
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tac dong dén nguorl doc. Cho nén dan bao (blog) khong tuan theo
mo hinh truyén théng va béo chi truyén thong.

Nhiéu quéc gia hién nay dang tién trude cac thoa thuan quéc té
vé tu do thong tin va ngdn ludn, va tu quyét dinh nodi dung néo
cong dan ho duoc phep truy cap Viée nay thuong duoc xuc tién
v6i chiéu bai duy tri 6n dinh qudc gia, bao vé van hod, an ninh,
va luat phap. Nhitng cach giai thich nay da va dang duoc st dung
rong rdi dé can ngin cac trang mang dan than vao cac van dé ty do
ngon luén, t do chinh tri, doc 14p thong tin, va nhan quyén. Vi du,
ngay 31 thang Chap nim 2002, chinh quyén Iran ban hanh “Séc
Lénh Hién Phéap ciia Hoi Pong Puong Quyén vé viéc Quy Dinh
cac Trang Websites bi CAm”(Decree on the Consitution of the
Committee in Charge of Determination of Unautorized Websites)
khing dinh ring, “Dé bao vé van hoa dao Hoi va van hoa qudc
gia, mot hoi dong gdm dai dién cac bo Thong Tin, Van Hoéa va
Huéng Dan Hoi Gido, Phat Song Cong Hoa Hdi Gido Iran, Hoi
Pong Vian Hoa Cach Mang, va Té Chirc Tuyén Truyén Hoi Gido
dugc thanh 14p boi bd Thong Tin dé tham dinh va bao cdo voi
b6 Ky Thuat Théong Tin Truyén Théng (Ministry of Information
Communications Technology). Nhiing trang web bi béo céo dén
b6 nay déu duoc cho vao danh sach kiém duyét. Tai Singapore
cac trang web trén Internet bi quan 1y va dugc cap phép hoat dong
boi Uy Quyén Phat Séng Singapore (Singapore Broadcasting
Authority) va phai tuan thu theo cac quy dinh gét gao cia co quan
nay. Nhitng thong tin véi ndi dung “ddi truy” tir khiéu dam dén
“nhirng lanh vyc tac hai dén dao dure cong chung, phén thinh chinh
tri va ton giao” phai dugc quan ly.

Thong thuong thi ¥ dinh ngdn chan cac trang web tir mot chinh
phu khong dugc cong bd, va danh sach cua cac trang web bi chin
cling khong dugc cong bd. Cho nén, cac trang mang Internet bi
chan thuong thi khong vi vi pham mot diéu luat cu thé, nhung bi
chan béi vi cac gidi chirc cho rang viée truy cap chiing s& tac dong
x4u dén nhitng chinh sach ma chinh pht mudn thic diy. Mot vi
du cb dién la tai Trung Qudc, noi ma cac ISP bi bét budc phéi dong
J “khong truyen tai nhitng thong tin c6 thé 1am ton hai dén nhimng
truyen thong t6t dep va dao dirc nudc Hoa. 17. Két qua, Trung
Quoc da trién khai dwoc mot hé thdng sang loc quy mé va phirc tap
nhét thé gidi, voi hang nghin nhan Vlen ngay dém ra soat va liét ké
c4c trang web vao “sb den” hay “sé tring.”

Thong thudng, viée mot chinh phu kiém khao cac trang web khong
dugc sy dong thuan da sb tir cong chung, va cé quy trinh kién nghj
dé g6 bo cac trang web khoi danh sach bi chin. Hau qua cia viée
nay 1a ngudi dan tim cac k¥ thuat leo rao dé thoat khoi hé thong
sang loc do chinh quyén thz‘mh 1ap. Quy trinh ndy thuong la yéu
cdu may dién toan tai mot quic gla khac (khong co su kiém soat
Internet) vao trang web mong mudn dé 1y va truyén tai lai noi
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dung theo yéu cau. Tur khia canh k¥ thuat, ngudi dung chi truy cap 3 2
thong tin tr may ti€p van chir khong phai tir trang web bi ngan cam. =

Theo 6ng John Gilmore, nguoi thanh 1dp ra Electronic Frontier
Foundation, thi “H¢ thong Internet xem duong vao cac trang web bi
kiém khao nhu bi hu hai, va tu tim dudng khac dé vong vao.”

Toém lai, sang loc Internet khong nhitng can trd cong viéc cua nhitng
nha bao nhan quyén ma d6i khi con ngin can tin tirc vé vi pham nhan
quyén lan dén cong dong dia phuong ban va cong dong qudc té. Cac
chinh phu c6 thé ngan chan truy cap dén mot trang web tai nudc ho,
va vi vay lam té liét kha ning truyén tai va cap nhap thong tin cua
nhitng t6 chirc dau tranh. Bang cach khac, cac chinh phu ciing c6 thé
ngan can cong dén truy cap nhitng trang web nhat dinh, va vi vay han
ché viéc truy cap thong tin, tin tirc, va kha ning bay to y kién mot
cach tu do ctia nhitng nha bao vé nhan quyén.
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ANNINH 3.3 SU GIAM SAT TRUYEN
DIENTUVA  THONG (COMMUNICATIONS

BAO VE BOI TU
SURVEILLANCE)
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Su giam sat truyén théng di bat dau hién dién khi thoi dai
dién tin chao doi. No6i chung, chung ta c6 thé chip nhan
viéc canh sat va cic co quan tinh bao dugc quyén nghe 1én
ai 46 dé bao dam quyén loi va an ninh céng cong. Nhung,
vi nhiéu ké gian da bi bat boi vi bi phat hién nghe 1én dién
thoai hodc dot nhap dé xem hd so nhitng cu goi. Cho nén,
quyén néu trén phai dugc bao dam khong dugc ty nhiém
mot cach dé dang va phai thong qua mot qua trinh phap 1y,
hodc mot qua trinh twong duong trudce khi cac hanh dong
trén dugc Uy thac. Néu khong, ngudi nguoi s& dung 16n va
la 6 mot khi ho biét rang mdi cude néi chuyén qua dién thoai
ctia ho tir truée dén nay déu bi ghi 4m va luu giir! Vi vay,
chung ta dung ngac nhién hodc cam thay lanh nguoi khi biét
rang rat nhiéu qudc gia di ra tay mot cach nhanh chong va
thim ling dé ban hanh nhitmg dao luat dé hop phap hoa sy
giam sat va luu trit nhitng giao tiép trén Internet.

Vi du, vao nam 1996, Digicom, cong ty cung cdp dich
vu dién tir [om nhat tai Pakistan, yéu cau khdach hang ky
ban giao két nham dp dat nhitng han ché khi xir dung
Internet. Dudi cdc diéu khodn ciia ban giao két nay,
nguoi xu dung bi cam khong dwoc ma hoa die liéu va
phdi chdp nhdn nhing trao doi, théng tin dién tir ciia
ho duwoc giam thi boi cac co quan nha nudc. Thém vao
a6, ngueoi xir dung Internet phdi cung cdp cho Digicon
ban sao can cuoc cua thé chieng minh nhan dan, trong
khi céng ddn ngoai quéc phdi cung cdp bdn sao cia hd
chiéu. Nhitng ai thiéu sot sé bi cdt dwong noi két, va
mat dich vu Internet’!.

Theo 161 don, cac cude tin cong khung bd 11 thang Chin

(Hoa Ky) di dugc chuin bi phan 16n qua Internet. Gio day,

cac nha chirc trach trén toan thé gisi, véi Iy do an ninh, da tir

¥ n6i rong nhing co s phap 1y nham giam sat thém nhiing

thong tin luu chuyén trén Internet trong pham vi ldnh tho

cua nudc ho. Nhu da noéi, nhirng hé théng giam sat Internet

d3 va dang duoc thiét 1ap & cap qudc gia. Vi du, S& An Ninh

Lién Bang cua Nga S6 da dat mot hé théng hop den (black

box) dé giam sat tai mdi ISP (du 4n nay dugc biét vai tén

SORM?2). Thém vao day, ho ép budc cac ISP phai chi tra

chi phi cho hé théng giam sat nay. Tuong tw, dy an “Khién

: ) . ~ Vang” (Golden Shield) ctua Trung Qudc dugc cong bd nam

Bio Cio Kiem Duyet ,nny Thay vi xtr dung mot hé thong Internet cép quc gia

Internet - Uy Ban Bao Vé TS : T . . .

Ky Gia Cua Canada. véi nhi€u tuong ltra dugce lap dat, khac biét voi mang ludi
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toan cau, Trung Cong dang chuén bj xay dung mot hé
thong giam sat tinh bao dinh lién vao hé théng nay dé
tién cho nudc nay “thdy,” “nghe” va “suy doan”.”! Va
mot hé théng giam sat toan cau duoc biét dén véi tén
ECHELON di dugc cac nuéc Hoa Ky, Anh Qudc, Uc
DPai Loi, Tan Tay Lan, va sau cung Dtic déng xtc tién
sau khi cudc Chién Tranh Lanh két thuc.

Nhirng trao d6i qua Internet khong nhing bi giam sat
ma con bi luu lai, thuong 1a trong mot thoi gian dai.
Niam 2005, lién minh Chau Au (EU), dudi ap lyuc tir ban
hoi ddng dd dé trinh mot dao ludt bit budc tit ca cac
nude thanh vién phai luu trit dit liéu Internet it nhét 1a
hai ndm'®, mic dau thanh vién c6 quyén chon luu trit
lau hon.

Diéu 8 trong Cong Udc Au Chau vé Nhan Quyén bao
dam quyén duogc ton trong dbi voi doi séng riéng tu va
doi song gia dlnh Diéu nay quy dinh cy thé rang cac co
quan cong quyén co thé can thiép vao cac quyén nay chi
& cac truong hop rat han hep da dugc x4c dinh. Cuy thé,
bét ctr su can thiép ndo vao quyén nay phai hop phap va
chi dugc th1 hanh dé chéng toi ac va bao dam quyén loi
an ninh qudc gia.

Su giam sat va luu trir cac dir li€u riéng tu mot cach tuy
tién va vo toi, bat ké loi hai 1a mot mdi de doa dén cong
viéc va sy an ninh cua nhitng nha nhan quyén. Nhiing
thong tin ma ho trao ddi ciing c6 thé bi ké gian nguy
tao, hodc nic danh nham pha huy uy tin ctua ho, hay
két o1 hinh sy d6i voi ho. Cho nén, chuyén cac cong ty
Internet dang hop tic v6i nhiing chinh quyén doc tai la
dang tiép tay huy hoai quyén riéng tu cua cac cong dan
dang bi cac chinh quyén do cai tri.

Toém lai, quéc gia ndo da va dang xuc tién cac bién phap
giam sat cong dan tai nudc minh trén Internet, voi quy
mo 16n, nén thanh 1ap mot co quan doc 1ap va uy quyén
co quan d6 giam thi viéc thu thap, luu trir va xir dung
nhitng dit liéu c4 nhan nhu néu trén. Nhitng dao luat gét
gao phai duoc ra doi dé chéng su lam dung nhim bao vé
quyén riéng tu va danh tinh cta ching ta!

3.3
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G. Walton, “Khién Vang Cua
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publications/globalization/
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http://rechten.uvt.nl/
koops/cryptolaw/cls- sum.
htm

3.4 KHOA MA HOA
(CRYPTOLOGY)

Vi nhitng chuyén theo ddi va giam sat trén Internet, nhu da dugc mé ta & phan
trude, nhitng ngudi st dung internet rat can c6 nhitng phuong cach dé gianh
lai su riéng tu cho minh khi truy cap vao Internet. Béi vi néu thong tin ctr tiy
tién duoc thu thap va luu trir bat ké ndi dung va muc dich, thi nguoi sir dung c6
quyén hanh dong dé bao dam sy riéng tu cho minh, va duong nhién tranh khoi
nguy co bi nhitng doi mét soi moéi, hodc bi gia mao.

Boi vi tinh hitu dung quan trong trong viéc mi hoa dir liéu thong tin va truyén
thong nham bao mat, nén cac chinh phu va t6 chtrc dan su di st dung né mot
cach rit nhanh chong Su ra doi cua cac chia khoa ma hoa cong cong va vai
dung cu ma hoa d& dung khac da khién viéc ma hod dé bao mat ndm trong tam
tay cia moi ngudi. Cong dung ctia n6 trong viéc hoa giai thanh cong nhiing
kha ning giam sat ctia cac co quan cong quyén di som dugc nhin nhan. Tir déy,
mot vai chinh phu dd phai chay nguoc chay xu6i dé han ché viéc xu dung khoa
ma héa cong cong, hoac cAm lu6n hoan toan.

Ban “Khao Sat Chinh Sach Ma Hoa Qubc Té” do Electronic Privacy Information
Centre (Trung Tam Bao Vé Quyén Riéng Tu Thong Tin Dién Tir) ndm 1999
bat dau v6i 16i khang dinh nay:* Hau hét cac qudc gia trén thé gidi ngdy nay
khong co bién phap quan 1y viéc xir dung phuong phap ma hoa. Tai dai da sb
quéc gia, cac phuong tién ma hoa cod thé duoc tu do xtt dung, san Xuét, va rao
ban khong gidi han. Pay 1a sy that tai cac qudc gia cong nghiép va nhimng qubc
gia dang phat trién.”
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Mudi ndm sau, ching ta chimg kién nhirng bién chuyén phap 1y mot cach quyét
liét nham quan 1y viéc ma hoa néu trén-nhu duoc Bert Jaap Koops thu thap
trong ban Khao Sat vé Luat Ma Ho4 (Crypto Law Survey)” cta anh. Hau nhu
moi qubc gia trén thé gidi hom nay déu quan 1y su ma hoa thong tin, budn ban
san pham dé ma hoa, nhap khau va xuit khau va d6i khi ludn ca chuyén chi
day cach xir dung cac san dung dé ma hoa. Pién hinh 1a Kazakhstan, mot quéc
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gia mién nui thugc mién trung bac A Chau, da ban hanh mdt sac 1énh
V€ vi€c nay.

Muc dd bao mat do ma hoa khién viée nay dugc phan loai 1a vii khi
quan dung va bi liét ké vao thoa uGc Wassenaar’*. Hoa Ky ban dau
cling di yéu cdu mot hé thdng chia chia khoa ma héa toan cau, va sau
d6 nhidu nudce khéc cling da 1am theo. Bai vi khi 4y, cac chinh phu so s&
mat kha ning thu thap tin tinh bio, nén gidi han viéc ma hoa thong tin
trir khi ho ¢6 kha ning giai ma. Dan dan, cac nha ddu tranh cho quyén
riéng tu d3 thing cudc chién chéng lai viéc giéi han dung phuong phép
ma hoa nhdm bao mat thong tin ca nhan.

Tiéc thay, mot vai qudc gia hién nay van con truc tiép cam viée xtr dung
nhitng phuong tién ma hoa, hodc gian tiép ngin cim bang cach truy tb
ngudi sit dung. Vi du, Trung Quéc, chi cho phép xir dung nhiitng san
pham ma hoa dugc thiét ké va cap phép tai nude nay. Piéu nay khién
tmg dung dién thoai Skype trén Internet dugc wa chuéng va phd bién,
boi vi nd ma héa thong tin trao ddi gitra nguoi xir dung, nén da duoc tai
ché va tiép thi voi tén Tomskype & nudc nay.

Sw Pan Ap Déi Véi Nhirng Nha Bao Vé Nhan Quyén

Nhitng ché d6 ap ché doc tai da va dang truy birc mot cach ménh liét
d6i v6i nhitng nha nhan quyén khi ho t6 ¥ chi trich chinh phi va vién
churc chinh phu. Du6i day 1a ban danh sach, thu thap tir Front Line va
cac ngudn khéc, vé nhitng nha bao vé nhan quyén bi dan ap va tu day
vi nhitng hoat dong cia ho trén mang:

Mohammad Reza Nasab Abdullahi

Iran-Ngay 23 thang Hai, 2005, sau phién toa xur kin khong c6 luét su
dai dién, Mohmammad Reza Nasab Abdullahi bi tuyén an sau thang
tu giam vi, theo cao trang, nhuc ma Nha Lanh Pao Tbi Cao (Supreme
Leader) cua nudc nay va phat tan tai liéu tuyén truyén chong chinh
phu. Ong bi tong giam ndm ngay sau d6. Nhung trén thuc té, Abdullahi
12 mot sinh vién dai hoc, mot nha bao vé nhan quyén, mot tong bién
tap cuia nhat bao sinh vién, va la chi nhan cia mang dan bao Webnegar
(“Nha Van Mang”) ¢ thanh phd Kerman thudc mién trung Iran. Anh
bi téng giam that ra vi ding bai viét c6 twa T6i Mudn Biét” trén mang
dan bao cua anh dé goi chuyén voi Nha Lanh Dao Téi Cao Ayatollah
Khamenei va chi trich chinh quyén dan ap “quyén tu do, dan su, va ca
nhan.”

Arash Sigarchi
Iran —Bdi vi nhitng sinh hoat nhu mét nha dan bao va nha bao, Arash
Sigarchi d3 bi téng giam tir ngdy 26 thang Giéng niam 2006, chi bon
ngdy sau khi bi tuyén 4n ba nam ti vi “Nhuc Ma Nha Lanh Pao Téi
Caova “tuyén truyén chdng chinh quyén.” Trudc d6 ong ciing di bi
bét va bj giam hai thang vao dau nam 2005 va bi Toan An Cach Mang
Iran tuyén an 14 nam tu giam véi tdi danh trén vao thang Hai, 2005.
Sau khi tra 1 ti rials (tién Iran, bang khoang 95 nghin dong Euro) tién
tai ngoai, ong dugc tha ngay 17 thang Ba, 2005. Trudc do nita, ong bi
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Hiép uwdc Wassenaar 1a mot
hiép wéc gitta 33 qubc gia
phat trién dé gioi hang xuit
cang vii khi va k¥ thuat co
thé duogc st dung hai chiéu
dén mot s6 quéc gia bi xem
doe doa thé gi6i.
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bét ngay 27 thang Tam, 2004 va bi giam vai ngdy boi vi ding mot bai
b4o v6i hinh anh, vé cudc xudng duong cua cac than nhan cia nhitng
t0 nhan bi hanh quyét nim 1989. Tir ddy, ong thuong xuyén bi cong
an quiy riy, tri dap. La cuu bién tap vién cua nhat bao Gylan Emroz,
Sigarchi s¢ hitu mot trang dan bao chinh tri va van hoa (www.sigarchi.
com/blog) dugc ba nam, khoang thoi gian ma anh thuong chi trich
chinh quyén. Vi vy cic co quan thim quyén da cd strc ngin can doc
gia truy cap vao trang dan bao cuia, va vi vay trang dan bao cua anh
gan nhu khong thé vao duoc trong pham vi Iran.

Al-Mansuri

Li Bing —Al-Mansuri xuat ban bai bao cubi cing cia anh ta ngay 10
thang Giéng, 2005. Bai bdo 4y l1a mot ban phan tich cudc tranh luin
giita hai vién chirc chinh pht, mét nguoi 1a Shukri Ghamin, ni tiéng
12 mot nha cai cach, va nguoi kia 1a Ahmad Ibrahim, ndi tiéng 1a mot
nha bao thu. Al-Mansuri bay t6 hy vong rang al-Saddafi, nha lanh dao
doc tai Li Bang, s€ ting h¢ Shukri Ghamin. Ngay 19 thang Muoi,
2005, toa an thanh phé Tripoli, Li Bing tuyén an Al-mansouri mot
nam rudi tu giam vi s& hiru vi khi trai phép!

Ibrahim Lutfy, Mohamed Zaki, Ahmad Didi va Fathimath Nisreen
Maldives-Thang Giéng, 2002 Ibrahim Lutfy, cung véi Mohamed
Zaki, Ahmad Didi va Fathimath Nisreen, phu ta ctia Lutfy bi két toi
“phi bang” va “chu y 1at d6 chinh quyén” sau khi ho phat hanh dic san
Sandaanu, phat tan qua dién thu, vdi hai d8 tai chinh 1 vi pham nhan
quyén va tham nhiing. Lutfy, Zaki and Didi bi tuyén 4n ti chung than
ngdy 7 thang 7, 2002. Nisreen, khi phién xt dién ra méi 22 tudi, nhan
ban an 5 ndm tu giam. Ong duoc tha thang Nam, 2005 sau 3 ndm tu
giam.

Ibrahim Lutfy thi trong luc 1anh 4n, 6ng 1én chuyén tay mot 4m hiéu
dén vi cong an vién canh gac khi Ong & Sri Lanka dé md mét. Ciing
nén noi thém rang Ong da phai chiu nhidu khé s¢ vi chig sung mit
kinh nién, va chtng bénh nay da tré nén trim trong béi diéu kién ban
cung cua lao t0. Sau nhiéu 1an tir chdi khong cho Ong di diéu tri, cac
co quan thdm quyén cudi ciing cho phép ong di Shi Lanka dé diéu tri.
Sau khi vuot thoat thanh cong, Ong da phai lanh nan tai Shri Lanka,
véi su giup do cua ban be. Sau d6 UNHCR gitp do 6ng di ti nan chinh
tri tai Thuy Si, noi ma 6ng hién nay van séng. Con nguoi cong an vién
duoc chi dinh canh gac Ong & Sri Lanka thi d4 bi tong giam sau khi
tr& vé Maldives.

Con 6ng Didi thi da phai nhdp vién tai thanh ph Male vao thang
Hai, 2004 va sau do6 bi quan ché tai gia. Ong bi cac hoi ching tim rat
nghiém trong va c6 1& can phai mo. Zaki thi sitc khoe ciing d suy
giam tram trong khi bi tu, ciing dugc quan ché tai gia. Ca hai da dugc
giam an tir chung than xudng con 15 nim ti giam nam 2003.
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Bic Si Nguyén Pan Qué

Vietnam — Bac si Nguyén Pan Qué, 61 tudi, mot nha dau tranh cho
quyén tu do ngon luan, dugc tha nam 1998 sau 20 nam tu, va da bi bat
giam mot 1an nita tai tu gia & Sai Gon ngay 17 thang Ba nam 2003.
Céc vién chuc chinh quyén khong hé cung cip 1y do bat dng, nhung
c6 thé suy ludn rang c6 lién quan dén viéc ong dang mot ban tuyén bd
trén mang nham chi trich réng & Viét Nam thiéu tu do bao chi. That
ra, ong chi dép lai nhitng nhan dinh ma mot phat ngéon nhan bd ngoai
giao cong bd rang quyén tu do thong tin & Viét Nam da dugc bao dam.
Mic dau 6ng dang phai chdng choi voi bénh cao huyét ap va khéi u
bao tir, nhung gia dinh 6ng khong dugc phép tham 6ng hoac guri cac
loai thudc chita bénh ma ong can, khi ong chua duogc toa an xét xur gi
cd. Ngay 22 thang Chin nam 2003, muoi hai khéi nguyén ctia gidi N6
Ben Hoa Binh di viét thu dén Téng Bi Thu Pang Cong San Viét Nam
dé noi 1én su quan tam ddi véi strc khoé cua bac si Qué va dong thoi
yéu cau 6ng dugc cham soc y té ding muc va gia dinh 6ng duoc thim
nudi ong trong thoi gian chd doi dugce phong thich.

Nguyén Vii Binh

Vietnam — Cyu nha bdo nay bi tuyén an bay nam tu giam ngay 31
thang Muoi Hai ndm 2003 boi phién xtr ngan hon ba gi dong hd. Toa
An Nhan Dan Ha Noi ciing tuyén an ong 3 nim quan ché tai gia sau
khi mén han ti giam. Cac ngudn tin than can voi nhitng co quan cong
quyén Viét Nam néi rang cdo trang chinh trong vu xir néu trén c6 lién
quan dén viéc anh Binh gui mot birc thu ngay 19 thang 7, 2002 dén
Uy Ban bao Vé Nhan Quyén ctia Qudc Hoi Hoa Ky dé chi trich nhitng
vi pham nhan quyén tai Viét Nam. Ong bj két ti vi lién hé dén nhitng
phan tr “phan dong”nhu Lé Chi Quang va Pham Hong Son, ca hai
cling dang bi giam vao luc d6. Hon thé nita, ng bi quy toi vi ¢ nhan
4,5 triéu dong Viét Nam (khoang 230 dong Euros) “tir mot t6 chirc
phan dong hai ngoai”, tham gia vao mot to chtrc chdng tham nhiing,
va kéu goi cac co quan cong quyén Viét Nam thanh 1ap mot dang
tu do dan chu. Anh Binh ciing bi quy chup tdi dang tai nhitng thong
di€p “phan dong” trén Internet, dac bi¢t 1a bai van véi tua, “ Nhin Lai
Nhitng Thoa Udc Bién Gidi Viét-Trung”ma trong d6 6ng chi trich hoa
udc bién gidi nam 1999 giira hai nude.

Zouhair Yahyaoui

Tunisia — Zouhair Yahyaoui, nha sang 1ap va chu bién cua trang mang
tin tic TUNeZine, duoc phong thich theo diéu kién ngay 18 thang
Muoi Mot nam 2003 sau khi thu 4an hon nira ban an 28 thang tu giam.
Ong bi bét tai mot quan Internet cong cong & thi do Tunis, ngay 4
thang Sau nam 2002 khi dang dung trang web TUNeZine dé phat tan
tin tirc vé tinh hinh cuc chién doi dan chu va tu do tai Tunisia. Véi
bi danh “Ettounsi” (t&c “Nguoi Tunisia” trong tiéng Arab), ong viét
nhiéu phé binh va luan vin va 13 nguoi dau tién phat hanh mot 1a thu
tay gui dén Tong Théng Ben Ali dé chi trich hé thong tu phap cua
Tunisia thiéu cong minh.
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TUNeZine bi cic co quan thim quyén chinh phu kiém duyét noi
dung ngay tir ban dau. Nhung, nhiing ngudi hdm md dwoc nhan mot
ban danh sach proxy hang tuan dé truy cap. Ngay 10 thang Bay nim
2002, 6ng Yahyaoui bi tuyén an muoi hai thang tu giam vi “dang tai
tin sai su that (theo diéu 306-3 ctia bd luat hinh sy nudc nay) va 16
thang ti giam vi tdi “trdm bang cach gian 14n duong truyén tai thong
tin”(diéu 84 trong bo luat thong tin), nghia 1a ong dung duong noi
két Internet & quan publinet noi ong lam viéc. Ong bi giam trong
diéu kién rat khic nghiét va da hai lan tuyét thuc dau nam 2003
dé khang an. Ong dugc phong thich hon mét nam rudi sau do, vao
thang Muoi Mot nam 2003, va qua doi vi nguyén nhan ty nhién vao
thang Ba nam 2005, huéng dwong 36 tudi.

Mohammed Abbou

Tunisia - Mohammed Abbou & mot luat sw nhin quyén ndi tiéng,
hién dang thu 4n ba ndm rudi to giam vi phat hanh nhitng cong bd
trén Internet dé kéu goi sy quan tdm dén nhitng vi pham nhéan quyén
trong hé thdng nguc tu ciia Tunisia. Nhitng cong b6 d6 so sanh su tra
tAn va bac ddi ma ti nhan Tunisia phai chiu dung véi nhimng ti nhan
& trai ti Abu Ghraib (Iraq). Mohammed 14 thanh vién cua Uy Ban
Quéc Gia vi Ty Do tai Tunisia (National Committee for Liberties in
Tunisia), mot trong nhirng v sd cac td chirc phi chinh phtt ma chinh
quyén Tunisia khong cong nhén, va 1a cyu giam déc cua Hiép Hoi
Luat Su. La mot nha chi trich tham nhiing tng danh, 6ng 1a mot
trong s6 it nhitng luat su tai Tunisia sing long binh luan va hanh
dong cong khai d6i véi nhirng céo budc tham nhiing lién quan dén
gia dinh cua tong théng Ben Ali. Ong bi bit giam vao trai tu El Kef
& thanh phd Tunis, cach nha va gia dinh 6ng 170 kilomét, vao thang
Tu nam 2005, sau mot phién xir bi 1én 4n rong rii 1a bat cong va phi
1y béi nhitng t6 chirc phi chinh phu (NGO) cua Tunisia va clia cong
ddng quéc té. Tir ngay 11 thang Ba dén 21 thang Tu nim 2006, dé
kéu goi sy quan tam vé nhitng diéu kién v6 nhan va ngdy cang toi
t¢ ma o6ng phai chiu dung noi nguc tu, va nhimng sy sach nhiéu ma
cac thanh vién trong gia dinh ong phai d6i pho khi thim 6ng, 6ng da
tuyét thuc 1an hai ké tir ngay vao nguc.

Samia Abbou, vo cia Mohammed Abbou, bi hanh hung da man
ngdy 7 thang Mudi Hai ndm 2006. Ba va ba nha nhan quyén Tunisia
hang dau khac bi tan cong va danh dap ngoai trai giam El Kef, gin
Tunis, béi moét nhém mac dd dan su gém khoang bdn muoi nguoi
dan 6ng. Samia Abbou dén El Kef dé thim chdng ba bi giam, ciing
thap ting 13 Oncer Marzouk, cyu chi tich Uy Ban Qudc Gia vi Ty
Do cho Tunisia , Salim Boukhdhir tir t6 chic Lién Minh vi Nhan
Quyén Tunisia, va Samri Ben Armor, mot ky gia rat quen thudc va
1a thanh vién sang 1ap Hiép Hoi Tuong Trg Tt Nhan Chinh Tri Qudc
Té. Theo cac tudng trinh, canh sat di chin xe cua bén ngudi néu
trén vai 1an trén duong dén EIf Kef, va da hién dién bén ngoai nha
ti El Kef khi cudc tin cong dién ra.
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Habib Salih

Syria — Ngay 29 thang Nam, 2005, cac si quan tinh bio quén sy bit Habih
Sali tai Tartus, khoang 130 cay s phia bic thanh phd Damascus (6ng vira
dugc phong thich sau cude tdng giam trude do-vi tham gia vao phong trao
dan sy “Mua Xuan Damascus™). Lan nay, 6ng bi bit vi dang 1én hai trang
web mot loat thu viét tay guri dén céc dai biéu dang du budi hoi thao thang
Sau, nam 2005 ciia Pang Baath, ma trong d6 ong ti mi ké lai nhitng kinh
nghiém 6ng da trai qua trong tu. Trong nhitng thang sau khi dugc phong
thich, 6ng ciing da viét bai chi trich t& bio an-Nahar ciia Lebanon va trang
mang bi cAm http://www.elaph.com . Sau khi bi bét, cac co quan thAm
quyén lién chuyén 6ng vao phong didu tra, noi 6ng phai dwong du véi
nguy co bi tra tan. Hién phién toa xir 6ng van chua duoc dinh doat.

Huang Qi
Trung Cong— Huang 1a mot nha bao vé nhan quyén, va 1a nguoi thanh lap
trang web Tianwang (www.6-4tianwang.com) vao thang Sau nam 1999 dé
cong bd thong tin vé nhitng ngudi bi mt tich. Lan hdi, trang web nay bit
dau dang nhitng phé binh va bai bao vé nhiing tiét muc ma thong thuong
khong duoc cac bao dai do nha nudce quan 1y noi dén.

Trang web nay dang nhiing chuyén vé vi pham nhan quyén tham nhiing
trong chmh phu va chi vai ngay truéc khi Houang bi bét glu-mot vai
manh mdi vé cudc tham sat Thién An Mén (ndm 1989). Huang bj bét ngay
3 thang 6, 2000-mot ngay trude 18 ky niém tht thir 11 cta nhitng cudc biéu
tinh rAm ro (ctia sinh vién) nim 1989-va bi két t6i dya theo hai diéu 103 va
105 cua bo luat hinh sy. Ong bi quy chup t6i ding tai nhiing bai viét, do
cac nha bét ddng chinh kién dang sdng & hai ngoai viét, vé cac cudc biéu
tinh nim 4y trén Web51te ctia 6ng. Trong mot cudc phong van véi BBC,
ong Huang ndi rang trong vong mot nam dau tlen ong thu an tu, Ong bi
cudng ép phai ngti dudi san nha, ngay canh bén ciu xi. Va éng pha nhan
toi trang vé 14t d6 va ong khing dinh t6i ay khong ap dung cho minh. Ong
no6i: “Néu mot ai d6 & Trung Qudc dau tranh cho dan chui va ty do va sau
d6 bi két toi tham gia vao Bién C) 4 thang Sau, thanh vién Phap Luan
Cong, hoac 12 mo6t nha d4u tranh dan chu, thi ti chac chin s& noéi voi ch1nh
quyén rang toi cling 1a mot trong nhu’ng nguoi 4y, va t6i rat hanh dién vé
didu d6. Khong c6 su nghi van nao rang t6i dang deo dudi theo dan chu va
tu do.” Ngay 4 thang 6, 2005 Huang Qi dugc phong thich sau khi mén an.
T chirc Phong Vién Khong Bién Gidi trao ting 6ng giai thuong Cyber-
Freedom Prize (Tu Do Trén Mang Ao) nim 2004.
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ANNINH 4.1 TRUONG HOP NGHIEN CUU I

DIEN TU VA

smovismry  TAQ MOT CHINH SACH AN NINH

Khi hoach dinh mdt chinh sich an ninh cho chinh ban hodc t6 chirc cia ban, ban phai hiéu
ranh mach nhimg nguy co vé an ninh cho may dién toan va dit liéu cta ban. Mtc d6 nguy
co, va tiuc nhién nguy hiém, tang theo ti 1¢ thuan voi nhiing hiém hoa (threats) va nhuoc diém
(vulnerabilities), nhu trong phuong trinh nay:

Nguy co = Hiém Hoa X Nhugc Diém

Hiém Hoa ¢ day nghia 12 kha ning mot ai d6 s& gay hai dén su an ninh ctia may dién toan cua ban,
di liu luu trlt bén trong va nhitng trao d6i qua mang. Panh gia mic d de doa nghia la phéan tich
xu huéng mdt moi de doa nhat dinh dugc dua vao hanh dong.

Nhirng vi du bao gdom:

B Mot cudc tin cong bang virat (A virus attack).

B Tich thu nhimg thiét bi trong may vi tinh (vi du nhu 6 cting).
B Chin mot trang web.

Nhuge diém nghia la mac d6 ban c6 nguy co bi mét, bi pha, va bi thiét hai trong truong hop mot
cudc tin cong xay ra (néu mbi de doa dugc phat hién) va nd bién doi theo hoan canh va thoi gian.
Nhuoe diém ludn ludn tuong ddi, boi vi tat ca moi nguoi va td chirc déu chi c6 nhuoc diém (bi tac
hai) & mot phuong dién nao ddy. Thong thuong thi nhuoc diém trong lanh vuc k¥ thuat 1a & chd
thiéu hiéu biét hodc khong dugc huén luyén dting mirc. Mot nhugc diém khac nira 13 sy dwa vao
k§ thuat (bao hd) qua mirc khi chua biét rd ky thuat 4y van hanh ra sao.

*  Vitricling co thé tro thanh nhuoc diém. Vi du, man anh may dién toan va nhiing hoat dong
cua ban trén may c6 thé d& bi nhin théy néu ban sinh hoat tai quan café Internet. Néu ban
séng tai mot qudc gia bi han han hodc thiéu dién thi nhuoc diém ciia ban s& 1a thiéu dién (hoic
day dién, tirc electrical surge) va vi vdy may cua ban khong thé van hanh va truy cap Internet.

«  Nhuoc diém ciing bao gdm su thiéu phuong tién lién lac, nhu dién thoai hodc khong c6 ndi
két Internet.

«  Nhuoc diém ciing c6 thé gan lién v6i cong tac tap thé va sy so hdi: Mot nha bao vé nhan quyén
néu bi hém hoa c6 thé s& cam giac so hii, vi thé cong viéc ctia nguoi ay s& bi anh hu'(mg Néu
ong/ba 4y khong co blen phap dung dé ddi dau véi su so hai nay (nguoi dé bay to, dong doi
t6t, van Van) ong/ba ay sé& co nguy co pham sai 1am trong cong viéc, hodc 1a yéu kém trong
nhitng quyet dinh. Mic du méi de doa nay khong lién quan dén may dién toan, nhu’ng no rat
dang ké ddi v6i an ninh dién toan boi vi n6 1am gia ting mbi de doa da ton tai rdi.

Ning Lue la nhitng kha niang va phuong tién ma mot nhém hodc mot ngudi co thé sir dung dé dat
mot sy an ninh (cho may dién toan) hgp ly. Nhitng vi du nang luc c6 thé 1a dugc huan luyén trong
cac van de lién quan dén dién toan, hodc an ninh dién toan.

Kién thtrc v& méi trudng dién toan/Internet 1a mot ning luc rat quan trong trong viée ddi pho véi
nhitng bat an. Cho nén, sy quen bict vdi mot chuyén vién dién toan kha tin, hodc duogc ti€p tay boi
mot nhom nguoi co k¥ nang tot 1a dieu can thiét trong vigce:

«  Thiét 1ap chinh sach an ninh trong t6 chirc: Vi du nhu luu trit dit lidu phong ho (secure).

106



«  Bao dam an ninh cho cc ngd vao phan mém office, va ldp dat nhiing khoa viing
chic tai cac ctra (doors) va ctra s6 (windows) ciia may dién toan.

«  Sao chép lai tat ca bao dam cua thiét bj cimg va nhiing gidy phép cta thiét bi
mém (copies of all hardware warranties and licences for software) cho may.

Su thiéu kién thirc trong mdi truong lam viée va ky thuat (ma ban) van hanh la mét nguy co bi
xam hai, trong khi c6 kién thirc trong lanh vuc nay 1a mot nang | luc. Nguy co bi xam hai, tao nén
boi nhitng hiém hoa va nhuoc diém, c6 thé dugc giam thiéu néu nguoi sir dung dién toan ¢ du
ning lyc (ning lyc cang nhiéu, nguy co bi xAm hai cang it).

Nguy Co = (Hiém Hoa X Nhugc Piém) / Ning Luc

Béi vay, vi du, nguy co ban bi mat dit liéu dién tir do mot virut tan cong be"mg: Hiém Hoa bj virat
tan cong, nhan cho Nhuoc Diém vi khong c6 pham mém va tuong lira chdng virat, chia cho Ning
Luc dat dugc khi ban c6 trong tay phwong tién Digital Security Toolkit (dé bao vé an ninh dién
t). L& duong nhién day khong phai la mot cong thirc toan hoc, nhung cong dung chanh cta n6
1a nhdm gitp ban nhan dién nhing yéu td c6 thé gy ra nguy co ndi trén dé ban biét ma trir khir
chung.

TAO DUNG MOT KE HOACH AN NINH

Céu Tao ciia Ké Hoach

Muc dich cua mot ké hoach an ninh 1a giam thiéu nguy co bi hai cia ban. Cho nén n6 s€ c6 it
nhit ba muyc tiéu, dua theo ban lugng gia nguy co ciia ban:

. (it giam muc do hiém hoa ma ban dang chiu dung
+ (Cat giam nhiing nhugc diém cua ban
* Gia tang nang luc cta ban

S& hiru dung hon néu ké hoach an ninh ciia ban bao gém thém:

*  Cac ke hoach hoac quy trinh du phong d¢ bao dam cong viéc hang ngay dugc thuc hién trong
tiéu chuan an ninh c6 dinh. Vi du, cach trao d6i nhitng chi dé nhay cam qua email v6i mot
nhom nguoi (la hay quen) phdi nam trong khudn kho dugc quy dinh truéc nham bao vé an
ninh.

«  Nhiing ké hoach dé dwong dau véi truong hop cu thé khan cép, vi du nhu bi tich thu phuong
tién.

Nhing Trach Nhiém va Tai Nguyén Pé Thue Thi Ké Hoach

Dé bao dam ké hoach duoc thyc thi, cac théi quen vé an ninh phai duge 4p dung vao cong viée

hang ngay. Hay:

«  Theo thoi quen ma liét ké cong tac lwong gia nguy co (bi hai) va nhitng diém vé an ninh trong
chuong trinh lam viée cta ban.

«  Bao c4o va phan tich nhiing sy ¢d vé an ninh.

*  Phan chia trach nhiém.

* Phan chia tai nguyén, tirc la thoi gian, tién tai, van van, cho su an ninh.
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Soan thio ké hoach-Céch bit dau.
Néu ban di 1am xong mot ban luong gia nguy co (risk assessment) cho mét nha bao vé nhan
quyén hodc mdt t6 chirc nao déy, ban c6 thé da c6 mot ban liét ké that dai cac nhuge diém, vai
loai hiém hoa, va mot ) nang lyc. Ban khong thé, trén thuc té, bao quat hét tit ca moi thr cung
mot lic. Vi vay, phai bat dau tir dau? Diéu diy rat dé. Hay:
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« Chon mét vai hiém hoa: Ut tién hoa nhitng hiém hoa-du that sy hay chi tiém 4n-
ma ban da i€t ké bang mot trong nhitng ti€u chi sau ddy: Hi€ém hoa si€u nghi€m
trong-vi du, mat tat ca dit kién trong may dién toan; hodc nguy co hiém hoa si€u

nghiém trong: Néu mot té chirc twong tw nhu cta ban bi tAn cong thi ban c6 nguy

co siéu nghiém trong s& bi tAn cong; hodc 14 hiém hoa twong Gmg nhit vdi nhimng

nhuoc diém cua ban-boi vi nguy co ban bi hai cao nhét tai nhuoc diém cu thé do.

«  Liét ké nhitng nhuoc diém nao tuong tmg voi nhitg hiém hoa ban di liét ké. Phai dbi pho
v6i nhitng nhuoc diém nay trude, nhung hiy nhé ring khong phai nhuoc diém nao ciing
tuong rng tuyét ddi véi tat ca hiém hoa. Vi dy, néu ban khong biét chic tat ca dit lidu trong
may Vi tinh cua ban da duoc Iuu secure (backup) chura, thi diéu nay dong nghia v6i hiém hoa
bi mét tat ca dit liéu trong may ma khong thé phuc héi, hodc tim lai dugc.

* Liét ké nhitng nang luc twong ung véi nhitng hlem hoa ma ban da liét keé. Bay gio, bang
cach su dung nhung nang lyc, ban dung & tu thé san sang d6i pho vé6i nhitng hiém hoa trong
danh sach, va c6 thé bao dam mot cach hop ly rang ban s& c6 kha ning giam thiéu nguy co
bi x4m hai ngay tir thoi diém thich hop ban dau.

Ap Dung Trong Thuyec Tién
Muc dich ctia ké hoach nay 1a bao dao dit liéu trong may vi tinh ctia chting ta khong bi danh mat,
trom, hodc bi hu hai ma khong thé phuc hoi bang cach nay hay cach khac.

Bay gid chung ta hiy bét tay vao viéc giam thiéu nhiing nhuoc diém va dong thoi gia ting ning
lc cua chung ta trong viéc d6i pho véi nhitng hiém hoa nay va nhitng hiém hoa khac co thé xuit
hién trong twong lai. Giai phap va tai nguyén cia ban c6 thé s& khac nhau tiy theo truong hop.
Luu y rang su viée khong sao luu dit liéu (lack of information backup) 1 mot nhugc diém thong
thuong, nhung co thé gay ra hau qua nghiém trong, sau khi hiém hoa duoc phat giac. Duéi day
12 mot ban liét ké nhitng dong tac ma ban c6 thé thi hanh dé giam thiéu cac nhugc diém (tit ca
nhiing thiét bi, dung cu va chu thich vé cach thuc hanh nhitng dong tac nay co thé tim trong cudn
cAm nang (tht ban) ndy va trong quyén Digital Security Toolkit.

Dé d6i phé véi nguy co bi virat tin cong thi hay:

* Ban hanh mét chinh sach cung ran cho viéc m& email ¢ nguén géc la, tra 101 cac thu rac
(spam). Noi tring ra 13, phai ngin cAm bit ky ai 1am mot trong hai, hodc cé hai didu nay.
Nhing ai nhan dugc hang trim thu rac hodc thu chira virdt thi nén dbi dia chi dién thu.

«  Cai dat phan mém chdng virat min phi (nhu Avast) & tat ca may vi tinh va cap nhat thong
tin, phan mém chdng virat tir Internet. Cac chuong trinh va chi dén co thé tim tai Digital
Security Toolkit. Hay bao dam mdi may vi tinh trong vin phong dugc bao vé toan phan bai
hé théng chéng virat khi van hanh.

«  Khi virtt duoc trir khir va may vi tinh khong con nhidm virtt nita, hiy sao luu (backup) tat ca
dir kién quan trong, va cit giit n6 noi riéng biét (dia CD, diia nhd USB) cach xa vin phong.
Néu trong trrong hop ban bi virat tn cong, ban van it nhét cling thu hdi lai duoc nhitng hd
so chura dit kién quan trong

May vi tinh bi danh cip hoic tich thu, hiy:

«  Dé dé phong ké trom, ban phai bao dam an ninh cho vin phong va pham vi lam viéc cua ban.
Cira phai vitng chic va céac ctra sd thi dugc nep song sat (ddc biét can thiét néu vin phong
clia ban & tng trét). Ban ciing c6 thé dit thém hé thdng giao tiép intercom hodc cac hé théng
nhan dién khac. Ly tuéng nhit 13 vin phong ciia ban c6 mot ban tiép tan, dé khach dén viéng
duogc chao don trude khi dugce vao van phong chinh.

e Sao luu dir liéu va gin giir an toan & mot noi khac.
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Nhitng Hiém Hoa  Nhitng Nhugc Diém Nhitng Niing Luc 4 1
[

Virat tAn cong *  Nhan vién mé email ma khéngdé +  Vura nhan dugc ban copy
chimg ‘Digital Security Toolkit” dé
«  Khong ai biét thiét bj mém ra soat bao vé thong tin dién tir tir
virut da dugc cai dat hodc cap nhat trang http://security.ngoin-
*  Dit li¢u khong dugc sao luu abox.org
(backup)
May vi tinh bi tich thu . Ké gian dé dang dot nhap vao van  » Doi ngii déng su tbt, moi
phong ngudi hiéu nhau va hop tac
+  Khong sao luu dir kién «  Madi giao hao tt véi nha tai
+  Khéng kinh phi ¢ mua thiét bi trg kinh phi
moi

*  Thong tin khong dugc bao mat

May vi tinh bi hwhaido  «  Khong sao luu dit kién «  Mbi giao hao tét voi nha tai

thoi tiét hodc nhimg yéu  +  Khéng co kién thirc bao tri, bao vé tro kinh phi

t6 bén ngoai khac. trang thiét bj dién tir e Mot nguoi than cua mot
trong nhitng nhan vién 1a thg
st dién tir.

«  Ban ciing nén chuan bi truéngudn tai khoan khan cap dé mua thiét bi moi dé thu hoi va tai lai
nhitng dit liéu duoc sao luu.

«  Néu may vi tinh bi tich thu, it nhat phai bao dam nhing dir liéu trong may duogc bao vé dé
tranh bi truy cap mot cach tuy tién. X dung phén mém ma hoa dé bao vé mot phﬁn o cing
(hard drive) trong may ctia ban. Tuong tu, hiy xo4 bo tat cac dit liéu khong can thiét dé tranh
khéi viéc bi khoi phuc bdi nhitng ngudi tich thu. (Xem thém & chuong Sao Luu Dir Liéu,
Huy Bo6 va Thu Hoi)

«  Hay biét rd ai c6 chia khod vao vin phong, va biét ludn bao nhiéu ban photo copy dang hién
dién. Néu may vi tinh ctia ban khong dugc bao vé boi phuong phap ma hoa, hoac van phong
ban litu trir dit kién nhay cam trén gidy hodc trong may vi tinh, thi nén bao dam rang khong ai
dugc phép don phuong dot nhap vao vian phong ciia ban, ké ca nhan vién quét don.

May vi tinh bi hong do thoi tiét hodic nhirng yéu té bén ngoai khac:

+ Ly tudng nhét 1a pham vi lam viéc cia ban duwoc mot tho 6ng nude hodc thy dién kiém tra
thudng xuyén dé bao cdo tinh bén chic cta né. Vi du nhu cac vét nut trén dng nudc, duong
dién bi hong, hoac tinh trang cua thiét bi phong chay. Tat ca duorng giay dién nao bi hong nén
duge viit bo va thay thé duong gidy mcn Viée nay co thé dit tién, nhung rat can thiét, vi cac
may vi tinh rat tinh vi va khong chiu ndi nude hodc hoi néng kéo mot cudc hod hoan xay ra!

«  Sao luu tat ca cac dir lidu va chiing phai duoc gin giit an toan tai mot noi khac.

* Ban nén trang bi loai pin Uninterrupted Power Supply (UPS) cho may vi tinh ctia ban dé dé
phong may bi tit ngang trong truong hop cup dién. O cam dién va bang dién ¢ nha ban nén
c6 mot hé thong phong chéng boi dién, dé chiing c6 thé tu dong cat dién trong truong horp
dién thé tang dot bién (electrlc spike). Nhung vung bi cup dién ca thang mdi 1an nén tlm dén
may phat dién chay bang dau hodc cac ngudn ning luong khac dé phuc vu cho nhu cau cua
may vi tinh.
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Tur cac khia canh nao do, that 1a kho khan khi phai ban hanh nhitng chinh sach an ninh ma khong
anh huong dén hiéu qua cong viéc tai phong lam Viéc ctia ban. Sy chii tim dén an ninh thudng
t6n thoi gian va cong sirc dé tap trung. Nhu’ng bat can, thoi han, va sy thiéu nhan Iyc 1a nhimg ké
thu ciia an ninh. Cho nén diéu Ay rat can thiét dé cac nguyén tic an ninh dugc chap thuan va tuan
thi1 boi tat ca moi nguoi. Moi ngu(n phai thyc thi chung, va cac lanh dao trong mot to chire cy thé
phai ddn dau lam gwong. Mdt nén an ninh viing chic ciing bét budc ban phai chii dong, phai phat
hién ra nhitng hiém hoa va phai tim cach dwong dau voi chung trude khi ching tin cong.
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smovisiey  CAC KENH THONG TIN LIEN LAC

So Lugc

T6 chire phi chinh pht toan cau ‘“Nhan Quyén Cho Moi Ngudi” (Trung Uong), tru so dit tai Au
Chau, da yéu cau mot trong nhiing phan hoi quéc té cua ho (Chi B§) md mot cudc diéu tra céac
truong hop tra tin trong lac bi chinh quyén dia phuong bét giit. Quéc gia dugc chon ,*N’, tir lau
da ling danh trong viéc sir dung bién phap tra tan ti nhan va dic biét 1a cac ti nhan du tranh
nhan quyén. Céc thanh vién lam viéc & nhém hoat dong ctia Chi B9 tai thu d6 nudc ‘N’ co rat
nhiéu kinh nghiém lau niam trong viéc xtr 1y cac tinh huéng kho khan. Ho c6 thé d6i chiéu cac
thong tin can thiét trong ban bao cdo vé viéc tra tn nhung lo ngai chinh quyén so tai s& dung
moi bién phap dé ngan chan ho. ‘N’ 1a mot qudc gia c6 chinh sach kiém duyét thong tin chat
ché nhit nham bao dam thé gidi bén ngoai khong biét gi nhiéu vé cac chuyén xay ra bén trong.

Trung Uong quyét dinh ty cong bd ban bao céo dua vao nhitng dit liéu ho nhan dugc tir Chi
Bo6. Ho céan phai thiét 1ap mot kénh thong tin bao mat voi Chi B dé bao dam cong cudc diéu
tra dugc tiép tuc tién hanh cho dén khi hoan tit, bat ké 13 bao l1au. An toan bao mat 1a tiéu chi
hang d4u & day va ho da du tri mot ngan sach khoang 5,000 USD riéng cho Chi B¢ sir dung
trong ké hoach nay. K& hoach diéu tra cin phai vuot qua nhitng nd luc gdy nguy hai tir cac luc
lwong an ninh dia phuong nham ngan chan hodc tiéu diét ho tin géc. Chi B¢ hién dang trong
qua trinh xem xét lai cach thirc thu thap, lién lac thong tin cting voi viée thiét 1ap ndi quy hoat
dong nham bao vé an ninh cho tit ca cac thanh vién thi hanh.

Ho quyét dinh ring tit ca cac thanh vién phai tham dy 16p an toan hoat dong duoc huén luyén
boi cac chuyén gia dia phuong va tu nghién ciru cac van dé lién quan dén an toan ca nhan ty
mang Internet. Céc truong hop nghién ciru, nhimg nhan chimg, va cac ban bao cao cing tat ca
cac thong tin khac vé cac truong hop tra tin ho diéu tra dugc s& dugc luu trit trong dang vin
ban in 1an dif liéu dién tr. Cac phéng vién lam viéc bén ngoai s& bao cdo vé nhiing gi ho tim
hiéu dugc bang cach luu trir nhitng manh gidy ma ho ghi chép lai va 1ap ban béo cao thudong
nhét tr m§t quan café Internet. No6i mot cach khéc, tat ca cac dit liéu sé duoc sao chép trong
dang gidy viét va dang dién tur.

Noi lam viéc cua ho 1a mdt can chung cu thué mudn tai trung tdm thanh phé. Ho c6 2 may
dién toan va mot duong ndi mang. Céc thanh vién déu quen biét rd nhitng nha hang x6m va
c6 duoc sy ung hd cua ho. Noi lam viéc nay da ting bi ké khac dot nhap, nhung khéng co gi
quan trong bi danh cap.

Cic mdi nguy

Dé thau hiéu cic yéu td ho s& can dén dé bao toan cho ké hoach nay, trudc tién Chi Bo quyét
dinh rang ho s& ghi chép xudng cac mdi nguy ma ho ¢6 thé phéi dbi dau. Pham vi 1am viéc cla
ho duoc st dung chung boi ca nhom, bao gbm thanh vién diéu tra va thanh Vlen thuong tryc
tai noi 1am viéc. Mdi ngudi déu c6 cac mbi nguy riéng biét cua ho va nhitng mbi nguy nay can
phai duge xir 1y riéng r&. Twong tw nhu thé, chinh nhitng méi nguy d6 ciing duoc phan loai
thanh nhiing loai anh hudng dén an toan noi lam viée, dén an toan cua dit liéu thu thap duoc,
va dén an toan cua viéc thong tin véi nhau’™.



Trung Uong

«  Mbi nguy noi lam viéc: tdi thiéu

«  Mbi nguy dit liéu: Cac ban bao céo bi mat bai virat gay hai hodc bi hack.

o Médi nguy thong tin: Nguén lién lac véi Chi B9 bi liing doan, hoac cac ban
b4o céo c6 thé bi danh trio (gia mao trong nhitng dot xam nhap giy nguy
hai).

Chi Bj

«  Modi nguy noi 1am viéc: may moéc va dung cu noi 1am viéc bi pha hong, danh
cép, hu hai, chay.

o Médi nguy dir liéu: May tinh bi tich thu, dir kién bi hong boi virat tn cong
hoac bai tin tac.

«  Mbdi nguy thong tin: Dudng truyén mang bj cit, khong thé guri hodc nhan dién
thu, trang mang cua td chirc va cac dia chi dién thu bi ngan chén, thong tin
c6 thé bi giam sat.

Thanh vién lam viéc bén ngoai

o Mdi nguy dif liéu: cac ban bao cao bi mét hodc bi tich thu.

«  Mbinguy thong tin: thanh vién lam viéc bén ngoai khong thé tiép can véi cac
quan café ndi vao mang, cac trang mang ciia Chi B6 va Trung Uong bi ngin
chan tr trong N.

GIAI PHAP

Lién lac thong tin

Thong tin giita cac thanh phan khac nhau trong ké hoach nay rat ti can cho quéa
trinh va sy thanh cong ctia ndé. Cho nén céc thanh vién tham gia da nghi ra mot
vai tiéu chuén va phuong phap dé thiét 1ap va bao vé viée lién lac nay.

C6 3 kénh thong tin khac nhau dé lién lac v6i Trung Uong dugc thiét 1ap. Co mot
kénh théng tin mé ma trong d6, moi dir li€u dugc thong truyén mot cach khong
bao mat - bﬁng dién thoai, bﬁng cach dang tin hodc béng dién thu thong thuong.
Duy tri mot kénh théng tin mé rit quan trong dé khién bo phéan giam sat hai long
vi ho ¢6 thé tiép can nhiing thong tin qua lai trong ké hoach. Céc dir liéu qua lai
trong kénh ma thudc loai khong nhay cam va bao gom cac thong tin vé dic trung
vé quan 1y va td chuc.

Kénh thong tin mat dugc sir dung cho cac thong tin nhay cam va bao mat. No
s& duogc sir dung dé trao dbi tin tirc vé& cac trudng hop, cac bdo cdo cua nhan
ching, va sach lugc cia td chire. Dién thu mang véi chire ning bao toan (Secure
webmail) cung hé théng chat Pidgin véi chtc ning ma héa OTR phu dé bao mat
cac mau ddi thoai™. Cac thong tin nhay cam s& khong duoc truyén qua dién thoai,
fax hodc dién thu chua dugc bao mat. Khong nén stir dung kénh thong tin mat
thuong xuyén dé tranh gay chi y.

Kénh thong tin phia trén doi hoi mot dudng truyén mang con hoat dong dé lién
lac. Moi ngudi déu dong y rang Trung Uong khong nén bi anh huéng trong
truong hop duong truyén mang khong hoat dong hoic bi cit nén mot kénh thong
tin phu duoc thiét 1ap cho Chi B¢ va thanh vién ciia ho lam viéc bén ngoai sir
dung. Kénh thong tin phu nay 1a do thanh vién Chi B§ st dung mét quan café
111
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C6 mot yéu td
khac lién quan
dén an nguy
cua thanh vién,
nhung t6t hon
hét 1a yéu td
nay dugc giai
thich trong ‘Cim
Nang Bédo An
cho Cac Nha
Tranh Dau Nhan
Quyén’ ciia Binh
Poan Hoa Binh
tai  http://www.
frontlinedefend-
ers.org/manuals/
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Ban c6 thé tim
thiy Pidgin va
OTR plugin
trong Hop Db
Nghé An Ninh
Ky Thuat Dién
Tt (Digital Se-
curity Toolkit).
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két ndi mang & gan ddy. Ho s& dung dén cac phan mém can thiét trong dang 1ap trinh di dong,
c6 thé truy cap duoc trong Hop P4 Nghé An Ninh K§ Thuat Dién Tt va luu trit trong cac thé
USB. Ho di duoc chil quan café mang bao dam rang cic may tinh trong quan khong nhiém
virat. Du sao di nita, cac thanh vién st dung cac may tinh cong cong ciing nén dé cao canh
giac.

Dir liéu, théng tin

Tét ca chc dif lidu thu 9
hodc gom nhat duoc
boi cac thanh vién s& g o CO vge
e~ A e 520 chép il méi thang 1 VA Thanh vien
dugc gilt trén giay e CO B i I 0 00 Iy
»ou tri trong may w tieh

va trong dang dién
tir. Diéu nay doi hoi S
nhitng bién phap an
ninh can thiét dé bao
dam rang dir liéu s&
khong bi mét, bi danh

Célp,’ hodc bi hu hong. A o4 ooy et
Thiét 1ap va duy tri
. i 2 miy vl B 9l co quan
mot phuong phap dé i - I
luu trit ban phuy co6 thé e
ton tai moi truong hop &
tan cong co the xay ra
1a mot viéc rat quan wemenpsiang0 ol 42 Bom's oy Y B @ 600

trong. Tuong tu nhu
thé, phuong tién Iuu
trlt ciia ban sao chinh no cling phai dugc bao toan vi d6 1a ban sao ctia nhiing tai liéu nhay cam.

Nhim dam bao cac ban bao céo bén ngoai khong bi mat trudce khi duge truyén dén Chi B, can
phai mua mdt may dién toan di dong. Thanh vién lam viéc bén ngoai s€ ghi chép thong tin trén
gidy va sao chép lai trong may tinh di dong. Ho s& thudng xuyén chuyén cac thong tin nay dén
Chi B6 trong mdt tiém café mang mdi ngay (hoic thudng xuyén hon néu kha ning cho phép).

Noi lam viéc
An toan cho noi 1am viéc bao gdm mot ndi quy nghlern ngat dbi véi thanh vién dé cing cb cac
diém ra vao clia toa nha va viéc bao toan may méc dé giam thiéu sy cd may dién toan bi ding.
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Céc tai lidu gidy to can thiét phai dugc giit trong ta sit va nén dugc huy bo dang hoang
khi khong cin dén chung nira. Ciing nén phong ngira kha ning may dién toan va cic
van ban, tai liéu cua noi 1am viée c¢6 thé bi hu hong hodc bi tich thu, cho nén mot ngan
qu¥ phu ciing nén duoc duy tri d& phong khi phai mua sdm cac may moc dé cac thanh
vién c6 thé tiép tuc hoat dong trong trudng hop bi tich thu.

Chi tiét vé cach ddi pho véi czic moi nguy

Sau khi thiét 1ap mot khai niém tong quat vé& phuong thirc hoat dong nham d6i pho voi
c4c tinh hudng c6 thé xay ra, nhom hoat dong s& tim cach ddi dau vai tung moi nguy
duoc liét k€ trong biéu d6. Qua mang Internet, ho sé tham du cac 16p huén luyén va tu
nghién ciru vé an ninh dién toén.

Céc mbi nguy dbi voi dir kién, thong tin

Céc dit liéu hodc cac ban bao céo co thé bi mat hodc bi tich thu: Dé tranh truong hop
dir liéu bi mit xay ra, can phai thuong xuyén sao chép cac dir liéu vao cac may dién
toan hodc may dién toan di dong. Mot may sao chép dia CD loai c6 thé tai sir dung
(CD-RW) hién nay c6 thé mua vai gia 200 USD va cai vao 1 trong cac may dién toén.
Dit liéu dugc sao chép lai bang cach sir dung phan mém sao chép Cobian c6 thé truy
cap trong Hop Do Nghé An Ninh K§ Thuat Dién T va cac dir liu s€ dugc ghi vao dia
CD bang phan mém DeepBurner””. Ctr mdi 2 ngay thi cac dit liéu ca nhan cua ngudi
sir dung s& duogc sao chép lai va cit giit & noi khac. Ngudi phu trach viéc bao tri tai
liéu sao chép lai thay phién sir dung 2 dia CD, mét dia luc nao ciing duoc luu trit & noi
lam viéc va 1 dia lac nao ciing dugc luu trit ¢ noi khac — cé thé 1a nha cua thanh vién
phu trach. Moi cudi thang, mot ban phy khac duogc sao chép va trao cho mot nguoi thir
2 giit tai nha anh ta. Theo phuwong phap nay, néu may tinh & noi lam viéc bi hu hong
va hé thdng sao chép dong thoi ciing bi pha hoai (rdt kho c6 thé xay ra cung lac), s& ¢6
mot ban phu thir 3 sao chép lai ké tir thang trude d6. Thanh vién hoat dong bén ngoai
s& luu trit ban sao vao thé USB. Thé USB nay chita dung mot ban sao cua tit ca cac
tai liéu méi nhét tir cac diéu tra vién tinh cho dén 1an cudi cung ho tré vé noi lam viée.
Néu may dién toan di dong cua ho bi luu gilr, cac tai ligu it ra cling s€ dugc chuyén
dén noi lam viéc.
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virus tin cong hodc bi tin tic xAm nhdp (hack): Dé tranh tinh trang dir liéu bi mat
qua cac dot tn cOng cua virat hodc tin tac, Chi B can phai cai dat hé théng phong
chéng virit Avast4 vao tit ca cic may dién toan. Phin mém phong chdng virat nay
mién phi cho cac td chuc bat vu loi va tu dong cap nhat khi may dién toan dugc
nbi vao mang Internet. Ho ciing di cai dit phin mém Spybot vao may dién toan
dé nhan dién va tiéu diét cac trojan. Tuong lira Commodo cling duoc cai dat vao
cac may nay dé phong chéng tin tic dot nhap Vao Tét ca cac phin mém dé cap dén
déu c6 thé tim thay duogc trong Hop DS Nghé vé An Ninh K§ Thuat Dién Tir. Mot
ndi quy khic khe vé virat phai duoc tudn tha dé dam bao khong ai mé nhitng dién
thu la hodc stir dung mdt dia mém trong may dién toan trudc khi st dung phﬁn mém
tham do virat dé kham xét.

May tinh bi tich thu: Néu cac may dié€n toan bi tich thu, td chire can phai ¢é cach
dé tiép tuc hoat dong. Can phai c6 kha ning mua may dién toan mdi, va ngén sach
phai du trii khoan tién can thiét nay. Néu gip kho khan thi chi cAn mot may dién
toan thoi cling du dé tiép tuc hoat dong. Nhom hoat dong s€ mua mot may dién toan
méi véi gia 1000 USD tir mot dai 1y ban 18. T4t nhién 1 nhitng phan mém can thiét
va ban sao ciia nhitng dir liéu chu yéu s& duoc cai lai trong may dé td chirc ¢ thé
tiép tuc hoat dong.

Vin kién va may méc bi danh cdp: Mot ndi quy vé chia khoa van phong duoc thiét
1ap va tuan theo boi nhitng thanh vién trong nhém. Chi c6 nhiing ai can giit theo
chia khoa bén minh méi c¢6 1 chia khoa phu. Khong nén lam thém chia khoa phu
khac ma khong c6 sy ddng ¥ clia ca nhom. Khi dém dén, tat ca cac may dién toan
déu phai duoc rut dién (tit) va tai liéu, vin ban phai dugc khoa trong tu sit bao an
¢6 thé mua véi gia 300 USD. Tit ca cac dia CD, dia mém, va gidy to c6 thong tin
quan trong trong d6 can phai dwoc khoéa lai trong ta sit. Can ghi rd trong ndi quy
la nhitng nguoi khong lién quan khong thé ra vao van phong. Céc cira kinh & ting
trét cua tda nha can phai duoc gin thém song sit bén ngoai. Ctra ra vao ciing phai
kién ¢ va c6 16 quan sat trén d6. Mot cong ty tai dja phuong c6 thé nhan 1am 2 viéc
nay véi gia 500 USD.

Duong ndi mang khong hoat déng: Pudng truyén mang c6 thé s& bi cit. Diéu nay
s& xay ra khi chinh quyén tao ap luc dbi voi nha cung cp dich vu mang hodc mot
16i k¥ thuat nao dé xay ra trong hé thdng két ndi mang. K& hoach B s& 1a sir dung
mdot quan café mang. Néu duong truyén mang s& bi mat dai han, mot khoan tién nho
khoang 500 USD s& dugc du trit dé trang trai cho chi phi str dung mang Internet tai
quan café. Thé USB s& dugc sir dung dé tai va truy cap thong tin giita vin phong
va quan café.

Thong tin lién lac bi gidm sat: Néu hé thong kiém soat ciia nudc N c6 trang bi k§
thuat ti tan, chinh quyén s& giam sat duoc cac dién thu giri vao qudc nodi hodc giri
ra qudc ngoai. Vi nghi ngd thong tin ctia Chi Bo s& bi giam sat, cho nén chi ¢ hé
théng dién thu mang véi chlic nang bao mat SSL mai dugce st dung. Chi B dang
ky hai hop thu tai https:/mail.riseup.net’ va sir dung mot trong hai hop thu dé lién
lac v&i Trung Uong va hop thu con lai duoc stir dung dé lién lac v6i cac thanh vién
hoat dong bén ngoai. TAt ca cac thong tin s& dugc truyén dén tru s hang ngay
bang dién thu. Thanh vién cua Chi B s& do xét kha ning cac cudc tin cong boi ké
trung gian mao nhan c6 thé xay ra bang cach kiém soat k§ cang ching chi dién tir
(certificate) cua cac trang mang.
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Trang nha va dién thu bi chin: Néu chinh quyén quyét dinh ngin chin duong truyén 4.2
mang dan dén trang nha ciia Trung Uong va hé théng dién thu mang bao mat (secured

webmail) RiseUP, van con giai phap khac. Thanh vién ciia Chi B c6 thé st dung

c4c hé thdng dién thu mang bao mat khac hodc st dung cic phuong phap khac dé

1on lach qua cac néo bi chan. Ho da yéu cAu chi bo cai dit bo phén Psiphon vao may

dién toan tai gia dinh ctia cac thanh vién. Dia chi IP va cach dang nhép vao cac may

dién toan nay (mat ma va biét danh) s& duoc truyén dén Chi Bo. Cach nay gitp ho

¢6 duge mot bién phap dé dbi pho véi tudng lira ctia chinh quyén vi Psiphon s& giup

ho dung cic may dién toan tir nha thanh vién & nudc khac 1am khoi diém dé truy cap

thong tin tir cic may chu cua Trung Uong.

K thuét vién dién toan: Mot ki thuat vién tir mot cong ty cung cap dich vu may dién
toan da timg giao dich v&i nhom trong qua khir (va dugce tin nhiém) s& dén van phong
2 1an mdi thang dé quan 1y va bao tri may moéc. Chuyén vién ndy ciing s& dugc goi
dén trong trudng hop khin cip véi gia hop ddng 1a 1000 USD cho mdi 6 thang.

Ngin sach

«  Song sit gén trén céac cira sb 500 USD -8

. Mvéyésao chép dia CD va 10 dia CD 200 USD Céc dich vu dién
+ Tusat 300 USD thu bdo mat khac
- 2thé USB 100 USD gdm c6  https:/
e Mot may dién toan di dong 1000 USD bluetilottl 7/ .com
R A I A A1~ A va ttps://www.

Hop dong véi chuyén vién ky thuét 1000 USD fastmail fin.

Téng cong 3100 USD

Tién du trit dé phong truong hop khin cdp : 1000 cho may dién toan méi, 500 cho
chi phi stir dung mang & noi cong cdng - tong cdng la 1500 USD.

Téng s6 ngin sach 4600 USD
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m Kb hoach by o vi clemm vio
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4.3 TRUONG HQP NGHIEN CUU III
BAO TOAN VA LUU TRU DU LIEU

So Lwgc

Mot t chirc nhan quyén phi chinh phu, tru s¢ dat tai mot qudc gia dang phat
trién, dang cung cép va giup d& dich vu phap Iy mién phi cho nan nhan cua
cac trudng hop vi pham nhan quyén. Ho da nhan nhiéu trudng hop va giup d&
ngudi dan dia phuong tai d6 trong 5 nim nay. Gén day, ho bit ddu guri don dén
tda 4n nhan quyén trong vung dé kién mot trudng hop phtc tap va nhay cam
v& viéc canh sat hanh hung mét than chu cua ho. Tuln vira qua, da hai 14n ho
bi nhitng ké la de doa - mét 1an qua dién thoai yéu cau ho 1ap tirc ngung ngay
nhitng viéc ho dang lam va 14n khéc tir mot canh st an ninh. Canh sat an ninh
nay noi rang nhimng tang chimg ma t6 chirc nay dang thu thap dugc xem nhu
anh huong dén an ninh quéc gia va co thé bi tich thu bat ct lac nao. Cac luét
su cua tb chtrc phi chinh phu nay tin ring diéu nay khéng co that va day don
gian chi 12 mot thu doan doa dam. Ho tin chic rang vu kién hop Vé‘i luat phap
cua quoc gia va nhung hiép dinh quoc gia nay da ky két v6i qudc t&. To chirc
nay muon theo dudi vu kién nay dén cing va da dang ky xin mot nha tai tro mot
khoan tién dé giup ho gia ting mirc d6 an toan va thu thap thém tin tirc.

Vian phong cua t chirc nay dugc dat tai mot toa nha kién b voi 16i ra vao dbi
dién v6i mot con dudng dong ngudi qua lai. T chirc nay ciing di co dugc tiéng
tam tot trong cong dong dia phuong va cac vién chirc trong hang ngii can bo.
Hang x6m cuta ho lic nao ciing vui long giap dd va xem chirng ké la ra vao cho
ho. Trong 5 nam ho hoat dong, chua c6 chuyén gi khong tdt xay ra, nhan vién
cua ho tin tuong vao dia diém noi ho dit van phong lam viéc va ciing da thiét
lap mot ndi quy nghiém ngit vé viée xir Iy chia khoa vian phong va cac than chu
t6i lui. Nhirng thay ddi trong chinh quyén dia phuong gan day da khién t6 chirc
phi chinh phi nay lo ngai vi ho e rang canh sat an ninh s& c6 quyén bd rép van
phong cta ho va tich thu tai liéu lién quan dén cac trudong hop thwa kién. Ho da
chuén bi day du dé thir thach va ddi pho voi moi hanh dong trudc toa an nhung
lo ngai ré“mg tai lidu c6 thé bi tich thu s& anh hudng dén an nguy cua nhiéu nguoi
khac. Ho quyét dinh bao toan tai liéu trude nhitng tinh hudng c6 thé xay ra nay.
Ho ciing quyét dinh s& bao toan tit ca céc tai liéu lién can dén nhitng vu kién tir
trude dén nay ké tir khi ho bat ddu hoat dong.

Vin phong c6 mot may dién toan va tit ca cac nhan vién déu c6 kinh nghiém
k¥ thuat dién toan. May dién toan nay duoc ndi vao mang qua mot bd phan
modem goi qua dudng dy dién thoai. Ho str dung cac thé ndi mang c6 in sin
day du chi tiét dé goi sé va ding nhdp vé6i cac khoan ding nhap tam thoi. May
dién toan nay tir 1au di khong hoat dong vi bi nhiém virus. Cac ngin til cia van
phong chira day gidy to lién quan dé cac vu kién ma ho da giai quyét trong thoi
gian qua. Nha bao tro dong y ung ho ho véi sd tién tong cong 1a 1500 USD.

Cac moi nguy va yeu diem
Nhan vién cta to chirc phi chinh phu nay nhéan thicc dugc rang moi nguy chinh
ho phai doi dién 1a viéc don kién ctia ho bi ton hai néu tai li€u vé vu kién bi
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canh sat thu gitr. Didu nay ¢6 thé gay nguy hai dén nhitng than cha va nhan ching cua
ho. M&i nguy nay c6 thé xay trong hai trudng hop:

1. Tai liéu bi tich thu v&i trat 1énh ctia toa an.
2. Tai liéu bi tich thu trai vaoi luét phap bang vii luc.

Bét ctr trong trudng hop nao, két qua ciing s& nhu nhau va tai lidu can phai dugc ban toan
d€ cd hai truong hop s& khong xay ra. To chire phi chinh phu nay khong nhing phai bao
toan cac tai liéu nay ma con phai bao dam ho s¢€ glu dugce moi chi tiét vé vu kién dé co
thé tlep tuc lam viéc. Ho da het ké tat ca nhitng yéu diém cua t6 chtrc nham gitip cho ho
biét can phai quan tim thém vé nhitng linh vyc nao.

«  Ghi nhan nhitng vu kién vi tai lidu chi dugc luu trit trén gidy to s& khong an toan.

+ May dién toan khong hoat dong vi bi nhiém virtt.

« Cac phﬁn mém sir dung 1au co thé s& duoc su dung lam 1y do tich thu may dién toan.

* Dirliéu chtra trong cac may dién toan c6 1€ s€ khong dugc an toan, tin tic co thé dot
nhap.

«  Khong c6 hé thdng sao chép va luu trit ban phu cua nhirng tai liéu, van kién lién quan
dén cac vu kién di bi tich thu hodc bi mat.

GIAI PHAP

Tiép cian th6ng tin
Té chic da quyét dinh nham dé loai trir nguy hiém dem dén khi thong tin chi duoc luu
trit trén gidy to, chiing s& duoc chuyen vao may tinh. Tét ca cac gidy to di duoc luu trit
trong dang dién tir s& bi hity bo, khi can c6 thé in ra sau.
Méi de doa:
van Kign bi
tich thu

froun Lh.-,-;r i vt higes
2003 &0 19u ang redy vi 12k
taning hop 20 Jyng 338

Hinh 35: Tai liéu trén gidy sé diegc quét (scan) vdo mdy vi tinh

Nhirng tai liéu hién dang duoc luu trit trong dang gidy in can phai duoc giit an toan trong
luc ching dugc chuyén dén vao may dién toan. Vi ly do nay, ho s€ mua mot tu st va
khoa tit ca céac tai lidu chua dugc sao chép sang dang dién tir vao trong ti sit d6. Cac
tai liéu nay s€ bi hiy bo sau khi dugc chuyén sang dang dién tir. Cach hiru hiéu nhét dé
hay bo gidy to 1a dung ltra dét chay.

May tinh

T4 chirc nay ciing di quyét dinh rdng may dién toan ciia ho di qué cii va co thé s& khong

du kha nang chira dung mdt so dir kién nhi€u nhu thé. Sau khi tim kiém trén mang va

trao d6i voi ban bé, ho thay rang can phai mua mot 6 cung di dong (removable drive) voi
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“" NINH kha nang chira dugc nhiéu dir ligu. Cén thlet nhat 1a mot 6 cung tién loi o thé gin
) IEN Tll VA vao bat ctr mdy dién toan ndo. (thiét bi 6 cimg USB khéng can dién 14 tién nhat).

BAD IIE ad Ty Mé&l de doa:
EII ARG MG 1B TRAM RN U RN Van klén bl
tich thu

. = wor kign b v ke
tu sat

Hinh 36: Luu trit van kién trong tii sdt va hity bé sau khi hodn chuyén vio may

Dé bao vé dit liéu dugc chira trong may tinh, t6 chirc nay ciing da s dung hinh
thirc ma hoa (encryptlon) Mac du khong ai biét cach ma hoéa tai liéu, ho c6 thé st
dung mot phan mém trong Hop D6 Nghe An Ninh K§ Thuét Dién Tir. Phan mem
TrueCrypt c6 kha nang ma hoéa toan bg 6 cirng ma khong ai co thé sir dung ducrc néu
khong c6 mat ma. T chuc phi chinh phu nay da quyét dinh ma héa ca 6 ctng di
dong bang phin mém TrueCrypt. Néu 6 cting di dong nay bi tich thu, dit kién chira
trong d6 sé khong ai doc duogc.

Vi tit ca tai lidu duoc gom vé chua trong mot thiét bi, can phai 1ap mot ban sao dé
phong khi thiét bi chinh bi tich thu hodc hu héng. Thiét bi ciia ban sao s& 1a mot
may sao chép dia DVD. MJi ngay, tai liéu luu trit trong 6 cimg di dong s& duoc
sao chép lai trong dia DVD va dugc cAt & mot noi khac. Vi dix liéu trong 6 cung da
duoc mi hoa, chiing s& van & trong dang ma hoa khi dugc sao chép vao dia DVD.

Mot may quét anh (scanner) s& duoc st dung dé chuyén tai liéu tir dang gidy in sang
dang dién tir. T chirc nay du doan mdt nhan vién sir dung mot may quét anh c6 thé
quét (scan) khoang 100 trang moi ngay. N&u dung nhu vay, qua trinh hoan chuyén
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Hinh 37: Ngdn ngira dit liéu dién todn bi mdt bdng hé thong sao chép va luu trit ban phy
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tai liéu tir dang in sang dir li€u dién tr s€ duwoc hoan tat trong vong 2 tuan. 4 3
. |

Phian mém

T6 chirc phi chinh phu nay ciing quyét dinh mua mét ban hop phap ciia Windows

XP phién ban sir dung trong gia dinh (WinXP Home Edition). Ly do la dé cho moi phan
mém thudc quyén s& hitu tri tué cai trong may dién toan c6 thé stir dung mot cach hop phép.
Thay vi sir dung ban sao chép 1au ciia phin mém MS Office, ho chon sir dung phan mém
OpenDisk va Open Office cung véi 1ap trinh GIMP dé quét (scan) tai lidu trén gidy. Tat ca
nhitng phdn mém can thiét nhu phﬁn mém phong chéng virus, tuong lira, ma hoa, va 50
chép DVD déu c6 trong Hop D6 Nghe va hoan toan mién phi vi ching 13 nhitng phan mém
1ap trinh m¢& (open source). Do do t6 chirc phi chinh phu nay khong thé bi tré ngai phap 1y
v6i toi danh st dung cac phin mém bét hop phép.

Nhing phan @ng cu thé truéc ciac mdi de doa

Phén ctrng: Mot nhan vién dam trach chuyén di dén thanh phd d& mua vé mot may scan, mot
b cung di dong va mot 6 DVD. Nhiing thiét bi nay thudc dang trr danh, d4t tién va c6 mat
hau hét khip noi trong cac ctra tiém kinh doanh vi tinh. Cu thé nhing thiét bi nay gdbm mot
cai may scanner hiéu A4 trj gia 150USD, 4 cimg di dong 100 gigabyte véi gia 250USD, va
mot thiét bi 1am DVD 250USD.

Phan mém: mét ban Microsoft Windows XP Home edition dang gia 96USD tai cac cira tiém
bubn béan vi tinh. Nguoi nhan vién mudn biét ctra hang nay c6 ctr mot ki thuat vién dé 1ap
dit tat ca nhirg phin cting va mém hay khong. Ngudi nhan vién duge biét ring mudn co
mot k¥ thudt vién dam nhan chirc vu nay ho can phai tra 100USD. Phu ting an toan k§ thuét
dugc dat trén trang mang http://orders.ngoinabox.org. Hop phu tung nay con bao gdm ca
hinh tron mé dia (OpenDisc).

Sau d6 ky thuét vién 1§p dat mot ban Windows XP mdi in trong may cua ban va xo6a di hét
nhitng dir li€u cii. Pay la mdt phuong thic 1y tuong dé dep hét nhitng con vi-rit va nhiing
su 101 da tirng hié€n dién trong may. Pong thoi anh ta khong quén gan vao thiét bi viét DVD,

Phian mém Cong nang Nguon
Open Office Word processing, spreadsheets, Hinh tron mo

presentations, database (hoan toan
phu hgp vadi nhitng dir kién Microsoft

Office)
GIMP Tu stra va scan hinh anh Hinh tron mo
Avast 4 Phong chdng virus Phu tung an toan ky thuat
Comodo (may Internet) Tuong lira Phu ting an toan ky thuat
TrueCrypt (may danh cho Ma hoéa dia Phu ting an toan k¥ thuat

dir liéu)
DeepBurner (may danh cho  Phan mém duogc ding dé chép DVD Internet
dir licu)

may scan va 6 cing di dong. Sau d6 anh ta l3p dat nhitng phan mém duoc liét ké dudi day:

Cai ma: Chuong trinh TrueCrypt 1a mot chuwong trinh chuyén mét ma hoa 6 dia cting di dong
va cho phép n6 dugc sao chép lai trong dia DVD sau khi moi hoat dong da hoan tat. Nguoi
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nhén vién lién thiét 1ap mot khdi lugng TrueCrypt trong 6 dia cing di dong ning 4
gigabyte (di d6i vdi luu lugng cuia dia)

Ngudi duy nhat c6 thé biét dwoc mat ma cua phan di dwoc ma hoa 1a ngudi nhan
vién dam trach mat vu. Mat ma nay sé dugc st dung mot 14n nita dé mo ra bod phan
dugc ma hoa trong DVD. Mat ma nay gdm 12 ky tur va gdm ca sb 14n chir. Mot khi
nhung ngu0’1 can truy cip phan dugc mé hoa da thudc 1ong mat mé, ho s& khong
can phai viét no xudng nira.

Dy trir: Vao cudi ngay, phan duoc thao dd, nay di chuyén thanh mot dang tai liéu,
duoc chép vao mot chiéc DVD. Tt hon hét ban nén chép lai tit ca nguyén ban
ctia dit liéu (ban s& cin phai mua vé nhiing bd phan ghi DVD va nhiing chiéc dia
DVD sao chép).

Dia DVD du bi nay s& duoc cat giit trong nha cia mot trong nhitng ngudi nhan
vién thi hanh cong vu. Clr dén cubi tudn ban s& lam mot ban dy bi riéng va gitt nd
tai mot noi bi mat. Pay 1a mot phuong phap du trir bd sung, phong khi 6 dia cting
va nhitng ban du trir hing ngay bi tich thu di mét.

Ngan Khoang Pé Chi Tiéu:

May scan A4 150 USD
O dia cung di dong 250 USD
Thiét bi chép DVD di dong 250 USD
10 chiéc dia DVD sao chép 50 USD

Microsoft Windows XP 96 USD
Nhiing dich vi tinh 100 USD
Két sit 300 USD
Téng cong: 1,145 USD

Ban con mot khoan tién nho trong ngén quy, phong khi ban cin mua thém may in
hoac vai chiéc dia DVD.

Diém ich loi cia hé thong nay nim & chd nod gia ting an toan cho nhiing tai liéu
duogc thu thap boi NGO. Sau khoang thoi gian dau khi ban di thanh cong k§y thuét
hoa cac van kién bang gidy, tin rang s& khong con dit liéu nao co thé dugc tiép can
boi ké la. Tat ca cac tap tai liéu s& duoc chuyén giao tir may ndy sang may khac Vi
thé nén cho du tat ca cac thiét bi ¢6 bi tich thu hay chju ton tht, nhan vién van con
mot ban DVD du trit va mot may vi tinh khac voi chuong trinh TrueCrypt dugc gai
san. D nhién 13 phai c6 mot ngudi biét mat ma cua chiée may nay!
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So Lugc

Co6 mot nha lém béo tu do dam trach nhiém vy bao cdo vé nhitng vi
pham nhan quyen trong dat nudc ciia ¢6 ta. Nha bao nay chuyén ding
mot chiéc may cam tay dé lam viéc ¢ nha va dong thoi cling thuong
dem theo dé hoan thanh cong tac. C6 ta chii yéu lam viéc cho nhing
nha xuét ban nuéc ngoéli va st dung but hi¢u thay vi tén that, bdi vi viée
cong bd thong tin vé qudc gia ctia ¢o ta 1a mot viee kha nguy hiém, nhat
1a khi gioi truyén thong ciing nhu béao mang trong qudc gia cia ¢b ludn
bi kiém duyét nghiém ngit boi chinh quyén. Nhitng bai viét cua co ta
thuong duogc dang tai trén blog.

Co6 cam théy viéc tiép tuc cong viée cang luc cang tré nén khé khan.
Nhung bai viét c6 ta goi qua email khong dén noi ngum nhan, c6 khong
thé truy cip Vao blog, va ¢0 ta rat s¢ s& gdy nguy hiém t6i nhimg ngum
dugc phong van va dé cap téi trong hd so. Co ta rat lo so khong biét
chirng ndo email cia minh sé€ bi kiém soat. Bit chot mot hom chu but
bién thu cho ¢ va t6 ra hoang hét khi doc xong ndi dung ctia mot bai
viét o vira dang tai. Sau khi doc lai, c6 nhan ra réng bai viét nay da bi
thay d6i boi mot ngudi nao dé trong qué trinh nd duge chuyén téi tir
email cho dén tda soan.

Nhirng méi de doa

Trudce khi quyét dinh phai nén hanh dong ra sao, ¢6 ta néu rd nhitng moi

de doa hién nay:

+  khong thé giri bai viét qua email

+  khong thé truy cép blog va cap nhat thong tin méi

«  c6ngudi gdy hai dén 1y lich tam thoi

«  nhing bai viét trong lap top vao tay nguoi ngoai

«  nhing con virus hodc hacker ¢ thé huy hoai nhiing bai viét trong
lap top

D01 VA TIVINE NVOL OVE - + 1.1 NATHON dOH ONO UL
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Bio diam an toan cho email

Nhu mét viéc 1am tién dé, co ta quyét dinh bao toan hop email lam sao
cho nhirng tin nhian khong thé bi doc 1én hoic thay d6i boi mot nguoi la.
Cb ta giri mail cho security@ngoinabox.org va xin ho cung cap nhiing
ma truy cdp can thiét dé dang ky mot tai khoan email méi qua RiseUp.
bay 1a mét tai khoan webmail chi co thé dugc truy cép khi co ta hoat
dong trén mang. Webmail nay hoat dong thong qua SSL va dugc cai
ma tr mdy vi tinh cho dén chii may webmail cua c6 ta. Co ta d& nghi
nhing nguoi ddng nghiép (nhitng ngudi nhan email) nén ding ky mot
tai khoan mién phi trén http:/mail.riseup.net, dé roi nhimng bai viét s&
dén noi ho théng qua dudng ham Internet dd duoc ma hoa. C ta tin
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For more info see
chapter ‘Encryption
on the Internet’.
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xem chuong ‘M3
hoa”. Dé download
trinh
GnuPG, xem trang
http://www.gnupg.
org hay xem NGO
in a Box — Security

chuong

Edition CD.

rang nhitng nguoi sit dung RiseUp nay s& khong gay hai dén hodc truy cap vao
email cua co.

Day c6 vé nhu mot phuong thire don gian va hiéu qua nhdm giam di nhimg au
lo ctia canh nha bao. Chi can c¢6 ‘https:’ xuat hién trong thanh dién dia chi web,
¢ ta bi€t rang hoat dong chuyén cho thong tin ciia minh dugc dam bao an toan.

Dé budc thém mot bude dam bao an toan cho minh, ¢6 ta giri mail cho RiseUp
va yéu cu ho cung cip van tay chimg chi SSL. Ho chuyén ¢ t6i mét trang
mang c6 trinh bay ddu van tay. Cb ta dic biét luu y toi sy tin cong mang tinh
nguoi-dung-gitra-cudc, trong d6 ké thu da ngan chan duong day chuyen toi
https://mail.riseup.net va co tinh gat nguoi sur dung dé cho ho nghi rang ho da
thanh cong truy cdp vao trang mang mong muon. Mgt bang chirng nhan SSL
dugc trinh bay va mot khi nguoi st dung chép thuan, ho duoc dem tro vé trang
mang ctia ké thii. Tuy nhién, chi can nghién ctru k¥ chimg chi SSL ban hoan
toan co thé biét dugc trang mang nay c6 khic véi trang mang chinh thirc hay
khong.”™

Pam bao an toan cho thong tin

Mic du co ta da thanh cong trong viéc dam bao an toan cho email, ¢c6 ta van
mong mudn nhiing bai viét minh guri di s& khong lot vao nhan thirc ctia ai ngoai
ngudi c6 ta mudn gii. Piéu ndy c6 thé xay ra trong truong hop bi mat mat ma
hodc mét ma bi hily hoai. Pay cling 1a mdt budc di an toan dé chéng lai nhitng
trd tin cong dang nguoi-dimg-giita-cude. Co ta lap dit chuong trinh email
Thunderbird va sip dit dé cho phép c¢o doc duoc tai khoan RiseUp. C6 ta thém
vao phan Enigmail mé rong dén Thunderbird va 1am theo chi din trong B6 Phu
Tung An Toan Ky Thuat dé tao nén mot doi khoa chung co ta s& dung dé cai ma
cho nhiing bai V1et sang khoa cong khai ctia ngudi chu batl. Tat ca nhitng ddi
trong mong mudn glao luvu mdt cach an toan voi nhau khi dung ché d6 mat ma
hoa khoa cong khai can phai lip dit phin mém can thiét va trao ddi khoa cong
khai véi d6i phuong.

Co @o6i khi viéc sir dung mat ma hoa s€ bao dong dén phén chinh dang dugc
didu khién. C6 ta khong biét cai ma c6 phai 1a mot hoat dong hop phép trong
nudc hay khong va khi st dung n6 kha nang thu hut su chu y khong mong
mudn 14 bao nhiéu. C ta quyét dinh ding mot phuong phép thay thé khong 1ap

—————— BEGIN PGP
MESSAGE----
Version: GnuPG

v1.4.2 Adversary

The abductions in
nearby village

began on...
GBh68+2h jKNMmbS_ &

Oscx$$6#()-
=34AFGHJ

Editor

Journalist

P Using encryption to secure sent messages
Anh minh hoa 39: Cai md d@é dam bdo an toan cho nhiing tin nhdn da giri
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tirc khoi goi su nghi ngd cta ngudi khac. Bang cach sir dung chwong trinh
dién toan, ¢ ta c¢6 thé dinh kém mot hinh anh cung voi bai viét va dang no
1én mot trang mang bi mat. Phuong phap nay that c6 thé qua mit nhidu hé
thong quan ddc, chi can bang mot cach nao d6 ngudi chu but cé thé biét
trude duge tAm hinh va bai viét nay & dau. Phuong phap nay nén duoc ap
dung bang cach giit déu mot xu hudng hoat dong(ding tai hinh 1én mang)
va khong nén tach ra khoi duong hudng hoat dong thong thuong nay.

The abductions in
Adversary nearby village
began on...

Editor

Journalist

» Usingsteganography to hide the presence of a message in your communications

Anh minh hoa 40: Sir dung dién todn dé gidu di tin nhdn trong cdc hoat déng truyén théng

Email nidc danh

Mot phuong phap khac dé phong ngira sy ngin chin email va kiém duyét
1a str dung hang loat nhiing dich vu webmail mién phi chéng han nhu Ya-
hoo, Hotmail, Gmail—nhiing website c6 hang tri¢u nguoi st dung. Ban
c6 thé ding ky mot tai khoan mail méi cho mdi mot email ban guri. Cac
chi tiét dang ky co thé duge dién vao mot cach tuy tién va néu nhu ban
giri email tir mot noi cong cong (quan café Internet), email nay sé& rat kho
bi theo ddi hodc kiém duyét.

Rét c6 thé nhitng dich vu email an toan (nhu RiseUp) s& bi ngin chin
hodc s€ bi ngan chan trong truong hop né dugc st dung thuong xuyén.
C6 mot vai qudc gia cho phép ngin chin nhimng hé théng email mién phi
¢6 quy mo 16n nhu Yahoo. Tuy nhién, nhitng dich vu qudc té nay da timg
hop tac véi chinh phu (chinh phi Trung Quéc chang han) dé ban cho ho
quyén han truy cép vao nhitng truong muc email cta nguoi sit dung. Néu
nhu ¢6 nha bao cta chung ta quyét dinh sir dung email tir nha cung cp
16n, tot nhit ring c6 ta nén truy cip vao né tir mot quan café Internet hodc
mot noi cong cong nao d6, noi ma nhing chi tiét vé& ca nhan co ta va hoat
ddng ciing nhu dia chi IP s€ khong vao bi luu vao lugc sir, va do d6 khong
thé bi truy lung. C6 ta con c6 thé dung tén gia khi mé truong muc, tuy
nhién diéu nay can phai dugc sap dit trudce voi cha but.

Tranh khéi tinh trang bi ngan chan trang mang
Deé co thé truy cap blog clia minh, cd nha bao nay can ¢6 nhiéu bién phap

khéc nhau dé chdng lai nhitng nd lyc ngan chan Internet trong nudc clia
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cd ta. Con vé phai chon cong cu k§ thudt nao dé thyuc hién diéu nay tuy
thudc vao dudng 16i ngin chin cua chinh phu. C6 ta c6 thé dang ky dé
nhan dugc tin tirc méi cap nhat vé loai proxy nic danh ma khong co kha
nang klem duyét thong t1n tir Peacefirel hodc yéu cau mot ngudi ban
chung song cung nude sip dat Psiphon (xem chuong 2.6 dé c6 thém chi
tiét).

7]
A
v
"

my.blog.org

Proxy server

» With an anonymous proxy, the destination website will not know where your computer is really located

Anh minh hoa 41: Bing mét proxy ndc danh, website ban mudn truy cdp sé khéng thé nao
biét duwoc vi tri ciia chiéc may ban dang dung.

Béng mot bién phap thay thé, co ta lép dat ché do trinh duyét Torl vao
trong 6 flash USB, dé c6 thé hoat dong ma khong can phai bi ngan chan.
Trinh duyét Tor s& bao mét cac yéu cau trén mang cua co ta va c6 kha
nang xuyén qua da s cac hé thong kiém duyét trong nude.

Thuong thudng s& dé dang va thuc té hon néu ban nho mot nguoi ban
nao ¢ trong nudc dang tai nhimg bai vi€t cua ban trén blog. Nhing bai
vi€t nay c6 thé duoc chuyén bang email an toan.

Bdo vé danh tanh

Hién thoi nha bao nay khéng mudn danh tanh ctia minh c6 dy mo ré ma
v6i bat hiéu. C6 ta can than khong tiét 16 tén that cia minh trong email
hodc nhing bai viét dugc giri qua Internet. Co ta dong thoi ciing khong
st dung tai khoan email ISP vi n6 duoc két ndi truc tiép voi co ta. Co ta
chi sir dung may & nha dé truy cap Internet va vao tai khoan webmail an
toan hodc st dung mdt cong cu nac danh dé cap nhat blog dé thuc hién
nhitng diéu nay.

C6 nhitng quan café c6 Internet tai noi c6 ta & dd bat dau ghi lai tén
nhitng ngudi st dung va gio truy cép. Co tam né tranh nhitng quan café
nay vi nhitng hoat déng trén mang ciing nhu email ¢ thé duoc 1an qua
IP va truy dén cb ta.

Khi sir dung may & quéan net, c6 ta vo cung can than lam sao cho trinh
duyét web khong thé ghi lai tén va mat ma vao trong lugc str. Trudce khi
dén phién minh sir dung may, c6 ta danh mot it phut thiét 1ap cho trinh
duyét Internet tré nén an toan hon va xo6a di moi thong tin dugc luu trit
trong may sau khi da hoan tat cong viéc.

Béo toan laptop

Tt ca cac bai viét déu dwoc viét va luu trit trong may laptop. C6 ta can
phai bao vé ban than minh trudc nhitng mat mat, nhitng bai viét khong
phai do chinh minh viét va ton that duoc giy nén boi virus va phan mém
gian diép. C6 ta lam mot mat ma BIOS dé d& phong ngudi khac truy
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cap truc t1ep Vao trong may va lap dit nhimg chwong trinh chdng virus,
chdng phin mém gian diép va cthO’ng trmh tuong Iua tr B phu tung
an toan k¥ thuat. Co ta nang cip phan mém Windows mot khi ¢6 duoc
nhitng chinh sita méi. Sin laptop cb ta dd c6 mot & CD, cb ta mua thém
nhiéu chiéc dia tréng va tao nén nhiéu tai liéu copy du trit.

Mat ma

Laptop, BIOS, tai khoan email, blog, vv., clia c6 ta mdi cai déu doi hoi
phai c6 mat ma riéng. Nhitng méat ma nay that can thiét cho sy an toan
cua c0 ta, vi c6 nhitng hé théng an toan hoan toan 1€ thudc vao sy virng
bén ctia mat ma bao vé chung. Boi vi viée Iuu nhé tAt ca cadc mat ma la
bét kha thi, c6 ta bén sir dung chuwong trinh KeePass1 dé luu trit nhiing
mat ma nay. Co6 ta c6 mdt ban copy cua chuong trinh va tai li€u mat ma
trong laptop ciing véi 6 nhd USB. Dé gia ting an toan cho nhiing mat
ma nay, chuong trinh KeePass dich than tao riéng mdt mat ma cho ¢6 ta.

Tom lai ¢6 ta c6 rat nhidu nude bai va bién phap dé sir dung mot cach bi
mat. Ban dau c¢6 vé nhing chiéu thirc ndy rit cuc nhoc va tiéu hao nhiéu
thoi gian, nhung chi it ¢6 ta c6 thé bao dam an toan tuyét dbi. C6 1& mot
c4i laptop va dia chi email an toan s& c6 thé du strc gitp cb ta tiép tuc
hoan thanh suén sé cong viéc. Tuy nhi€én mét khi nhitng bié€n phap bao
vé nay tré nén 131 thoi va khong thé dung dugc, c6 ta s& phai chuyén sang
nhitng bién phap méi. Internet 1 mot khong gian rat rong voi rt nhidu
kha ning bi kiém soat ciing nhu kha ning 4n tanh.

+_ Password Safe - <Untitled: =10 x|
File Edit View Manage Help
D@ @8 8|0 @@=
=2 Blog
- Blog Woaorld
-~ blogzpot
g0 Dhzk,
-] laptop
-~ LUSE
~ O Windows
8- Email
-~ grail
~ rizeup.net
~[ wahoo
|D|:|u|:|IE-CIin:k on entry to copy password i

» PasswordSafe
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Hay thir twéng tiwong trong twong lai sé c6 mot thiét bi cd nhén, dang mot tai liéu
hodic thue vién co khi tw nhdn. N6 can mét cdi tén, va tam thoi ta cé thé goi no la
“memex”’. Memex la mot thiét bi khi sir dung ca nhan ta co thé trit toan bé sach
V6, ky luc, va cdc méi lién hé, va dwoc co khi héa nham gia tang toc do truy cdp
cung voi tinh linh hoat. Pay la mot nguoi ban hé tro gd'n b6 mdt thiét véi bo nhé
cua con nguoi.

N6 bao g(fm mot cdi ban lam viée, va c¢é thé dwoc vin hanh tir xa, va la mot b
phdn trang bi cho phép ta hoat déng. O trén ciing la nhitng man che trong suét,
dé chiéu nhitng tai liéu nham tao ich loi cho viéc tham khéo chung. Réi ddy sé co
mdt ban phim véi nhitng cdi nit va can gat. Chung quy, ngodi nhitng ddc diém dé
ra, né khéng khdc gi mét chiéc ban lam viéc binh thuong.

Vannevar Bush — Joint Research and Development Group, 1945

Lich st

Ly thuyét va phuong trinh toan hoc duoc dung dé ché tao may dién toan
da dugc thiét 1ap tir nhiéu thé ky truéc. Hé nhi phan cta sb hoc (ding
‘1’ va ‘0’ dé thuc hién cong thirc s6 hoc) 1 phat minh cua Gottfried
Wilhem von Leibniz (1646-1716), ngudi ma dong thoi di cung véi
Isaac Newton sang ché phép tinh. Charles Babbage cai tén limg 13y
4y dong thoi ciing 13 ngudi sang ché ra nhimg phuong thire tinh toan
khi xua. Ong 14 nguoi sang tao ra Co Cau Phan Biét va Phan Tich. Co
CAu Phan Tich st dung nhiing tAm thé 15 dé doc sb nhap va sb xut, dé &
1am sao cho sy tinh toan vira 1di c6 thé duoc giit vao trong may dién  Crares savbage (1791 - 1871
toan trong qua trinh ké tiép. Babbage miéu ta nim thanh phan 16gic cua

co ciu nay—thanh phan du trit, thanh phdn méy c4i, thanh phan diéu

khién, phan nhdp va phan xuét (theo ngén ngir hién dai: 6 cing, don vi

xtt Iy trung tdm (CPU), phan mém, ban phim/con chudt va man hinh). ®!

A

4

HNIL IA AYIA VIHON IVID

George Scheutz, sau khi biét
vé Co Chu Phéan Biét cua Bab-
bage, da cung con trai Edward
ché tao mot phién ban vi mé cua
n6. Pén nam 1853, ho da ché
tao dugc mot thiét bi co thé ché
bién 15 chit s6 va tinh ra nhiing
khéc biét theo tht tu sé bdn. Co
céu cua ho di thing giai vang
1991 Sy tdi thiét ciia Co Cau Phan Biét do 131 Trién Lam Paris nam 1855,
Vién Bdo Tang London Science thuc hién va ho da ban n6 cho Pai Thién
Vian Dudley ¢ Albany, New 81
York, dung dé tinh ra quy dao ciia Hoa Tinh. Mot trong nhiing nha hrtotlp S: c/ic/s“;t\ivaflvd_
thuong mai str dung nhiing chiéc may dién ton co khi Eiﬁu tién la Cyc fc . ur;( /~history/
Thong Ké dan s6 Hoa Ky. Ho da str dung thiét bi thé 16 duoc thiét ké  Mathematicians
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Theo Gartner, s6 ban
cua nam 2005 la 285
triéu PCs and notebooks
trén toan cdu. Nam 2008
s ban s& 1én t6i 1 ty
PCs. Ngudn:
http://news.bbc.
co.uk/2/hi/science/
nature/2077986.stm

va:

http://www.dailytimes.
com.pk/default.asp?pag
¢=2006%5C01%5C23
%5Cstory 23-1-2006

pgb 1

b6i Herman Hollerith dé 1ap bang ké cho tong diéu tra nim 1890. Vio nim
1911, cong ty ctiia Hollerith da sap nhap véi mot dbi tha canh tranh nhim tao
thanh mdt tap doan ma vao nam 1924 da tro thanh IBM, International Business
Machines.

Hién nay

May vi tinh ¢4 nhan hién dai dau tién duoc st dung co tén ‘Simon’ va dugc ché
tao boi mot sd hoc sinh tai truong dai hoc Columbia. Tuy né khong dugc hitu
dung voi tu cach mot co cAu ché bién, n6 da tré thanh nguén cam hung cho
nhiing kiéu miu khac. Chiéc may vi tinh c4 nhan thwong mai dau tién 1a IMB
5150, dugc cong bd vao nam 1981.

Khéng ai biét chinh x4c c6 bao nhiéu chiéc may vi tinh dugc st dung hién nay.
Theo cudc hop gidi bao chi nim 2002 do hing tu van cong nghé cao Gartner
Dataquest® to chtrc, “...mot ti chiéc may vi tinh c4 nhan da dugc ban trén khip
toan cau.” Chua ké con s nay loai trir cac nha td chirc tu nhén, dién thoai di
dong, dd diéu khién video game va mot loat nhitng thiét bi da tré nén qua quen
thudc trong cudc sdng hiang ngay cua chung ta. Xe hoi va dén giao thong hién
nay dang duoc van hanh bai may vi tinh, cling nhu may bay va du bao thoi tiét.
May vi tinh phat ra va luu trit 4m nhac, kiém tra chinh ta cho dit liéu va tru b
thirc an. Mot hién tuong twong tu truyén khoa hoc vién tuéng 60 nim vé trude
nay da tré thanh mot phan quen thudc trong cudc sdng.

May vi tinh ngay mdt trd nén nho va tién nghi hon (trong khi van khong ngimg
hoat dong nhanh chéng va luu trit duoc nhidu thong tin). Nhing chiéc may vi
tinh c4 nhan binh quéin co thé thyuc hién mot ti hoat dong trong vong mot gidy
va luu trir duoc nhiéu dit liéu khong thua gi mét thu vién.

May dién toan van hanh ra sao?
Dudi day 1a 161 mi€u ta (cung voi bi€u do) vé nhitng thanh phan cot yéu cia
mot chi€c may vi tinh.

1. Don vi ning lwong—dur trir va diéu chinh dong dién dwgc chuyén t6i may.
M4y cam tay ciing c6 mdt ngudn ning lwong du trir trong pin.

2. CPU-Don vi xtr ly trung tam. Thyc hién nhiing hoat dong cia may dién
toan. Pay la mot loat nhitng phuong thirc hoat dong toan hoc va 16gic dugc
thuc hién & mot toc do cao. Mot khi CPU bét dau néng 1€n, nhiét d6 cua nd
can phai dugc ha xuéng boi mot chiée quat.

3. Diacing—Pay la noi luu giit nhitng dit li¢u trong may dién toan. Thuong
n6 mang dang mot chiée dia nam chiam xoay chuyén. Thong thuong b cimg
rat nhay cam voi tir truong, thanh thir nd cAn mdt vo boc bao vé that bén bi.

4. RAM — B0 nhé truy cap ngau nhién. Day 1a mot don vi luu trit nhitng dit
liéu ban dang dung t6i. Khi ban kich hoat mét chuong trinh, chﬁng han
nhu Microsoft Word, may vi tinh s€ sao chép lai chuong trinh d6 tir mot
chiéc dia cung dén RAM. Khi ban viét mot tai liéu, n6 cling duoc luu trix
trong RAM. Béng cach lya chon ‘save’ dir li€u nay, ban da chuyén no toi
dia cung.

5. B0 mach chi - Mot phan toan bd clia may dién toan cho phép tt ca nhirng
thiét bi tiép xtc voi nhau.

6. Card man hinh — chiu trach nhiém trinh bay thong tin trén man anh.
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7. Card am thanh — chiu trach nhiém cho nhitng am thanh trong va ngoai may.
8. Card mang — chiu trich nhiém két ndi duong ddy mang. Chi cin mang ban dang ding
c6 Internet, ban ¢6 thé 1én mang thoai mai.
9. Modem — Néi dudng day mé hinh dién thoai vao méay dién toan. Céc thé loai gdbm
¢6 ADSL va modem dién tir. Nhiing thé loai nay c6 thé duoc st dung dé ndi mang
voi may dién toan.
10. Man hinh — trinh bay trén man anh thong tin dén tir may dién toan.
11. Ban phim va con chu6t — cho phép ban nhap dir liéu vao trong may dién toan.

Power Unit

Motherboard

RAM

Hard disk

Sound card

A

Graphics card
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Bay gio chung ta s€ noi toi chirc nang vin hanh cia may dién toan:
1 — Khi ban kich hoat mdt chwong trinh xir 1y chir va bit dau viét mot tai liu.

CPU --> tim chuong trinh trong  ctmg va chép né vao trong RAM --> card man hinh
trinh bay chuong trinh trén man anh --> ban bat dau viét tai liéu va chon ‘save’ no --> tai
liéu duoc sao chép tir RAM tdi 6 cling.

2 — Khi ban kiém tra va in ra email

CPU --> tim chuong trinh duyét web trong 6 cting va chép nd vao trong RAM --> mo-
dem két ndi vi tinh véi www.riseup.net --> ban danh vao mat ma --> email dugc trinh bay
trén man anh --> email duoc chép vao trong RAM --> ban chon ‘in ra’ --> ban me tiép
xUc v&i may in --> tai liéu da duoc in.

Lwu y: email cua ban dd dugc sao vao trong may vi tinh, mac du ban khong chon Iya
‘save’ no. Gio day ban da c6 mot ban sao trong RAM. Pay la cach van hanh thong thuong
clia mdy vi tinh, va né can phai duoc luu ¥ t6i khi truy cip hé thong an toan cia may
(tham khao nhitng chuong “An Toan Windows’ va ‘Du trit dir liéu, Pha hiy va Léy lai’).

Mot chiéc may vi tinh doi hoi phai ¢ toe d va luu lwong. Sau diy 1a huéng din so bd
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8 bits = 1 byte (B)

1024 bytes = 1 kilobyte (kB)
1024 kilobytes = 1 megabyte (MB)
1024 megabytes = 1 gigabyte (GB)
1024 gigabytes 1 terabyte (TB)

Luu y: don vi do 1024 1a két qua cua sy tinh toan tir hé s6 cua 2. Quy dinh toan hoc
nay that sy can thiét cho mdt hé thong k¥ thuat.

Cir coi nhu mdi mot hoat dong vi tinh mot gidy duge goi 1a hertz,

1000 hertz = 1 kilohertz (kHz)
1000 kilohertz = 1 megahertz (MHz)
1000 megahertz = 1 gigahertz (GHz)

Vay thi mot chiéc may vi tinh vé6i toc d6 1.3GHz/gidy c6 thé thuc hién 1,300,000,000
hoat dong moi gidy. Chi voi di€u nay thoi chiéc may vi tinh cua ta dd nhanh hon “Si-
mon’ rat nhicu.

Cac H¢ Théng Van HanhTrong May Vi Tinh (Operating System)

Tt ca cac may dién toan déu can nhiing sy chi dan dé lam viéc. Nhitng ngudn chi dan
chinh, nhip cau noi nhiing tat ca nhitng bd phan cua may dién toan, cac chuong trinh
ung dung va chung ta - nguoi st dung — 1a mdt hé diéu hanh (operating system, OS).

Ban c6 thé da nghe dénWindows, 1a hé diéu hanh thong dung nhét, duge san xuit boi
Microsoft. Su phd thong cua né 1a két qua cua cua nhitng cira sé hinh anh dé hiéu,
nhiing giao kéo thanh cong v&i nhitng nha san xuit may dién toan va nhimg chién lugc
tiép thi quyét liét.

Nhiéu phién ban Windows dd dwoc san xuat. Khi ban mua mot may dién toan, Win-
dows c6 thé da duoc cai szcln trong may roi. Hé diéu hanh Windows khong mién phi
cho nén ban pha1 c6 mot gidy phép xir dung. Day khong phai 1a truong hop cua moi
may dién toan: rat nhidu may c6 nhitng phién ban Windows ‘d4nh cip’ mot cach bat
hop phéap. Nhiéu nguoi sit dung may dién toan va dan chuyén nghiép khong thich
Windows vi cac chién lugc tiép thi ctia no, nhitng tmg dung khong hoan hao va viéc
doc quyén thi truong. Mot s nhitng nguoi ndy ¢ kham pha nhitg nhuoc diém trong
hé diéu hanh hodc 1a canh bao Microsoft dé stra sai hodc tao ra virus, loi dung vao
nhitng diém so hd nay, lam hu hong cac dir kién trén may dién toan va 1am may bi
nhiém virus.

C6 nhidu cach khac nhau dé thay thé cho hé diéu hanh Windows. Thi du, cong ty

Apple c6 hé¢ diéu hanh riéng ctia n6. R6i con ¢6 Linux, 1a mdt hé diéu hanh mién phi
ma da tré nén rat thong dung nho vao sy phan phoi rdng rai ciia né trén Internet.
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Linux duoc 1ap trinh boi rit nhiéu nguoi khac nhau ma khéng dugc tra lwong
boi bat cir cong ty ndo. Mot san phdm ciia viéc tham gia tinh nguyén boi
nhiéu chuyén vién, n6é dugc phat hanh mién phi. R4t nhidu phién ban khac
nhau (gdm ca ngdn ngit khac nhau) ctia Linux da dwoc dua ra thi trudng, va
phan 16n 1a mién phi. Phién ban thong dung nhat va ciing dugc tranh luan 1a
d& str dung nhét 1a Ubuntu®.

Phin mém - Phin mém sé hiru d6i lai Phain mém mién phi

Mot chuong trinh ing dung dugc xem nhu s¢ hitu tri tué ciia nguoi tao ra
n6 (giéng nhu mot quyén sach hay mot chuyén phim) Mot gidy phép dé sir
dung n6é duoc ban chung véi mot mat ma (password). Viée danh cip phin
mém, xAm nhap mat ma hay chi don gian nhu st dung phan mém khéng c6
ban quyén, da xay ra rat nhiéu trén thé gisi. Rat nhiéu chinh phu da dua ra
luat 1¢ bao vé€ cac chuong trinh phﬁn mém dudi dao luat vé quyén s6 hiru tri
tué. Nhitng hinh phat niing né duoc dua ra cho nhirng c4 nhén va céc t6 chirc
bi bit qua tang sir dung cac phan mém khong c6 ban quyén.

Khong phai moi chwong trinh tng dung déu c6 sy giéi han cua ban quyén
nhu dugc néi & trén. Chi vi ban c6 thé tinh nguyén thoi gian va nang khiéu
cho mot muyc dich khong c6 101 hay nhan dao nao d6, vai ngudi viét phan
mém rdi phan phat mot cach mién phi. Loai phin mém nay thudng dugc viét
sir dung ma ngudén mo. Pidu ndy c6 nghia 1a phdn mém tng dung duogc cong
khai cho moi ngudi kham xét, stra d6i va cai thién. Nhitng nguoi tinh nguyén
phién dich phin mém nay thanh ngdn ngir ciia ho va tung ra khong lay tién.
Loai phan mém nay duoc md ta nhu 1a FOSS - Phan Mém Ma Ngudn M¢ Va
Mién Phi. Ban c6 thé tim dugc rat nhiéu loai phAm mém nay trén thij truong.

V6i mot chuong trinh phan mém Microsoft Office ¢6 ban quyén, ban s& ton
tir 200-500 d6 la®* mot ban, trong khi OpenOffice (c6 thé 1iy xudng tir www.
openoffice.org) thi dwgc phat mién phi. Ca hai déu rit giéng nhau vé hoat
dong va tinh niang: ching tao ra cac loai hd so gidng nhau. Nhitng van dé vé
su van hanh duoc lién thong gilra mot phién ban 95 va cac phién ban trudc
d6 cua Microsoft Office va Open Office da dugc Iuu y. Giai phap 1a phai
thay dbi san pham van phong ciia ban va ciia nhﬁ’ng nguoi déng nghiép ma
ban dang lién lac thanh mot san pham doc nhit. Diéu nay c6 thé khong phai
1a viéc dé dang, nhung néu ban quan tdm dén sy hop phap ctia phin mem cua
ban, ban nén luu y dén viéc tranh xa cac san pham ctia Microsoft, néu khong
thi phai mua ban quyén cua ho.

FOSS (phan mém mlen phi va cong khal) sé& glup ban tranh khoi cac van dé
luat phap vé danh cép tai san phan mém. Mac dau FOSS c6 thé khong dé st
dung (no6i vé cai dit, huéng din va hinh anh vé cam nhan) trong viéc gitip
d% ban véi phan mém hay cho sy gitp d& tuong tw nhu 13 phan mém duoc
tra tién, n6 c6 mot sé 16n cong dong ngudi st dung, va ho da 1ap ra rat nhiéu
dién dan dé tra 161 cac thic méc chung cua ban va sé tra 10i bat ¢t nhitng van
dé& méi mé nao ban dua ra. Vi cach ndy, ban s& nhan thdy mot mang lu6i
gitip d& tra 161 nhanh chéng va nhidu chi tiét trong cong dong ngudn mé hon
1a sy gitp d& ky thuat ton tién va thudng xuyén ‘phai doi’ cho phién ban méi
nhét ciia Microsoft Windows®.
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cap trén Internet vao
thang Chin 2006.
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Lich st

Sang kién ndi két cac may dién toan véi nhau trén cac dia diém khac
nhau vé dia Iy niy sinh ra sau Dé Nhi Thé Chién. Trong khi cac méay dién
toan van con trong thoi ky phdi thai, khai niém nay chi hién hitu trong
suy nghT cua nhﬁ'ng nha tuwong lai hoc va triét hoc. Nudc Lién X6 khoi
thuy chlec phi thuyén ‘Sputnlk 1am cho chinh phu Hoa Ky phai dau tu
nang né vao sy tim kiém va phat trién ky thuét tin hoc Co quan P& An
Tim Kiém Cap Cao (ARPA) duoc thiét lap vao cudi thap nién 60, va
khoang 1969 bén may dién toan da dugc ndi két véi ARPANET. Vio
nam 1972, Robert Kahn da trinh bay thanh cong vé ARPANET ¢ Phién
Hop Truyén Thong May dién toan Qudc Té va gidi thiéu mot sy ap dung
moi dén lanh vuc nay — email. Mang ludi ARPANET la tién than cia
Internet nhu chung ta biét va sir dung ngay hom nay.

Vao nam 1977 ARPANET ndi két 111 may dién toan, va khoang 1985 hé
thdng mang nay da v6i dén Au Chau va Uc Chau. Hé thong Internet nay
trg thanh toan cau va khong- -quan-sy. Nam 1983 da thiy su ra doi cia
TCP/IP phién ban 4 — 1a mot sy noi két ma vai n6 bt cir may dién toan
nao trén thé giodi, bat ké nhin hiéu hay mé hinh nao, ciing c¢6 thé truyén
thong dugc voi nhau trén cung mét hé théng mang. Su ra doi ky thuat
nay dugc xem nhu sy ra doi ctia cta Internet. Robert Kahn phat trién Hé
Théong Kiém Soat Chuyén Tin/Hé Théng Internet véi 4 nguyén tic cin
ban:

B Sy két ndi mang. Bit cir hé théng mang nao ciing déu c6 thé ndi
duoc voi mot hé théng mang khac.

B Sy phin phdi. S& khong c6 mot hé thong diéu hanh mang trung tim
hay kiém soat.

B Sy phuc hdi cac 16i. Nhimg tai dit liéu s& dugc chuyén tro lai.

B Phuong cich hop den. Khong co sy thay doi bén trong nao s& duoc
thyuc hién trong mot hé théng mang dé nbi nod véi cac hé théng mang
khéc.

TCP/IP phién ban 4 van con la mot phuong phap ni két thong dung nhat
cua Internet ngay nay. Moi cdu trac clia né da, cho dén bay glor dam
bao ring khong c6 mdt ngudi nao hay cong ty dic biét nao diéu hanh
Internet, va rang tat ca ngum st dung két ndi voi Internet duoc cung cap
su truy cap khong giéi han dén ndi dung ciia n6 (chiing ta da ban vé kiém
duyét va thanh lgc trén Internet trudc day).

Hé théng Mang Toan Cau

Céch pho thong nhat cua viéc st dung Internet ngay nay la qua Mang
toan cau (WWW). Hé thong Internet chinh n6 1a sy néi két thuc sy cia
nhitng méay dién toan v&i cac hé théng mang may dién toan, trong khi
WWW 1a mot hé thong chuyén biét cho nhitng may dién toan nay lién
lac qua nd. Khai niém va ky thuat hoc cia WWW dugc phat trién boi
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Tim Berners Lee va Robert Cailliau ¢ phong thi nghiém vat ly nguyén tur
Conseil Européen pour la Recherche Nucleaire (CERN) va dugc cong bo
vao nam 1991. Nhiing dac tinh cia WWW la:

B Nhing diém nbi — (hyperlinks) néi mot trang mang dén mét trang
khac

B Phuong thic lién lac — HTTP (hypertext transfer protocol) - mot
ngon ngit dién to dugc xt dung bdi cac may dién toan trén Internet.

B Cac trang mang — HTML (Hypertext MarkUp Language) dugc dung
dé vé mau cac trang mang va ddi thoai v6i nhau bing cac phuong
tién diém ndi. Nhimg ngoén ngit phd thong khac dung dé viét cac
trang mang la PHP va JavaScript.

B Dia chi - URL (universal resource locator) - mot hé thong géi thu
cho viéc tham chiéu cac trang mang va nhimg thong tin khac trén
Internet.

Cung v6i nhau ching tao ra nhiing vién gach xay dung nén hé thong
Internet ngay nay. Sy truyén thong gilta nhitng trang mang dugc thuc
hién boi TCP/IP.

Internet Ngay Nay

Theo nhu cudc thim do cia Théng Ké Internet, c6 trén 1 ty ngudi sir
dung Internet trén toan ciu trong thang Giéng 2006. Pay 1a mét con sd
kinh ngac, so véi viéc khong ai nghe vé Internet vao nim 1990. N6 da
tré thanh mot phuong phap chinh vé luu trit va trao dbi thong tin cho
nhiéu ngudi.

Mot thi du gﬁn day vé sttc manh cua Internet trén Wikipedia.org - mot ty
dién bach khoa trén mang, v4i nhiing bai viét duge viét va stra d6i bai
cong dong Internet. Chi trong 5 ndm ké tur 1ac noé ra doi, Wikipedia.org
d3 6 1 triéu 500 ngan bai viét bang tiéng Anh va it nhat 100 ngan trong
10 ng6n ngir khac nira. Su phé thong cua né dan dén mot sy danh gia doc
lap cua su chinh xéac vé thong tin cia n6 nhu dugc so sanh voi Ty Dién
Béch Khoa Britannica. Nhimg két qua cho thdy rang ca 2 quyén ty dién
nay déu phong do chinh xac nhu nhau®®.

Céu tric ha ting cin ban
Heé théng Internet 13 mot hé thong mang duoc phan phdi mot cach toan
dién. Piéu nay c6 nghia 1a Internet khong c6 cir diém trung wong hoic
mot may server. Tuy nhién, internet ap dung cac tiéu chuin vé phuong
dién didu hanh (duorc goi 1a nghi thirc) ciing nhu nhiing t6 chue phat trién
nhiing tiéu chuin nay. Ngay nay Internet co 3 lop vo boc cho su hoat
dong ctia né. Trudce tién, d6 1a cdu trac ha ting truyén tin vién thong. La
mot su két hop cua cac day dién thoai, sgi quang, si€u séng va vé tinh
- tht ca lam viéc chung véi nhau dé dam bao su luu thong trén Internet
duoc di dén moi ngd ngach trén thé gidi. Cai vo boc thir nhi 1a cac tiéu
chuén va dich vu vé ky thuat. N6 gém ¢6 nhitng nghi thirc khac nhau,
huéng dén sy luu thong chung quanh ciu triic ha tang va cho phép ching
ta thdy dugc cac trang mang va goi email. Chinh trén 16p v6 boc ndy ma
chung ta ndi dugc vao Internet. Lop vo boc cudi cung: ndi dung va sy ap
133

HNIL IA AVIA VIHON 1VID

86
http://news.bbc.co.uk/2/
hi/technology/4530930.
stm



DIEN TU VA
BAO VE BdI TU

SO ARG NG 0B TRAM A RN U RN

PHU LUCB

61

Su quan tri vé
Internet — Gié ciu
trac ha ting va tiéu
chuén hoa.

Telecommunication infrastructure

dung — 13 noi ma tat ca cac trang mang va cac dich vu v€ Internet hoat
dong. Mot trong nhiing strc manh cuia Internet 1a moi 16p vo boc nay déu
hoat dong doc 1ap véi nhau®.

Hay nhin vao cach Internet hoat dong tir cai nhin cua ngudi st dung.
Trudce tién, chiing ta can duoc ndi véi Internet. Viée nay co thé dugc 1lam
bang cach mé mot truong muc véi cong ty cung cp dich vu Internet
(ISP), ma sau d6, mua sy truy cap ctia n6 tir mot dich vu cung cap qudc
gia. Nha cung cép dich vu quéc gia nhan sy két ndi ciia nd tir mot trong
nhirg cong ty da qudc gia bao quan “cot séng” (backbone) Internet.
“C6t séng 12 mot cau trac c6 cong strc va chu ky cao, voi nhitng su két
ndi toan cau qua cac duong day cap quang dudi nude va vé tinh, lam cho
cac sy truyén thong giita cac qudc gia va luc dia c6 thé thyuc hién dugc.

/‘E_\
<> &f@
\ﬁﬁ)

National Internet

provider

v
Backgbone

Ciing duoc biét nhu Tierl, né duge diéu khién bai cac cong ty nhu MCI,
AT&AT, Cable Wireless va Cong ty vién thong Phap.

Khi ban duogc nbi két voi Internet, may di¢n toan cua ban dugc cho mot
dia chi IP. Giéng nhu mot dja chi buu dién, né nhan dién doc nhat may
dién toan nay trén hé thong Internet. Ty thudc vao cong ty cung cap
dich vu Internet ctia ban, ban c6 thé duoc cho cac dia chi IP khac nhau &
cac thoi diém nbi két khac nhau. Tét ca cac hé thong mang va cac may
server mang déu c6 mot dia chi IP.

134



www.frontlinedefenders.org thuc sy 1a 217.67.142.198

Tuy nhién, khi chung ta mudn thim mét trang mang, chiing ta khong yéu
cau s6 217.67.142.198 ma danh vao www.frontlinedefenders.org. Con
c6 mot phuong phap dé dich cac s IP thanh tén trong nhitng ngdn ngit
thong thuong. N6 dugc goi 1a Hé Théng Tén Mién (DNS), va c¢6 nhiing
may dién toan chuyén mon trén Internet ma nhiém vu cua ching 1a thyc
hién nhiing viéc phién dich nay. Vi vay, chiing ta khong phai niang nhoc
ma nhé nhiing con s6 phdi hop phirc tap nay, nhung chi can phai nhé su
mo ta bang ngdn ngit cua cai tén mang nay.

DNS 1& thudc vao may server gbc. Nhitng may nay dugc tuyén chon
deé bao tri mdt danh sach tén cua nhirng trang mang quan trong nhat va
nhitng can cudc thich ng ctia ching (COM .ORG .NET .GOV, v.v).

Mot vai nhitng may server gc ndy ctia tw nhan va mot s khac duoc
diéu khién boi cac co quan chinh phu Hoa Ky. Pa sé nhirng may server
nay dugc dit & mién duyén hai phia Pong Hoa Ky. Céu trac DNS dugc
diéu hanh boi cong ty Internet danh cho Tén va Sb duogc chi dinh, diéu
hanh duéi dao luat ciia Phong Thuong Mai Hoa Ky. V& thuc té, vai trong
s6 nhitng cong ty 16n (nhitng cong ty ma 1am chi va diéu hanh cac may
server gdc), nhu Versign (mét cong ty tu nhan ciia My), c6 quyén phu
quyét trong co quan quan tri nay- su that ma da trd thanh mot van dé trin
tr& cho nhitng ngudi e so rang Hoa Ky sir dung qua nhiéu quyén kiém
soat trén Internet.

pé tha‘iy mot trang mang trén may dién toan ctia ban, ban phai yéu cau
bing viéc danh vao cai tén mang & phan dia chi cia cac trang mang
(URL). H¢ thdng Internet luc do s& tim dia chi ciia trang mang (IP) bang
viéc hoi Hé Thong Tén Mién (DNS). Cudi cung, mot 16i di tir may dién
toan cua ban dén diém dén cia trang mang duoc vach ra. Léi di nay co
thé du hanh qua nhiéu quéc gia, dai duong va vil try; n6 co thé xa nhiéu
ngan dam va c6 thé di qua vo sé may dién toan. Lam thé nao n6 biét di
theo hudng nao, trong khi c6 hang trim tridu 16i ra cac trang mang khac
nhau? Céng viéc hudng din thu tin dén trang mang do (va di tro v&) dugc
thuc hién boi nhitng may dan dudng (routers), va cai phuong phap dugc

biét nhu 1a chi duong (routing). Nhirng mav chi duong nav c6 thé duoc
L
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-
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diéu khién dé ghi nhan hay hudng dan lai nhing tai dit liéu hay ngan chan 16i
ra vao cua cac trang mang.

Moi may dién toan hay may chi dudng, ma ban di qua dé mang ban dén diém
cudi cung, duoc goi 1a hop. S6 luong cua hop 13 sé lwong ciia may dién toan/
may chi duong ma thu tin ciia ban di tiép xuc trong sudt cudc hanh trinh. Phia
dudi, 1a 16i di ma may dién toan cua t6i da thuc hién trén Internet dé di dén
www.google.com. Ban c6 thé thdy ring sy yéu cau cua t6i s& di qua it nhit 1a
13 may dién toan (hop) dé dén diém cudi cung.

16 trinh dén www.i.google.com (66.249.93.99), 64 hop tbi da, céc thi dit kién 40 bytes
217.67.143.157 (217.67.143.157) 74.53 ms 30.910 ms 49.643 ms
217.67.140.61 (217.67.140.61) 29.780 ms 28.60 ms 29.628 ms
217.67.131.10 (217.67.131.10) 49.987 ms 29.872 ms 29.615 ms
217.67.131.6 (217.67.131.06) 40.267 ms 34.815 ms 40.219 ms
85.91.0.61 (85.91.0.61) 41.237 ms 39.192 ms 38.831 ms
208.50.25.109 (208.50.25.109) 31.452 ms 115.234 ms 37.396 ms
s00-0-0-2488M.ar3.LON2.gblx.net (67.17.71.25) 89.496 ms 44.303
ms 46.455 ms
8 ldn-bl-pos2-0.telia.net (213.248.100.1) 47.497 ms 44.190 ms
45.240 ms

~N o U1 W N

9 google-104716-1dn-bl.c.telia.net (213.248.74.194) 52.678 ms
89.984 ms 61.543 ms

10 72.14.238.246 (72.14.238.2406) 69.863 ms 72.14.238.242
(72.14.238.242) 59.778 ms 72.14.238.246 (72.14.238.2406)
75.364 ms

11 216.239.43.91 (216.239.43.91) 65.671 ms 61.264 ms 53.603 ms

12 72.14.232.141 (72.14.232.141) 55.727 ms 54.204 ms 216.239.43.88
(216.239.43.88) 54.456 ms

13 64.233.175.246 (64.233.175.246) 72.265 ms 53.48 ms 55.586 ms

14 66.249.93.99 (66.249.93.99) 54.490 ms 113.495 ms 66.249.94.46
(66.249.94.46) 57.798 ms

truy tim chdm dirt

Néu ban da dung Internet trudc day, ban biét rf'ing, mic dau Internet co v& 1a
mot cau tric phic tap, Internet rat dé didu hanh. Sy don gian nay 1a két qua cua
cdu triic vitng vang ciia n6, nhu duge cit nghia bén trén. N6 cho phép chung ta
dinh vi tri nhanh chéng nhimg gi chung ta can trong dai duong thong tin dién
tir. Nhitng may server DNS (Hé Théng Tén Mién) va cac may dan dudng co
trach nhiém cho viéc diéu khién tién trinh nay. Néu nguoi nao d6 c6 thé kim
ham hay tao dugc anh hudng trén hoat ddng cia no, kha nang sir dung Internet
cuia chung ta s€ bi hu hai hay bi gidi han.

Email

Email dién tir gdm c6 nhitng thong diép dién tir va viéc goi chung di vong
quanh trén Internet. BAt cir ai ciing déu c6 thé ding ky mot truong muc email
trén Internet, hay nhan dugc mot truong muc tr dich vu cung cép Internet
(ISP) ctia ho, va nhitng ngudi cung cdp dich vu nay trd thanh nhiing ngudi
cung cép dich vu email ctiia chung ta. Moi truong muc email ¢c6 mdt dia chi doc
nhét (dmitri@email.com) noi tén nguoi st dung dugc cach biét voi dia chi clia
ngudi cung cép bang chit ‘@.’

Email dugc goi vong quanh Internet theo sau nhitng nguyén tic tuong tu cua
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DNS va chi duong. Trudce tién, dich vu cung cép email dugc tim ra bﬁng tén khu vuc cua
no (thi du nhu email.com), ké d6 dich vu cung cép duoc hoi vé su hién hitu ctia mot truong
muc c6 tén dic biét d6 (thi du nhu dmitri). Néu thong tin ndy ding, email duoc giao. Néu
khong, email bi tra vé (hay bi tung) chiing ta véi mot 10i giai thich 12 email khong dang.

Moi thu tir email ban gdi hay nhan chira thong tin sau day:

B Tén duogc dang ky cho truong muc email (thi du Dmitri Vitaliev).
bia chi email.

S4 IP (dia chi) ciia may xuét phat hay dich vu cung cap email.
Lo trinh duoc thyc hién boi email dé di dén noi cudi cung.

Ngay email duogc goi di va nhan dugce

Thong tin ndy duoc cit gitr trong phan dau cua thong diép email va thudng trong gidéng
nhu Vﬁy:

Nhén dugc: tir hotmail.com (bay17-f12.bay17.hotmail.com [64.4.43.62])

bdi mail2.frontlinedefenders.org (Postfix) with ESMTP id SAB164F

for <dmitri@frontlinedefenders.org>; Thu, 20 Jan 2005 14:44:06 +0000 (GMT)

Received: from mail pickup service by hotmail.com with Microsoft SMTPSVC;
Thu, 20 Jan 2005 06:44:04 -0800

Received: from 217.67.142.198 by by17fd.bay17.hotmail.msn.com with HTTP;
Thu, 20 Jan 2005 14:43:58 GMT

Message-ID: <BAY'17-F12DBF0OF22EC08A06194JKDB9810@phx.gbl>

From: “Dmitri Vitaliev” <dmitri@hotmail.com>

To: dmitri@frontlinedefenders.org

Date: Thu, 20 Jan 2005 15:43:58 +0100

Content-Type: text/plain; format=flowed

X-Originating-1P: [217.67.142.198]

X-Originating-Email: [dmitri@hotmail.com]

X-Sender: dmitri@hotmail.com

Thi du nay cho thdy phan ddu mét thu tin cho email dugc goi tir dmitri@hotmail.com to
dmitri@frontlinedefenders.org. Ban c6 thé thay IP (dia chi) cia cac may server Hotmail
(64.4.43.62) va IP cia may ma email dugc gdi di tir (217.67.142.198).

T4t ca email ctia chung ta va su luu thong trén Internet déu dugce nhan dién va ghi nhan boi
dja chi (IP) cua noi dén/hay noi xuét phat va ngay gid ma né dugc goi di hay nhan duoc.
Thong tin nay dugc dung dé Gy quyén thu tin ciia chiing ta va sy chuyén giao cua nd. Doi
khi, n6 ciing dugc dung dé theo ddi va han ché cac sinh hoat cta chung ta trén Internet.
Ha tﬁng cAu trc Internet quan trong, dugc mo ta bén trén, gitp ich kha nhiéu cho viéc
quan sat va kiém duyét, chi vi yéu t6 an ninh khong co trong dau cua nhimg nha sang lap
Internet nguyén thuy.

Trang Mang

Mot trang mang 14 mot thu thap ciia nhiéu trang dugc viét baing HTML (va nhitng ngon ngi
khac cho Internet). Mot trang mang phai duoc cit trén may server trang mang (webserver),
cling dugc goi 1a may chu (host). May cha cung cap mét dia chi IP cho trang mang, va ban
cling phai ding ky mot tén DNS doc nhit cho no, thi du nhu www.mywebsite.com. Mot
trang mang c6 thé chia sé dia chi IP ciia n6 v6i nhiéu trang mang khac dwoc chira trén cing
mot may chi, tuy nhién tt ca chung s& phai c¢6 nhitng tén DNS doc nhat.
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Ban c6 thé liy xudng
Skype tir http://www.
skype.com hay xem
Digital Security Toolkit
CD. Pa ¢6 nhiéu tranh
Iuan nhu 1a sy an ninh
clia cac sy truyén théng
biang Skype. Mic dau
Skype dung phuong
phap ma hoa dé bao dam
phin phiém lun va di
chuyén hd so, mat mi
cua chuong trinh ctia nd
thudc loai dong ctra va
mirc an ninh khéng thé
dugc chung minh boi
nhitng chuyén gia bén
ngoai. Xem tai liéu viét
boi by Simon Garfinkel
vé su an ninh cta Skype
http://www.tacticaltech.
org/files/tacticaltech/
Skype Security.pdf.

PHU LUCB
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VoIP

Tiéng noi trén IP 1a mot tén ky thuat cho “vién thong dét trén Internet”.
Thay vi su dung hé thong mang ludi trao ddi dién thoai ¢b dién, ban ¢6 thé
lién lac qua tiéng noi trén Internet. No 1a mot phuong phap truyen thong
duoc ngay cang wa thich, bai vi sau khi tra tién cho 1an thiét 1ap dau tién,
ban khong con phai tra tién gi nita cho nhitng cu dién thoai vién lién: vi tri
dia 1y khong c6 nghia dbi vé6i Internet. Skype c6 thé 1a mot chuong trinh
duoc biét dén nhiéu nhat (voi khoang 100 triéu ngudi st dung) dang dung
k¥ thuét nay hién tai®”. VoIP di trd nén mot déi thu 16n cho nhimng cong ty
dién thoa1 thuan tay va da £ap. phal su phan ddi manh mé& & cac qubc gia
dang ¢ duy tri sy doc quyén vé vién thong.

Nhat ky dién tir

Déy c6 thé 12 mot trong nhing 4p dung c6 anh hudng nhiéu nhét dén hé
thong Internet ngay nay. Mot loai nhat ky mang hay mot cot bao vé ¥ kién
trong ¥ nghia ciia nd, n6 cé thé duoc tao ra boi bét cir a1 trén bét cir hé thong
Internet ctia nhitng may chil chira nhat ky mang mién phi. ban khong can
phai thiét 1ap mot may server mang, cting khong ton tién gi hét. P6i khi, cdu
triic trang mang duogc 1am sdn rdi, va tat ca nhiing gi ban phai lam Ia tram
no day véi ndi dung ctia ban. Viét nhat ky mang cung cip mot co hoi dé ban
1én ‘ueng trén bat ctr 1anh vuc nao do ban chon lya.

Twong phan vé6i nén truyén thong ¢ dién 1a mong doi nguoi dimg chi tiéu
héa nhitng thong tin mang dén cho ho, su phat hanh trén Internet 1a sy tiép
can gﬁn nhét c¢6 duge cho mot tiéng n6i toan ciu. Dan bao 1a mot su thu thap
ctia moi d& muc, N kién va nhat ky (hién tai ¢6 khoang 50 triéu nguoi Viét)
vé moi van d& dang hién hiru. N6 hoan toan dua ra nhiing thong tin khong
bi stra chtra ma chi dién dat N kién cua nguoi dua tin.

Tén ‘Déan bao’ dugc ding dé chi nhitng ngudi tudng trinh vé tin tic, bién
cb va cac su thay d01 trong quc gia cua ho qua nhéat ky. Thuong, dan bao
1a ngudn duy nhét vé tin tirc ‘that’ tir mot qudc gia. ‘Dan bao’ di trd thanh
mot vii khi rAt manh trong viéc d4u tranh cho tu do dién dat, va vi vay no bi
theo doi nang né va bop nghen boi cac ché do doc tai.

Mang lwoi Xa hoi

Tén goi nay chi cai kha nang duoc gidi thiéu bdi Internet va mot loat nhirng
phuong phép ap dung mai cho viéc tao ra va bao quan cac mang ludi cia
ban bé va ddng nghiép. Cac dung cu cho phép ban tiép xtic véi nhau bang
mot loat nhiing phu’ong phap gom co6 nhén tin nhanh, hinh anh va trao dbi
video, ciing nhu nhin g01 text bang dién thoai di dong. Mang Luéi X3 Hoi
chiu trach nhiém cho nhiéu nguyen nhan x4 hdi duwoc mang ra va quang ba
trén Internet cling nhu cho cac moi lién hé gitta nhitng nguoi song trong
nhitng phan khac nhau trén thé gi¢i. Tuy nhién, Mang Ludi Xa Hoi c6
nhiéu bt loi va mét an toan ma ngudi str dung can phai dé phong. Théng tin
c4 nhan vé con ngudi duge mang ra trén mang va trong linh vye cong cong.
Céc mdi lién hé giita nhitng mang luéi ciia nhitng nha d4u tranh bi pho bay,
va c6 thé dé dang bi khai thac boi mot ké thi cwong quyét.
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Geodsoft.com —
‘Mat ma xau va

NHIEU?

Chung ta hily xem mot nguoi viét chuong trinh mét bao 1au dé co
thé doan ra mat mi ctia ban. Gia sir mat ma ctia ban duoc lém ra voi
nhing chir thuong bang tleng Anh, ching ta s& tinh t6i da sd lwong
ctia sy kha thi ma nguoi mudn pha mat ma can dé giai qua.

Chiéu dai mat ma 3 5 7 9

Tinh 26x26 26x26x26 26x26x26x26 26x26x26x26x26x26x
x 26 x26x 26 x26x26x26 26x26x 26

S$6 14n kha thi 17,576 11,881,376 8,031,810,176 54,295,503,678,976

Bay gio, ching ta hiy cong nhitng con sb va nhiing chit hoa vao mat
ma chung ta. Cai ndy gia tang nhitng sy khac biét ctia nhiing chir cai
dén 62 su kha thi khac nhau.

Chiéu dai mat ma 3 5 7 9

Tinh 62x62 62x62x62 62x62x62x62x 62x62x62x62x62x62
x62 x62x62 62x62x62 x62x062x62

S6 12n kha thi 238,328 916,132,832 3,521,614,606,208 13,537,086,546,263,552

Nhu ban c6 thé théy, su kha thi tang dang s¢ khi ban cong su khac
biét vao nhiing chir cai cia mat ma va khi ban tang chiéu dai cua
n6. Nhung cac may dién toan c6 thé pha nhitng mat mi nay nhanh
nhu thé nao? Ching ta s& xem nhu mot may dién toan duong dau
v6i 100.000 sy kha thi vé mat ma mdi gidy (may dién toan tan thoi).
Ban dudi day cho thdy nhitng chiéu dai mat ma tir 3 dén 12 chir cai.
Nhiing con sb & trén cao — 26, 36, 52, 68, 94 — cho théy con sd nhiing
chir cai ma tir d6 cac mat ma dugc thanh 1ap (gia su bo chir cai tiéng
Anh dugc dung). 26 13 con s chir cai thuong, 36 1a chit cai va sb, 52
la nhitng chir thuong va hoa trdn lai, 68 1a nhitng chit don véi s6, mau
tu va cac dau chAm®.

té_t — lam thé nao
dé thyuc hién’
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26
0.18 seconds
4.57 seconds
1.98 minutes
51.5 minutes
22.3 hours
24.2 days
1.72 years
44 .8 years
11.6 centuries

30.3 millennia

36
0.47 seconds
16.8 seconds
10.1 minutes
6.05 hours
9.07 days
10.7 months
32.2 years
1.16 millennia
41.7 millennia

1,503 millennia

52
1.41 seconds

1.22 minutes

1.06 hours
13.7 days
3.91 months

17.0 years
8.82 centuries

45.8 millennia

2,384 millennia

123,946 millennia

68
3.14 seconds

3.56 minutes

4.04 hours
2.26 months
2.13 years
1.45 centuries
9.86 millennia

670 millennia

45,582 millennia
3,099,562 millennia

Dit trén nhitng con s6 ndy, nguoi ta co thé cho rang ngay ca mot mat
mi ngiu nhién dai 8 chir dung chit thuong va sb ciing s& di lam phirc
tap. Néu mat ma ctia ban hién tai da dai 5 chi, c6 thé n6 da bi pha roi,
hay rat c6 thé bi pha, néu ma c6 nhu cau. Luu y: nhiing con s6 bén
trén chi ap dung vao nhitng mat ma ngau nhién. Nhing sy tan cong
bang tu dién hay ho so thi khac, béi vi chiing chi hiru hiéu véi nhitng
mat ma ‘chir that’.

140



DANH TU KY THUAT

Backdoor (ctra hju)- trong méot hé thdng dién toan, déy la mot phuong
phap di tat tranh duoc cac phép tic thong thuong nham mo ra du’oc mot
cong ra vao tir xa dén mdt may dién toan, trong khi van tlep tuc an trén
nham thoat khoi sy truy xét binh thuong.

Bece - Blind carbon copy (ban sao). No6i vé viéc goi di mot thong diép,
khong c6 chira danh sach ngudi nhan dén nhiéu nguoi nhan, de ho khong
bi€t 1a ngoai ho ra, c6 nhitng ai nita da nhan dugc thong diép.

C6 rat nhidu 1y do cho viéc st dung dic tinh nay:

- Dé g6i di mot 14 thu cua ban dén mot nguoi thr ba (thi dy, mot
dong nghiép) khi ban khong mudn dé nhimng nguoi nhan khac biét
ban dang lam viéc nay (hay khi ban khong mudn ngudi nhan biét
dia chi email cia nguoi thit ba.)

«  Khi gdi di mot email dén cho nhiu ngudi, ban c6 thé diu dia chi
email ctia ho tir ngudi khac. Day 1a mot sy dé phong thu rac co y
nghia, bdi vi nd gitp tranh dugc nhén mét danh sach dai cua dia
chi email cho moi ngudi nhan (ma 1a nhitng gi s& xay ra, néu ban
dé email ctia moi ngudi trong phan Dén (To: hay CC). Vi 1y do
nay, n6 thuong hop ly dé ding phan Bee dé goi danh sach email.
Vai loai virus (vi khuan) thu lugm dia chi email tir nhimg hd so
chira dia chi ciia nguoi goi, va cac danh sach 16n CC (ban sao) c6
thé phan tan xa hon nhimng virus khong muén, day 1a mét 1y do
thém dé st dung Bee.

BIOS - viét tit cho Basic Input/Output System (Hé théng Xuit
Nhip Co Bin) hay Basic Integrated Operating Systems (Hé Thong
Piéu Hanh Hi Nhap Cin Ban). Phan lap trinh dugc diéu khién boi
may dién toan khi may vira méi dugc mo 1én. Nhiém vu chinh cua BIOS
1a chudn bi cho nhiing chuorng trinh thu()c phan mém khéc dugc cat giﬁ’
trong nhiéu bo phan truyén thong (nhu ) cung, dia mém, va CD) c6 thé
chay dugc va tuan hanh theo sy diéu khién cia may dién toan.

Blog- Nhit ky mang - mot trang mang noi nhiing thong tin dugc viét
vao nhu kiéu viét nhat ky va dugc trinh bay theo thir tw ngugc. Nhat ky
mang thuong cung cp binh luan hay tin tirc vé mot dé tai ddc biét, nhu
thirc an, chinh tri, hay tin tirc dia phuong; mot vai nhat ky mang hoat
dong nhiéu hon 1a mdt nhat ky ca nhan. Mot trang nhat ky mang dién
hinh gdm c6 chit, hinh, va nhing niit ndi vao nhitng nhat ky mang khac,
nhiing trang mang, va nhiing phuong tién truyén thong khac lién quan
dén d tai ctia no. Cac dong co tim nhat ky mang pho thong gom c6
www.wordpress.com, www.livejournal.com, www.blogspot.com.

Nhiéu ky gia va nhiing nha dau tranh nhan quyén st dung nhat ky mang
nhu 14 dé truyén tai nhimg thong tin quan trong, ma khong thé ¢ dugc
tir giéi truyén thong cta chinh phu, trén Internet. Viée lam nay dugc
ménh danh 13 ‘dan bao’ - mot phuong phap dang phit trién dugc wa thich
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vi duoc ding dé phd bién nhirng thong tin that su vé mot bién ¢ hay vé
mot quoc gia.

Control Panel - H¢ Thong Kiém Soat — 1a mot dic diém ctia Microsoft
Windows ma cho ban di vao dé stra d6i nhiing su sa'ip dat vé hé théng
cua may dién toan cua ban, gém c6 su quan tri nguoi st dung (user
management), cac dic tinh vé ning lugng cho may, cac 16i vao hé théng
mang, nhitng chuong trinh phin mém cho cic phan cimg (drivers) va
nhiéu phan diéu hanh khac cta may dién toan.

Circumvention -Manh 16i — trong tai liéu nay, manh 16i lién quan dén
viéc di tit vao nhiing nit chan cua trang mang trén Internet. Viéc nay
¢6 thé 1am duoc biang cach sir dung ky thuat ‘di vong qua’ cic chudng
ngai vat.

Cryptanalys1s(st) Sw phén tich ma hoa (Nha phéan tich) - nhiing
khoa nghién ctru vé cac phuong phap 14y dugc ¥ nghia ctia nhimng thong
tin dugc mi héa, ma khong can phai di vao phan thong tin dugc bao mat
d6. Mot nha phan tich ma hoa la mét nguoi thyc hién nhiing viéc nghién
ctru do.

Cryptology - mot mon hoc vé toan, ngdn ngit, va nhitng mau mat hiéu
khéac va lich st ctia chung.

Cyber-dissident(s)- Nguoi chong dbi trén mang - mot ngudi hay mot
nhém nguoi dang tich cuc hoat dong nham chdng lai mot thé ché chinh
trj dang cdm quyén qua viéc bay t6 quan diém cua ho qua phwong tién
truyén thong trén Internet.

Denial of Service attack (DOS)- Tén c6ng bang su tir chdi cung cip
dich vu - mét loai tAn cong bang viéc tu chéi cung cip dich vu dugc thuc
hién bang cach lién tuc mé cac yéu cau truy cip vao mdt trang mang.
Muc dich cua viéc tin cong nay la lam cho may server mang bi qua tai,
bang cach thu’c hién hang trleu yéu ciu twong tu trong mot khoang thoi
gian that ngin. Mot cudc tin cong dung Distributed DOS (DDOS) s&
diéu khién nhitng may dién toan bi nhidm virus dé cing tin cong mot
trang mang doc nhat.

Device drivers — Chuong trinh diéu khién thiét bi — 1a chuwong trinh phan
mém ma cho phép mot phan cing (hardware) hoat dong trén may dién
toan cua ban.

Digital divide — 1an ranh phén chia dién tir - chi su cach biét giita nhiing
nguoi c6 dugc sy ti€p can thuong xuyén va hiéu qua dén ky thuat dién
tur v&i nhitng nguoi khong co.

DSL access - Tiép c¢An DSL— k¥ thuit truyén thong dit liéu 1am cho su
vén chuyén dit liéu (data) qua duong day dién thoai bang ddng tré thanh
nhanh hon hang chuc 14n so véi mot may modem. Chit viét tit cho Digital
Subcriber Line (Pudng Day Thué Bao Ma S6) (voi nhirng su khac biét
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cua mot duong day ADSL — Asymmetric and SDSL — Symmetric)

ECHELON — mo ta mdt mang ludi tinh bao va phéan tich ky hiéu toan
ciu cip cao duoc diéu khién boi cong dong UKUSA (mit khac dugc
biét nhu 1a “dong minh Anh-M3”). Echelon dugc dé cap toi b01 mot
s6 nguon tin, trong d6 co Quéc Hoi Au Chau. Theo mot vai nguon tin,
ECHELON c6 thé bit duoc cac truyén thong bang radio va vé tinh, dién
thoai, fax, email va nhitng ghi nhan dir li€u khac hau nhu khap moi noi
trén thé gi¢i. Hé théng bao gdm c6 su phan tich twr dong bang may dién
toan va xép dit nhiing su ngan chan (intercept).

Encryption — Ma hoa -phuong phap che dau thong tin bang cach chuyén
ndi dung qua dang 4n ngir voi cac phuong phap toan hoc, dé ngudi ngoai
khong thé doc dwoc néu khong cé kién thirc chuyén mén hay kha ning
k¥ thuat cao dé giai ma.

Flrewall (Twong lira) - mdt bo phan cu’ng (hardware) va/ hay phén
mém (software) duoc thiét ké hoat dong tai cong ra vao mang dé bao vé
hé thong dién toan cua hang xuéng, to chu’c hay may dién toan mot ca
nhéan, nhiam phong chdng lai cac cudc tin cong, xAm nhap vao he thong
dién toan, tao an toan cho sy thong tin theo mot chinh sach v& an ninh
duogc hoach dinh.

Internet Service Provider (ISP)- Dich vu cung cip Internet - mot to
chtre hay co s¢ thuwong mai cung cap cho ngudi sir dung sy truy cap vao
Internet va cac dich vu lién quan. Trong quéa khw, da s ISP duoc didu
hanh béi nhitng cong ty dlen thoai. Ngay nay, ISP co thé dugc khoi dau
béng bat ctr ai. Ho cung cép céc dich vy nhu truyén tai Internet, dang ky
tén mién (domain) va 1am may chu, su truy cap qua dién thoai hay DSL
, duong day thué bao va cung cip viéc thué bao may chu va cac dich vu
lién hé tai cung noi (hosting services: giltt may server ciia ban ¢ cong ty
cung cép dich vu, ISP)

ISP — xem Internet Service Provider

Secure Sockets Layer (SSL)- Lép 6 cAm an toan— mot giao thirc ma
héa bang hinh ma cung cap nhiing su truyén thong an toan trén Internet
cho email, fax bang internet, va nhitng sy chuyén ché dur kién khac.

Open encryption standards - Nhfrng tiéu chuin mé héa cong khai—
nhiing phuong phép hay toan dai s0 ma mat ma ctia né dugc md cong
khai dén cong chiing cho viéc su’a dbi va cai thlen Nhiing phuong phap
nay dugc coi nhu la loai dai s6 ma hoa dugce tric nghiém cong khai an
toan nhét. Dai s6 md hoa déng cira co thé co nhimng khuyét diém 16n
(khong dugc dé ¥ boi ngudi viét chuong trinh), hay nhiing “ctra hau”
(back door) dugc dac biét lam ra nhim thu thap tiét 10 tt ca thong tin
ctia ban dén nguoi thir ba.

Partition (disk partition)- Sw phan chia 6 cirng— Sy phan chia (phan
chia 0 clrng)- mot su phan chia v¢ logic trén 6 cung. N6 cho phép tao ra
143

LVNHL AM

1 0L HNVA



AN NINH
DIEN TU VA
BAO VE BON TU

£ REEG AN NS B TRAMY ¥ BN U RN

vai hé thong hd so trén mot 6 cing don va c6 nhidu lgi ich: cho phép su
thiét 1ap hai 6 ctng (thi du nhu ban c6 thé st dung song song Microsoft
Windows va Linux), chia x¢ nhitng sy phén chia (sharing) duoc trao ddi
nhau giita nhimg su da phan phéi Linux, va bao vé hay c6 1ap cac hd so.

PKE — xem phan Public key cryptography

Proxy server - Mdy server dai dién- mot may dién toan ma lam cho
cac may khach c6 thé thuc hién nhitng diém noi gian ti€p trén mang voi
nhiing dich vu mang khac (trang mang)

Public key cryptography (encryption) — Chia khéa ma hoéa cong—
mot hinh thire cla cryptography ma thuong cho phép nguoi sir dung lién
lac mot cach an toan ma khong phai tiép can trudc voi mot chia khoa bi
mat chung. Viéc nay thuc hién dugc qua viéc sir dung mot cédp chia khoa
ma héa, dugc chi dinh 1a chia khoa cong va chia khoa tu, ma ¢6 lién quan
rat mat thiét véi nhau vé toan hoc.

SORM-2 — (Sistema Operativno-Rozysknykh Meropriyatii, dng nghia
la “System of Operational and Investigative Activities”) - mot dao luat
cua Nga, duoc cdp nhat nam 1998, ma cho phép FSB (Federal Security
Service) Co quan mat vu lién bang theo ddi cac cong dong Internet

SSL — hdy xem Secure Sockets Layer

SSL Certificate- Chirng chi SSL— duoc tao ra cho moi trang mang
mudn duge diéu hanh theo giao thie (protocole) SSL. N6 1am viéc nhu
1a mot hé théng nhan dién doc nhit chimg minh sy nguyén thuy cua
trang mang d6 va cung cap dit kién can thiét cho viéc thiét 1ap mot kénh
duoc ma hoa gilra may chu va khach

System registry - Danh sach Hé théng — mot danh sach cua tit ca cac
chwong trinh thuéc phan mém, cac bd phan thudc phan cing va nhiing
su sép dat vé hé théng trén may dién toan ctia ban. Moi chuong trinh
thudc phﬁn mém dugc cai dat va cac bd phén cua may dién toan ctia ban
phai duoc ghi nhan vao danh sach nay. Thudng thi didu nay tu dong xay
ra. D6i khi, khi mot chwong trinh thudc phin mém chua duge cai dat, no
khong c6 go bo su ghi danh ciia né vao trong danh sach nay. Diéu nay
¢6 thé tao ra mot su lo ngai vé an ninh tuong lai. Virus thuong tn cong
va lam hu hong danh sach nay va cé thé 1am hu hai dén su van hanh cua
may dién toan cua ban.

Webserver — May chi mang -Mo§t may dién toan ma lam chi mét hay
nhiéu nhitng trang mang. Cling dugc goi la may chi mang (web host).

Wiping (file wiping) Lau hd so' — tién trinh cta viéc viét chong 1én trén
mot ho so, d6i khi nhi€u ho so, d€ dam bao tat ca thong tin déu dugc huy
bo. Lau mot ho so twong duong véi cat vun ra mat tai liéu bang may cat
giay.
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10.

11.

12.

13.

14.

15.

16.

17.

Mot sw dé nghi cho Bang Cac Quyén Vé Internet

Quyén dugc truy cap ha tang cau triic Internet khong ké ban song ¢ dau

Quyén co6 kha ning va kién thic giup con ngudi sir dung va thay dbi cau tric
Internet dé dap ng cho nhu cau cua ho

Quyén dugc xtr dung phan mém c6 ngudn mién phi va mé rong
Quyén duoc truy cip mot cach binh dang cho nam va nit
Quyén dugc truy cap va tao ndi dung da dang vé van héa va ngdn ngir
Quyén duoc tu do phat biéu

Quyén dugc tham dy vao viéc phan ddi trén mang

Quyén dugc truy cap dé nang cao kién thirc

Quyén duoc tu do thong tin

Quyén dugc truy cap cac thong tin dugce cung cép cong khai
Quyén duogc ty do khong bi theo doi

Quyén dugc st dung ma hoa

Quyén duoc giam thi tinh chat dan chii da nguyén cua Internet

Quyén duoc hudng su trong sach va co thé tiép can dugc cua bd phan luat phap
Internet

Quyén dugc co6 dia phuong phan quyén, cdng tac va co thé hoat dong lién doi
trén Internet

Quyén dugc c6 sy bao vé vé quyen loi, v thirc va giao duc

Quyén dugc cau ctru khi quyén loi bi vi pham

(Dé co nguyén ban xin hiy tham khao nguyén ban tir trang mang ctia Hoi Cho Céc
Su Truyeén Thong Tién B0 http://rights.apc.org/charter.shtml).
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